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Volume: 71 Questions 

 

 

Question No: 1 

Which statement is true about a single sign-on operation initiated from a Service Provider using SMAl_2.0 

In Oracle Identity Federation (OIF)? 

 

A. Oracle Access Manager is required as a Service Provider integration module. 

 

B. An Oracle Access Manager WebGate is needed to protect the target web resource and redirect  

requests to OIF. 

 

C. HTTP post binding is only supported. 

 

D. Any HTTP request hitting the target resource is redirected to the Service Provider’s OIF instance. 

 

Answer: C 

 

 

Question No: 2 

What would you need to configure to use Oracle Adaptive Access Manager (OAAM) along with Mobile  

Single Sign-On, by using Oracle Access Management Mobile services? 

 

A. An appropriate security handler plug-in name needs to be configured for the Mobile Service domain to 

use OAAM. 

 

B. An authentication scheme needs to be configured for the Mobile Service domain to reflect OAAM use. 

 

C. A separate application profile needs to be created for OAAM. 

 

D. The Mobile Service domain needs to specify a configuration for OAAM. 

 

Answer: A 

 

 

Question No: 3 

You have configured a new pattern in Oracle Adaptive Access Manager (OAAM) to capture login times of  

devices, Your customer wants to ensure that devices that are used outside their normal times are 

blocked. 

After creating your pattern, which two additional steps must you perform to configure OAAM to meet  this 

requirement? 

 

A. Create a transaction definition for the pattern. 
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B. Create a new rule in an existing policy that contains an appropriate condition to evaluate your new 

pattern. 

 

C. Link your chosen policy to the appropriate user groups. 

 

D. Configure a block action for your new rule. 

 

E. Restart the OAAM Managed Server for the pattern to take effect. 

 

Answer: D 

 

 

Question No: 4 

Identify two Oracle products that have a certified out-of-the-box integration with Oracle Entitlemets Server 

11g. 

 

A. Oracle API Gateway 

 

B. Oracle Virtual Private Database 

 

C. Oracle Service Bus 

 

D. Oracle Service Registry 

 

E. Oracle NoSQL Database 

 

Answer: A,D 

 

 

Question No: 5 

How would you configure an authentication policy for federation in Oracle Access Management 11gR2? 

 

A. There are no authentication policies for federation. 

 

B. Authentication policies are defined in the Oracle Identity Federation (OIF) console. 

 

C. Authentication policies are defined in the Oracle Access Management console for each domain. 

 

D. Authentication policies are provided in assertions. 

 

Answer: C 
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Question No: 6 

What performance data can you see from the Oracle Adaptive Access Manager (OAAM) 11g admin 

dashboard? 

 

A. average processing times 

 

B. number of threads running 

 

C. CPU utilization 

 

D. memory utilization 

 

Answer: C 

 

 

Question No: 7 

Which statement is true about Oracle Access Manager 11g session management? 

 

A. Oracle Access Manager 11g uses Coherence to reliabley cache millions of users sessions. 

 

B. Oracle Access Manager 11g uses encrypted cookies that track the log in time, authentication level, 

 

C. Oracle Access Manager 11g session information is stored in lightweight directory access protocol 

(LDAP) directory. 

 

D. Oracle Access Manager 11g requires an Oracle database to reliably store session information. 

 

Answer: A 

 

 

Question No: 8 

What value will you define in the Oracle Access Manager resource URL field to allow access to an 

application under the context root /procurement? 

 

A. /procurement 

 

B. /procurement/* 

 

C. /procurement/ … 

 

D. /procurement/…/* 

 

Answer: D 
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Question No: 9 

OAM-OAAM basic integration, which is a native integration, requires the OAM server and OAAM admin 

server in the same access management domain. 

Which two statements are true in the case of OAM-OAAM basic integration? 

 

A. This is a unique case in which OAAM data in stored in the OAM schema. 

 

B. The OAAM Managed Server needs to be configured in a separate domain. 

 

C. The OAAM extension libraries are bundled with the OAM server. 

 

D. The Knowledge-Based Authentication (KBA) challenge mechanism is available in this integration. 

 

E. Supported agents for this deployment are WebGate 10g and 11g. 

 

Answer: C 

 

 

Question No: 10 

Which two cookies are created when you log in to Oracle Access Manager 11g with WebGates? 

 

A. ObSSOCooKie 

 

B. OAM_ID 

 

C. OAM_AuthnCookie 

 

D. OAM_AuthzCookie 

 

E. _WI_AUTHCOOKIE_JSESSIONID 

 

Answer: B,E 

 

 

Question No: 11 

Which three types of attributes does Oracle Entitlements Server support? 

 

A. resource attributes 

 

B. dynamic attributes 

 

C. context attributes 
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D. information attributes 

 

E. request attributes 

 

Answer: A,B,D 

 

 

Question No: 12 

When managing Token Issuance conditions and rules in Secur ity Token Service, who is granted access 

to a requested resource through the Allow type rule? 

 

A. Only partners are granted access; everyone else is denied access to the resource. 

 

B. Only the partners and users listed in a condition are granted access; everyone else is denied access to 

the resource. 

 

C. Users listed in a condition are granted access; everyone else is denied access to the resource. 

 

D. Only Relying Party Partners are granted access; everyone else is denied access to the resource. 

 

Answer: A 

 

 

Question No: 13 

Which component acts as the certified WS-Trust client that can be used to communicate with Security 

Token Service? 

 

A. Token Consumer 

 

B. Token Administrator 

 

C. WSM Agent 

 

D. OPSS Security Keystore 

 

E. User Name Token (UTN) 

 

F. WS Policy 

 

Answer: B 

 

 

Question No: 14 
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