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Question No : 1 

Your company has acquired a small company and your task is to set up the first Solaris server in their 

network. As there is no existing JumpStart environment, you will have to start from scratch. Which 

metacluster is best suited for initial installation of a strict minimized system?  

 

A. Entire Distribution (SUNWCall)  

 

B. Core Software Support (SUNWreq)  

 

C. End User System Support (SUNWCuser)  

 

D. Reduced Networking Core System Support (SUNWCrnet)  

 

Answer: D  

 

 

Question No : 2 DRAG DROP  

Click the Task button.  

When a user logs into a Solaris 10 system, a default project for the use is located.  

Place the locations in the order in which the Solaris OS searches for the user’s default project.  

 

 

Answer:  
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Question No : 3  

Which are two advantages of the Service Management Facility compared to the init.d startup scripts? 

(Choose two.)  

 

A. It restarts processes if they die.  

 

B. It handles service dependencies.  

 

C. It has methods to start and stop the service.  

 

D. It specifies what the system should do at each run level.  

 

Answer: A,B  

 

 

Question No : 4  

A system administrator wants to share NFS file systems to two different sets of systems. Both sets of 

systems require integrity checks and Kerberos authentication. The second set of systems also requires 

encryption. What option is open to the system administrator?  

 

A. Use an NFS server in two different zones, sharing the same data.  

 

B. Share the same file system with different sec options for both sets of clients.  

 

C. Share the file system only with NFSv4, because older NFS versions do not support this.  

 

D. Logically divide the file system into two separate file systems, each shared with different sec options.  

http://www.examkiller.net/exam-1Z0-881.html
http://www.examkiller.net/exam-1Z0-881.html
file:///C:/Users/Administrator/AppData/Roaming/Microsoft/Word/www.examkiller.net


Oracle 1Z0-881 Exam 

 

                             Leading the way in IT testing and certification tools, www.examkiller.net 

Answer: B  

 

 

Question No : 5  

On a system with these settings in audit_control:  

dir:/var/audit flags:lo,ex,nt naflags:na minfree:20  

Which will NOT be a factor in the size of the audit trail generated by the system?  

 

A. the audit policy settings  

 

B. the number of active users  

 

C. the settings in audit_user  

 

D. the settings in audit_event  

 

E. the amount of memory in the system  

 

Answer: E  

 

 

Question No : 6  

A security administrator has a requirement to deploy the Solaris Security Toolkit onto all Solaris servers in 

the department. In this environment, there are a variety of platforms and operating system versions 

deployed. Onto which two platforms and operating system combinations can the Solaris Security Toolkit 

be deployed in a supported configuration? (Choose two.)  

 

A. x86, Solaris 2.4  

 

B. x64, Solaris 9  

 

C. x86, Solaris 10  

 

D. SPARC, Solaris 2.6  

 

E. SPARC, Solaris 8  

 

Answer: C,E  

 

 

Question No : 7  

A startup company suspects that one of its sales people is accessing confidential research and 

development files, which are kept on a Solaris 10 system, and leaking their contents to the press. Which 
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measure can the system administrator put in place to detect this activity?  

 

A. Solaris Auditing  

 

B. Process Accounting  

 

C. File Access Control Lists  

 

D. Basic Audit and Report Tool (BART)  

 

E. Role Based Access Control (RBAC)  

 

Answer: A  

 

 

Question No : 8  

A security administrator would like to restrict the number of simultaneous lightweight processes (LWPs) 

that the webadm role may have at any given time. The security administrator has created the following 

policy in /etc/projects:  

user.webadm:10000::::task.max-lwps=(privileged,5,deny)  

What will be the impact if the webadm role attempted to start a sixth LWP?  

 

A. The LWP creation attempt will fail and an error code will be returned to the initiating process.  

 

B. The LWP will be created and webadm's oldest LWP will be suspended until sufficient resources 

become available.  

 

C. The LWP creation attempt will fail but the system will automatically retry until the LWP has been 

successfully created.  

 

D. The LWP creation attempt will suspend until sufficient resources become available allowing the LWP to 

be created.  

 

E. The LWP will be created but it will immediately be suspended until sufficient resources become 

available for it to run.  

 

Answer: A  

 

 

Question No : 9 DRAG DROP  

Click the Task button.  

Place the Solaris facilities below on the feature they provide.  
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Answer:  

 

 

 

 

Question No : 10  

A security administator has a requirement to make an encrypted backup copy of an application and its 

data, using the AES algorithm, so that it can be safely transmitted to a partner. Which two command 

sequences can be used to generate an encrypted backup of the files under /app1? (Choose two.)  

 

A. crypt < /app1/* > app1.backup.aes  

 

B. encrypt -a aes -d /app1 -o app1.backup.aes  
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C. tar cf - /app1 | gzip -d -e aes > app1.backup.aes  

 

D. ufsdump 0f - /app1 |\ crypt -a aes > app1.backup.aes  

 

E. ufsdump 0f - /app1 |\ encrypt -a aes -o app1.backup.aes  

 

F. tar cf - /app1 |\ openssl enc -out app1.backup.aes -aes-128-cbc  

 

Answer: E,F  

 

 

Question No : 11  

You decided it was worth maintaining an extremely paranoid policy when configuring your firewall rules. 

Therefore, you had your management approve the implementation of a security policy stance to deny all 

inbound connection requests to your corporate network. How is it possible that you still suffer from remote 

exploits that your adversaries are using to obtain interactive sessions inside your firewall?  

 

A. TCP splicing is easy to do.  

 

B. Internal software may be vulnerable.  

 

C. UDP vulnerabilities are well-known and exploited.  

 

D. ICMP hijacking attacks can still succeed through any firewall.  

 

Answer: B  

 

 

Question No : 12  

A system administrator wants to remove most of the basic privileges for ordinary users and adds the 

following line to the appropriate configuration file to achieve this:  

PRIV_DEFAULT=basic, 

! proc_info,!proc_session, 

! file_link_any  

It would be shorter to list the two remaining privileges specified in Solaris 10. Should the administrator 

have written this instead?  

PRIV_DEFAULT=proc_exec,proc_fork  

 

A. Yes, the shorter form is preferred.  

 

B. Yes, both forms will always be equivalent.  

 

C. No, the basic set might change in future releases.  

http://www.examkiller.net/exam-1Z0-881.html
http://www.examkiller.net/exam-1Z0-881.html
file:///C:/Users/Administrator/AppData/Roaming/Microsoft/Word/www.examkiller.net


Oracle 1Z0-881 Exam 

 

                             Leading the way in IT testing and certification tools, www.examkiller.net 

D. No, both forms are wrong. You cannot remove basic privileges.  

 

Answer: C  

 

 

Question No : 13 

On a system with these settings in audit_control: dir:/var/audit flags:lo,ex,nt naflags:na minfree:20 Which 

will NOT be a factor in the size of the audit trail generated by the system?  

 

A. the audit policy settings  

 

B. the number of active users  

 

C. the settings in audit_user  

 

D. the settings in audit_event  

 

E. the amount of memory in the system  

 

Answer: E  

 

 

Question No : 14  

Your company is running a DNS test server on the internal network. Access to this server must be blocked 

by using IP Filter. The administrator prefers that this access control is not obvious to someone trying to 

contact the server from the outside. Which rule implements the access control but hides the use of IP 

Filter to the outside?  

 

A. pass in quick on eri0 from 192.168.0.0/24 to any  

 

B. block in quick proto udp from any to any port = 53  

 

C. pass out quick on eri0 proto icmp from 192.168.1.2 to any keep state  

 

D. block return-icmp(port-unr) in proto udp from any to 192.168.1.2 port = 53  

 

Answer: D  

 

 

Question No : 15 

It is corporate practice to use the Solaris Security Toolkit on all Sun systems. This has been sucessfully 

done for years, and the administrators are experienced with the tool. Starting with Solaris 10, the 

company now also uses Solaris zones. Which two statements regarding Solaris Security Toolkit are 
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correct? (Choose two.)  

 

A. All minimization and hardening is done from the global zone.  

 

B. The Solaris Security Toolkit should be run in the non-global zone after installation.  

 

C. Configuration of the global zone does not impact hardening of the non-global zone.  

 

D. Hardening and auditing with the Solaris Security Toolkit can be done within each individual zone.  

 

Answer: B,D  

 

 

Question No : 16  

Which action can a system administrator with the solaris.smf.modify.sendmail authorization execute?  

 

A. svcadm enable sendmail  

 

B. svcadm refresh sendmail  

 

C. svcadm disable sendmail  

 

D. svccfg -s sendmail listprop  

 

Answer: D  

 

 

Question No : 17  

An application file system stores unchanging data only. How should this file system be mounted 

defensively in /etc/vfstab?  

 

A. /dev/dsk/c0t3d0s6 /dev/rdsk/c0t3d0s6 /data ufs 2 yes ro,nosuid,anon=0  

 

B. /dev/dsk/c0t3d0s6 /dev/rdsk/c0t3d0s6 /data ufs 2 yes nodevices,noexec,ro  

 

C. /dev/dsk/c0t3d0s6 /dev/rdsk/c0t3d0s6 /data ufs 2 yes nosuid,noxattr,noexec  

 

D. /dev/dsk/c0t3d0s6 /dev/rdsk/c0t3d0s6 /data ufs 2 yes noexec,nosuid,nodevices  

 

Answer: B  

 

 

Question No : 18  
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For security reasons, one of the services your department provides has to be run in a separate zone. 

Which three of the zone's properties can differ from the global zone? (Choose three.)  

 

A. the zone's IP address  

 

B. the zone's system time  

 

C. the zone's domain name  

 

D. the zone's root password  

 

E. the zone's kernel patch level  

 

Answer: A,C,D  

 

 

Question No : 19  

Which two statements regarding patching are correct? (Choose two.)  

 

A. A patching strategy should form part of your security policy.  

 

B. Only security patches should ever be installed on a secure system.  

 

C. Hardening a system can reduce the time required to apply patches.  

 

D. Minimizing a system can reduce the time required to apply patches.  

 

E. All patches should be installed as soon as possible after they are released.  

 

Answer: A,D  

 

 

Question No : 20  

A security administrator has a requirement to help configure and deploy a new server. What are two 

security tasks that the security administrator should perform? (Choose two.)  

 

A. Configure the server to use LDAP for authentication.  

 

B. Configure network interfaces and routing information.  

 

C. Install a DTrace probe to capture the use of privileges.  

 

D. Disable any network services that are NOT being used.  
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E. Apply software patches to correct security vulnerabilities.  

 

Answer: D,E  

 

 

Question No : 21 

Click the Exhibit button.  

 

Based on this output from verifying a signed patch, which statement is correct?  

 

A. The patch is correctly signed.  

 

B. The patch signature manifest is invalid.  

 

C. The patch signature hash was NOT supplied.  

 

D. The patch signature is invalid, because NOT all files are signed.  

 

Answer: A  

 

 

Question No : 22 

Click the Exhibit button.  
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