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Question No : 1  

A mobile workstation in a factory contains an AP that is configured as a workgroup bridge. When the 

workstation moves, it loses connectivity and disrupts operation. What can the engineer implement to 

minimize roaming problems?  

 

A. Use 802.1X authentication.  

 

B. Use Cisco Centralized Key Management for fast roaming.  

 

C. Use AES for encryption.  

 

D. Use the mobile station command.  

 

Answer: B  

 

 

Question No : 2  

Refer to the exhibit.  

 

A new wireless deployment with high AP density is experiencing high latency and connectivity issues on 

the 24 GHz band, despite an initial site survey done by a certified partner. Which option is the most 

impactful change a wireless consultant recommends?  

 

A. Increase the fragmentation threshold to allow larger packets over the air.  

 

B. Reduce the beacon period because it reduces the RF interference.  

 

http://www.examkiller.net/exam-300-370.html
http://www.examkiller.net/exam-300-370.html
www.examkiller.net


Cisco 300-370 Exam 

 

                             Leading the way in IT testing and certification tools, www.examkiller.net 

C. Disable lower data rate, such as 1 Mbps and 2 Mbps.  

 

D. Disable the short preamble.  

 

E. Disable 80211g support to reduce interference.  

 

Answer: C  

 

 

Question No : 3  

An engineer is concerned about rogue-on-wire and wants to enable port security. Which guideline must 

the engineer follow?  

 

A. Configure Switched Port Analyzer destination ports as secure.  

 

B. Use 802 1x with port security to prevent MAC spoofing.  

 

C. Enable port security on dynamic access ports.  

 

D. Employ static MAC address configuration for APs with port security.  

 

Answer: A  

 

 

Question No : 4  

An alarm is reporting that one of four ports of a lag group have gone down on a wireless LAN controller. 

Which troubleshooting methodology can be used to begin the troubleshooting process?  

 

A. shoot from the hip  

 

B. bottom-up  

 

C. top-down  

 

D. follow the path  

 

E. divide and conquer  

 

Answer: B  

 

 

Question No : 5  

Which ports require unrestricted port access for CleanAir RF spectrum analysis between the AP and 
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Cisco Spectrum Expert?  

 

A. UDP 5246 and 5247  

 

B. UDP 37540 and 37550  

 

C. TCP 16113 and 16114  

 

D. TCP 37540 and 37550  

 

E. TCP 5246 and 5247  

 

F. UDP 16113and 16114  

 

Answer: D 

 

 

Question No : 6  

Refer to the exhibit.  

 

A client reports being unable to log into the wireless network, which uses PEAPv2. Which two issues 

appear in the output? (Choose two)  

 

A. The AP has the incorrect RADIUS server address  

 

B. There is a problem with the client supplicant  

 

C. The AP has lost IP connectivity to the authentication server  

 

D. The authentic at ion server is misconfigured on the controller  

 

E. The EAP client timeout value should be increased  

 

F. The authentication server is misconfigured in the WLAN  

 

Answer: A,C  
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Question No : 7  

A Cisco WLC v7.0 is not seeing an AP join. Which starting prefix debug command can help determine a 

combination of discovery/join and DHCP process status?  

 

A. debug capwap events - from Cisco WLC  

 

B. debug capwap events - from the AP  

 

C. debug ip udp - from Cisco WLC  

 

D. debug ip udp - from the AP  

 

Answer: D  

 

 

Question No : 8 

A company consists of two adjacent buildings, each with its own Cisco 5508 Wireless Controller with APs 

joined to the controller in the building. The two controllers are configured identically except for interface IP 

addresses. Only one SSID is being used in both buildings. The clients in building A are not experiencing 

any connectivity issues, but (he clients in building B report poor connections An engineer performs a site 

survey and finds co-channel interference, yet discovers mac Transmit Power Control was never 

performed on the APs and that Radio Resource Management is not functioning like it does in building A 

Furthermore, the controllers are in the same RF group and controller A is elected RF leader Which action 

will improve client connections in building B?  

 

A. Ensure WMM is enabled on the SSID.  

 

B. Manually select controller B as RF group leader.  

 

C. Configure controller B to be in a separate RF group.  

 

D. Doable the low data rates on the a radio and the b/g radio in building B.  

 

Answer: C  

 

 

Question No : 9  

You have successfully configured HA and SSO using two Cisco 5508 Wireless LAN Controllers. You are 

able to access the Active Primary WLC but are unable to access the Secondary Standby WLC. Which two 

methods will allow you to access the standby unit? (Choose two.)  

 

A. Via SSH to the Redundancy Management Interface.  
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B. Via Service Port Interface.  

 

C. Via SSH to the Management Interface.  

 

D. Via console connection.  

 

Answer: C,D  

 

 

Question No : 10  

Refer to the exhibit.  

 
Which statement describes how the Hand Select feature works on the wireless controller? 

 

A. The access point uses the load balancing feature to move the clients to 5 Ghz.  

 

B. The access point changes the DTIM period on the 2 4 Ghz band.  

 

C. The access point recommends the band in the association response to the client.  

 

D. The access point ignores and delays the probe request of the client on the 2 4 Ghz.  

 

Answer: C  

 

 

Question No : 11  

An engineer must open a support case with Cisco TAC. Which two commands verify the model and serial 

number of a controller? (Choose two)  

 

A. show sysinfo  

 

B. show udi  

 

C. show inventory  
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