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Volume: 50 Questions  

 

 

Question No : 1 

On Cisco ASA Software Version 8.3 and later, which two statements correctly describe the NAT table or 

NAT operations? (Choose two.)  

 

A. The NAT table has four sections.  

 

B. Manual NAT configurations are found in the first (top) and/or the last (bottom) section(s) of the NAT 

table.  

 

C. Auto NAT also is referred to as Object NAT.  

 

D. Auto NAT configurations are found only in the first (top) section of the NAT table.  

 

E. The order of the NAT entries in the NAT table is not relevant to how the packets are matched against 

the NAT table.  

 

F. Twice NAT is required for hosts on the inside to be accessible from the outside.  

 

Answer: B,C  

 

 

Question No : 2  

When deploying clientless SSL VPN advanced application access, the administrator needs to collect 

information about the end-user system. Which three input parameters of an end-user system are 

important for the administrator to identify? (Choose three.)  

 

A. types of applications and application protocols that are supported  

 

B. types of encryption that are supported on the end-user system  

 

C. the local privilege level of the remote user  

 

D. types of wireless security that are applied to the end-user tunnel interface  

 

E. types of operating systems that are supported on the end-user system  

 

F. type of antivirus software that is supported on the end-user system  

 

Answer: A,C,E  
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Question No : 3  

Which threat score rating is the default value that identifies malware?  

 

A. greater than or equal to 80  

 

B. greater than or equal to 76  

 

C. greater than or equal to 75  

 

D. greater than or equal to 85  

 

Answer: B  

 

 

Question No : 4  

Which access policy action should be applied if traffic is to pass without applying any additional 

inspection?  

 

A. trust  

 

B. allow  

 

C. permit  

 

D. monitor  

 

Answer: A  

 

 

Question No : 5  

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 

and negotiates return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP 

data to the client on the negotiated port in the specified range. Which Cisco ASA feature or command 

supports this custom dynamic application?  

 

A. TCP normalizer  

 

B. TCP intercept  

 

C. ip verify command  

 

D. established command  
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E. tcp-map and tcp-options commands  

 

F. set connection advanced-options command  

 

Answer: D  

 

 

Question No : 6  

Which Cisco ASA CLI command is used to enable HTTPS (Cisco ASDM) access from any inside host on 

the 10.1.16.0/20 subnet?  

 

A. http 10.1.16.0 0.0.0.0 inside  

 

B. http 10.1.16.0 0.0.15.255 inside  

 

C. http 10.1.16.0 255.255.240.0 inside  

 

D. http 10.1.16.0 255.255.255.255  

 

Answer: C  

 

 

Question No : 7 

A file-type embedded attack is an example of which IoC event category?  

 

A. security intelligence  

 

B. IPS  

 

C. malware  

 

D. firewall  

 

Answer: C  

 

 

Question No : 8  

Which four unicast or multicast routing protocols are supported by the Cisco ASA appliance? (Choose 

four.)  

 

A. RIP (v1 and v2)  

 

B. OSPF  
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C. IS-IS  

 

D. BGP  

 

E. EIGRP  

 

F. Bidirectional PIM  

 

G. MOSPF  

 

H. PIM dense mode  

 

Answer: A,B,E,F  

 

 

Question No : 9  

Your IT department needs to run a custom-built TCP application within the clientless SSL VPN tunnel. 

The network administrator suggests running the smart tunnel application. Which three statements 

concerning smart tunnel applications are true? (Choose three.)  

 

A. They support active FTP and other RTSP-based applications.  

 

B. They do not require administrator privileges on the remote system.  

 

C. They require the enabling of port forwarding.  

 

D. They are supported on Windows and MAC OS X platforms.  

 

E. They support native client applications over SSL VPN.  

 

F. They require the modification of the Host file on the end-user PC.  

 

Answer: B,D,E  

 

 

Question No : 10  

When the Cisco ASA appliance is processing packets, which action is performed first?  

 

A. Check if the packet is permitted or denied by the inbound interface ACL.  

 

B. Check if the packet is permitted or denied by the outbound interface ACL.  

 

C. Check if the packet is permitted or denied by the global ACL.  
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D. Check if the packet matches an existing connection in the connection table.  

 

E. Check if the packet matches an inspection policy.  

 

F. Check if the packet matches a NAT rule.  

 

Answer: D  

 

 

Question No : 11  

Which two settings are configurable as part of a health policy? (Choose two.)  

 

A. time-synchronization status  

 

B. user access  

 

C. intrusion policy preferences  

 

D. database status  

 

E. advanced malware protection  

 

Answer: A,E  

 

 

Question No : 12  

Which application is required to enable Microsoft Active Directory identity integration for FirePOWER 

services?  

 

A. Sourcefire User Agent  

 

B. Microsoft Active Directory Manager  

 

C. Cisco Directory Agent  

 

D. Microsoft Active Directory Agent  

 

Answer: A  

 

 

Question No : 13 

Refer to the exhibit.  
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A NOC engineer needs to tune some postlogin parameters on an SSL VPN tunnel. From the information 

shown, where should the engineer navigate to, in order to find all the postlogin session parameters?  

 

A. "engineering" Group Policy  

 

B. "contractor" Connection Profile  

 

C. DefaultWEBVPNGroup Group Policy  

 

D. DefaultRAGroup Group Policy  

 

E. "engineer1" AAA/Local Users  

 

Answer: A  

 

 

Question No : 14  

Which three actions are supported by file policies? (Choose three.)  

 

A. malware cloud lookup  

 

B. Spero dynamic analysis  

 

C. block files  

 

D. detect malware  

 

E. bypass  

 

F. block malware  
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Answer: A,C,F  

 

 

Question No : 15 

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network 

using TCP and the server port of 2001. The inside client negotiates a client port in the range between 

UDP ports 5000 to 5500. The outside server then can start sending UDP data to the inside client on the 

negotiated port within the specified UDP port range. Which two options show the required Cisco ASA 

command(s) to allow this scenario? (Choose two.)  

 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group 

INSIDE in interface inside  

 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list 

INSIDE line 2 permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE 

in interface inside  

 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list 

OUTSIDE line 2 permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group 

OUTSIDE in interface outside  

 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list 

OUTSIDE line 2 permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group 

OUTSIDE in interface outside  

 

E. established tcp 2001 permit udp 5000-5500  

 

F. established tcp 2001 permit from udp 5000-5500  

 

G. established tcp 2001 permit to udp 5000-5500  

 

Answer: A,G  

 

 

Question No : 16  

In which two ways is the Cisco ASA CWS subscription licensed? (Choose two.)  

 

A. term only  

 

B. term and seat  

 

C. term and application  
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D. term and session  

 

E. free with purchase of WSE 5-year term subscription license  

 

Answer: A,B  

 

 

Question No : 17  

An SFR module has been installed in the adaptive security appliance. Which command must be executed 

on the module to establish connectivity to FireSIGHT Management Center?  

 

A. system install manager  

 

B. config manager fmc host  

 

C. config manager add  

 

D. system manager fmc  

 

Answer: B  

 

 

Question No : 18  

What are two benefits that are provided by file trajectory services? (Choose two.)  

 

A. identifies malware point of entry  

 

B. highlights attack-propagation paths  

 

C. provides endpoint operating system patches  

 

D. publishes malware gateways on a blacklist  

 

E. pushes personal firewall updates to endpoints  

 

Answer: A,B  

 

 

Question No : 19  

Refer to the exhibit.  
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Which Cisco ASA CLI commands configure these static routes in the Cisco ASA routing table?  

 

A. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 route dmz 10.3.3.0 0.0.0.255 172.16.1.11  

 

B. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 1 route dmz 10.3.3.0 0.0.0.255 172.16.1.11 1  

 

C. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 route dmz 10.3.3.0 0.0.0.255 172.16.1.11 2  

 

D. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 route dmz 10.3.3.0 255.255.255.0 172.16.1.11  

 

E. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 1 route dmz 10.3.3.0 255.255.255.0 172.16.1.11 1  

 

F. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 route dmz 10.3.3.0 255.255.255.0 172.16.1.11 2  

 

Answer: F  

 

 

Question No : 20  

Refer to the exhibit.  

 

Which traffic is permitted on the inside interface without any interface ACLs configured?  

 

A. any IP traffic input to the inside interface  

 

B. any IP traffic input to the inside interface destined to any lower security level interfaces  

 

C. only HTTP traffic input to the inside interface  

 

D. only HTTP traffic output from the inside interface  

 

E. No input traffic is permitted on the inside interface  

 

F. No output traffic is permitted on the inside interface  
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Answer: C  

 

 

Question No : 21 

Refer to the exhibit.  

 

Which command enables the stateful failover option?  

 

A. failover link MYFAILOVER GigabitEthernet0/2  

 

B. failover lan interface MYFAILOVER GigabitEthernet0/2  

 

C. failover interface ip MYFAILOVER 172.16.5.1 255.255.255.0 standby 172.16.5.10  

 

D. preempt  

 

E. failover group 1  

 

F. primary  

 

G. failover lan unit primary  

 

Answer: A  

 

 

Question No : 22 DRAG DROP  

Drag the correct three access list entries (from the left) and drop them (on the right) in order that is used 

when the interface ACL and global ACL are configured. Not all access list entries are required.  
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