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Question No : 1 

Which statement about wireless intrusion prevention and rogue access point detection is true?  

 

A. A local mode access point provides power to wireless clients.  

 

B. A monitor mode access point performs background scanning in order to detect rogue access points.  

 

C. A monitor mode access point is dedicated to scanning (listen-only).  

 

D. A monitor mode access point can distribute a white list of all known access points.  

 

E. Any access point that broadcasts the same RF group name or is part of the same mobility group is 

considered to be a rogue access point.  

 

Answer: C  

 

 

Question No : 2  

Which two statements about the Cisco IronPort Email Security architecture are true? (Choose two.)  

 

A. A key component of the Cisco IronPort Email Security architecture is the compromised domain list.  

 

B. A key component of the Cisco IronPort Email Security architecture is the HTTP Inspection Engine.  

 

C. Inbound security includes spam defense and virus defense.  

 

D. Inbound security includes secure messaging via SSH, S-MIME, and POP over TLS.  

 

E. Outbound control includes data loss prevention and secure messaging.  

 

Answer: C,E  

 

 

Question No : 3  

Which statement best describes Cisco ISE?  

 

A. Cisco ISE consolidates user AAA, Security Group Access features, and ScanSafe functionality into one 

product.  

 

B. Cisco ISE consolidates user authentication with NAC components into one solution.  
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C. Cisco ISE provides AAA features, guest provisioning, and device profiling features in the base feature 

set; link encryption policies, host posture, and security group access require the advanced feature set.  

 

D. Cisco ISE combines the capabilities of Cisco Secure ACS and Cisco Virtual Security Gateway into one 

product.  

 

Answer: B  

 

 

Question No : 4  

Which one of these is a Cisco Nexus 1010 virtual blade?  

 

A. VSM  

 

B. MAN  

 

C. VSE  

 

D. ASA 7000  

 

Answer: A  

 

 

Question No : 5  

A customer wants to use the Cisco ASA for a VPN to interconnect the central site and three branches. 

Which type of VPN would you recommend?  

 

A. IPsec site-to-site VPN  

 

B. IPsec remote access VPN  

 

C. SSL remote access VPN  

 

D. SSL site-to-site VPN  

 

Answer: A  

 

 

Question No : 6  

Which two are key advantages of using Cisco ASDM for Cisco ASA device management? (Choose two.)  

 

A. Rapid configuration  
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B. Powerful diagnostics  

 

C. No need for a console connection  

 

D. Offline monitoring  

 

E. Easy installation  

 

Answer: A,B 

 

 

Question No : 7  

Which of these products is the best choice to prevent undesired content from being sent through a guest 

connection? 

 

A. Cisco ISR G2 or Cisco ASA and ScanSafe  

 

B. Host IPS via Cisco ISE posture  

 

C. IPS  

 

D. Personal firewall via ISE posture  

 

Answer: A  

 

 

Question No : 8  

Which statement about Cisco Prime is true?  

 

A. It provides simple and efficient management across architectures, networks, and services.  

 

B. It provides simple and efficient management of security services.  

 

C. It provides management services for all TrustSec products.  

 

D. It is an expert-level monitoring and troubleshooting tool based on Cisco SIO.  

 

Answer: A  

 

 

Question No : 9  

Which three are valid Cisco email security deployment options? (Choose three.)  
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A. Hosted email security  

 

B. Hybrid hosted email security  

 

C. Managed appliances email security  

 

D. Client-based email security  

 

E. Email security on BYOD devices  

 

Answer: A,B,C  

 

 

Question No : 10 

Which two statements about Cisco IPS are true? (Choose two.)  

 

A. Cisco IPS global correlation is performed before Cisco IPS reputation filters.  

 

B. Cisco ASA-integrated IPS and standalone IPS offer the same features.  

 

C. Cisco standalone IPS functionality can be virtualized.  

 

D. The Cisco IPS reputation filter is based on Cisco SIO and allows packets that are received from known 

malicious sources to be dropped before performing signature-based inspection.  

 

Answer: B,D  

 

 

Question No : 11  

Which four features are provided by the Cisco AnyConnect client for Windows? (Choose four.)  

 

A. SSL VPN  

 

B. IPsec VPN  

 

C. Host intrusion prevention system  

 

D. Presence  

 

E. MACsec encryption  

 

F. Antivirus  
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G. Personal firewall  

 

H. Cisco ScanSafe integration  

 

Answer: A,B,E,H  

 

 

Question No : 12 

Which feature is an IPv6 security feature that is supported in Cisco IOS devices?  

 

A. Secure Neighbor Discovery  

 

B. IPv6 Sendmail  

 

C. Secure Gratuitous ARP  

 

D. Secure ARP  

 

Answer: A  

 

 

Question No : 13 

What is not a security concern that is specific to virtualized environments?  

 

A. Policy enforcement for VMs in motion  

 

B. Lack of denial-of-service mitigation features  

 

C. Separation of compliant and non-compliant systems  

 

D. Lack of VM visibility, accountability, and consistency  

 

Answer: B  

 

 

Question No : 14  

Which two attacks target the data link layer in a switched environment? (Choose two.)  

 

A. VLAN attacks  

 

B. IP source routing  

 

C. MAC address floods  
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