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Question No : 1  

What device will authenticate the user when a sponsor creates a guest account on the Cisco NGS?  

 

A. WLAN controller  

 

B. Cisco ACS  

 

C. Cisco NGS  

 

D. active directory server  

 

Answer: C  

 

 

Question No : 2  

Which device performs the definition of rules and requirements for posture assessment of a wireless 

client when implementing a NAC appliance solution?  

 

A. Cisco NAC Guest Server  

 

B. Cisco Secure Access Control System  

 

C. Cisco 802.1X supplicant  

 

D. Cisco NAC Appliance Agent  

 

E. Cisco NAC Appliance Manager  

 

F. Cisco NAC Appliance Server  

 

G. Cisco IPS Appliance  

 

Answer: E  

 

 

Question No : 3  

Which two statements describe the secure roaming process of a client between APs that are controlled by 

a Cisco WLC v7.0? (Choose two.)  

 

A. determined by client algorithms  
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B. determined by the WLC and AP infrastructure  

 

C. the WLC can only request a client roam using Cisco Compatible Extensions v3 and above  

 

D. the WLC can only request a client roam using Cisco Compatible Extensions v4 and above  

 

E. only implemented for VoWLAN  

 

Answer: A,D  

 

 

Question No : 4  

Which three RADIUS IETF attributes should be enabled on the Cisco Secure ACS v4.2 when 

implementing IBN for VLAN assignment to the Cisco WLC v7.0? (Choose three.)  

 

A. [064] Tunnel-Type  

 

B. [065] Tunnel-Medium-Type  

 

C. [066] Tunnel-Client-Endpoint  

 

D. [067] Tunnel-Server-Endpoint  

 

E. [069] Tunnel-Password  

 

F. [081] Tunnel-Private-Group-ID  

 

G. [082] Tunnel-Private-User-ID  

 

Answer: A,B,F  

 

 

Question No : 5  

An engineer creating a configuration file to upload to a controller would like the guest WLAN to be set for 

L3 authentication only. What command must be included in the configuration file?  

 

A. config wlan security web-auth enable 2  

 

B. config wlan security wpa wpa2 disable 2  

 

C. config wlan security web-auth server-precedence 2 local radius ldap  

 

D. config wlan custom-web global enable 2  
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Answer: A  

 

 

Question No : 6  

802.1X AP supplicant credentials have been enabled and configured on a Cisco WLC v7.0 in both the 

respective Wireless>AP>Global Configuration location and AP>Credentials tab locations. What describes 

the 802.1X AP authentication process when connected via Ethernet to a switch?  

 

A. Only WLC AP global credentials are used.  

 

B. Only AP credentials are used.  

 

C. WLC global AP credentials are used first; upon failure, the AP credentials are used.  

 

D. AP credentials are used first; upon failure, the WLC global credentials are used.  

 

Answer: B  

 

 

Question No : 7 

Which two statements about the sponsor accounts on the Cisco NAC Guest Server are true? (Choose 

two.)  

 

A. The sponsor login to the Cisco NAC Guest Server is at https://NGS-IP-Address/admin to create, view, 

and edit guest accounts.  

 

B. The Cisco NAC Guest Server can authenticate the sponsors using the local database or via Microsoft 

Active Directory or LDAP or RADIUS servers.  

 

C. Sponsoring user groups is the method by which to assign permissions to the sponsors.  

 

D. Guest roles provide a way to give different levels of access to different sponsor accounts.  

 

E. Sponsor accounts require admin privileges to generate reports.  

 

Answer: B,C  

 

 

Question No : 8  

Client Management Frame Protection is supported on which Cisco Compatible Extensions version 

clients?  

 

A. v2 and later  
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B. v3 and later  

 

C. v4 and later  

 

D. v5 only  

 

Answer: D  

 

 

Question No : 9  

Which protocol port needs open access for the Cisco WLC v7.0 using an external AAA server for 

checking administrative privileges for menu access?  

 

A. UDP 1812  

 

B. UDP 1813  

 

C. UDP 1645  

 

D. UDP 1646  

 

E. TCP 49  

 

F. TCP 443  

 

Answer: E  

 

 

Question No : 10  

An engineer has narrowed down an authentication issue to the client laptop. What three items should be 

verified for EAP-TLS authentication? (Choose three.)  

 

A. The user account is the same in the certificate.  

 

B. The Subject Key Identifier is configured correctly.  

 

C. The client certificate is formatted as X.509 version 3.  

 

D. Validate server certificate is disabled.  

 

E. The supplicant is configured correctly.  

 

F. The client certificate has a valid expiration date.  
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Answer: A,C,E  

 

 

Question No : 11  

The Cisco WLC v7.0 is configured for external authentication of the management access to the WLC itself 

using the Cisco Secure ACS v4.2. The management user is limited to read access for all menu options 

except for full read/write access to the WLAN menu options.  

Which two items are required in the Cisco Secure ACS network configuration to enable correct AAA? 

(Choose two.)  

 

A. AP IP address  

 

B. WLC virtual IP address  

 

C. WLC management IP address  

 

D. WLC AP management IP address  

 

E. hostname matching the WLC case-sensitive name  

 

F. authentication using RADIUS  

 

G. authentication using TACACS+  

 

Answer: C,G  

 

 

Question No : 12 

An engineer is configuring client MFP. What WLAN Layer 2 security must be selected to use client MFP?  

 

A. 802.1x  

 

B. Static WEP  

 

C. WPA + WPA2  

 

D. CKIP  

 

Answer: C  

 

 

Question No : 13  

For wireless NAC out-of-band operations, which protocol is used between the Cisco NAC Appliance 
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Manager and the wireless controller to switch the wireless client from the quarantine VLAN to the access 

VLAN after the client has passed the NAC authentication and posture assessment process?  

 

A. RADIUS  

 

B. TACACS+  

 

C. SNMP  

 

D. SSL  

 

E. EAP  

 

Answer: C  

 

 

Question No : 14  

Which Cisco WLC v7.0 CLI family of commands helps to verify the PAC status for client association when 

using local-EAP?  

 

A. debug group  

 

B. debug dot1X  

 

C. show local-auth  

 

D. debug aaa  

 

E. debug capwap  

 

Answer: D  

 

 

Question No : 15  

What does the eping mobility_peer_IP_address command do?  

 

A. It tests EoIP connectivity via port 97 though the management interface.  

 

B. It tests EoIP connectivity via port 97 though the AP manager interface.  

 

C. It tests UDP connectivity via port 16666 through the management interface.  

 

D. It tests UDP connectivity via port 16666 through the AP manager interface.  
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Answer: A  

 

 

Question No : 16  

An engineer would like to use an EAP supplicant that uses PKI to authenticate the WLAN network and 

client, as well as a client certificate. What EAP method can be used?  

 

A. PEAPv1  

 

B. PEAPv0  

 

C. EAP-FAST  

 

D. EAP-TLS  

 

Answer: D  

 

 

Question No : 17  

Employees adjust their wireless laptop for work at the office and when away from the office. What are the 

two most likely security issues for an employee laptop when connected at the corporate WLAN? (Choose 

two.)  

 

A. loading a freeware customer contact application  

 

B. configuring a static IP address  

 

C. updating the driver  

 

D. adding a coffee shop wireless HotSpot  

 

Answer: A,C  

 

 

Question No : 18  

An engineer is configuring a Cisco AnyConnect client. What module is selected to allow for reporting and 

diagnostics?  

 

A. NAM  

 

B. Posture  

 

C. Telemetry  
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D. VPN  

 

E. DART  

 

Answer: E  

 

 

Question No : 19  

What are the three methods that a Cisco AnyConnect v3.0 profile can be applied to a client device? 

(Choose three.)  

 

A. Cisco ASA version 8.2 and later can instruct users to open a specific page on the ASA web interface, 

from where NAM and user profiles can be downloaded.  

 

B. The DHCP option for using a TFTP server automates where NAM and user profiles can be 

downloaded.  

 

C. The administrator can manually copy the profile to the correct location on the client PC.  

 

D. The administrator can also use the predeploy installer (MSI on Windows) with the generated profiles.  

 

E. When loaded, the Posture Module can verify and request the user to load the latest profile.  

 

F. The administrator can use the Cisco AnyConnect v3.0 server feature to allow clients to authenticate 

with the AAA server and then download the appropriate profile to their client PC.  

 

Answer: A,C,D  

 

 

Question No : 20 

Which option correctly lists the EAP protocol(s) that can be configured on an autonomous AP for local 

authentication?  

 

A. MAC  

 

B. LEAP and EAP-FAST  

 

C. MAC, LEAP, and EAP-FAST  

 

D. MAC, EAP-FAST, EAP-PEAP, and EAP-TLS  

 

Answer: C  
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Question No : 21  

Which option verifies that a wireless client has associated but is not yet authenticated to a WLAN when 

performing NAC using the Cisco NAC Appliance Manager and Server?  

 

A. Cisco CAM OOB Management > Devices > Discovered Clients  

 

B. Cisco CAS OOB Management > Devices > Discovered Clients  

 

C. Cisco CAM Monitor > View Online Users  

 

D. Cisco CAS Monitor > View Online Users  

 

Answer: A  

 

 

Question No : 22  

Which one of the options is responsible for multiple requirements for account data protection such as with 

credit cards?  

 

A. ISO  

 

B. IEEE  

 

C. IETF  

 

D. Wi-Fi Alliance  

 

E. PCI  

 

F. HIPAA  

 

G. GLBA  

 

Answer: E  

 

 

Question No : 23 

On a newly configured wireless network inter controller communication is failing. Which two ports should 

be verified as open? (Choose two.)  

 

A. IP Protocol 97  

 

B. UDP port 16666  
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C. TCP port 443  

 

D. UDP port 161  

 

E. UDP port 162  

 

F. TCP port 80  

 

Answer: A,B  

 

 

Question No : 24  

IPS appliance traffic monitoring has been configured in a Cisco WLC v7.0 with default parameters. Which 

statement correctly describes the results when malicious traffic is detected from a wireless client?  

 

A. The WLC immediately notifies the IPS appliance.  

 

B. The IPS appliance immediately notifies the WLC.  

 

C. The WLC polls the IPS for the status every 60 seconds.  

 

D. The IPS initiates updates to the WLC every 60 seconds.  

 

Answer: C  

 

 

Question No : 25  

Which two statements best describe the local authentication configuration options for a HREAP using 

H-REAP groups in the Cisco WLC v7.0? (Choose two.)  

 

A. LEAP and EAP-FAST only  

 

B. LEAP, EAP-FAST, EAP-PEAP, and EAP-TLS only  

 

C. LEAP, EAP-FAST, EAP-PEAP, EAP-TLS, and EAP-MD5  

 

D. EAP-FAST with PAC provision only  

 

E. EAP-FAST with PAC or certificate provision  

 

Answer: A,D  
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