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Question No: 1 
To implement WPA2 Enterprise, you would need a/an:  
A. RADIUS server  
B. SSL server  
C. WEP server  
D. VPN server  
Answer: A  
 
Question No: 2  
Passwords that contain recognizable words are vulnerable to a:  
A. Denial of Service attack  
B. Hashing attack  
C. Dictionary attack  
D. Replay attack  
Answer: C  
 
Question No: 3  
Your company requires that users type a series of characters to access the wireless  
The series of characters must meet the following requirements:  
. Contains more than 15 characters  
. Contains at least one letter  
. Contains at least one number  
. Contains at least one symbol  
Which security technology meets these requirements?  
A. WEP  
B. WPA2 PSK  
C. WPA2 Enterprise  
D. MAC filtering  
Answer: B  
 
Question No: 4  
You are an intern at Wide World Importers and help manage 1000 workstations. All the workstations are 
members of an Active Domain.  
You need to push out an internal certificate to Internet Explorer on all workstations.  
What is the quickest method to do this?  
A. Local policy  
B. Logon script  
C. Windows Update  
D. Group policy  
Answer: A  
 



Question No: 5 
You create a web server for your school. When users visit your site, they get a certificate error that says your 
site is not trusted.  
What should you do to fix this problem?  
A. Install a certificate from a trusted Certificate Authority (CA).  
B. Use a digital signature.  
C. Generate a certificate request.  
D. Enable Public Keys on your website.  
Answer: A  
 
Question No: 6  
Which type of firewall allows for inspection of all characteristics of a packet?  
A. NAT  
B. Stateful  
C. Stateless  
D. Windows Defender  
Answer: B  
 
Question No: 7  
The Active Directory controls, enforces, and assigns security policies and access rights for all users.  
Select the correct answer if the underlined text does not make the statement correct.  
Select "No change is needed" if the underlined text makes the statement correct.  
A. NTFS permissions  
B. User Account Control  
C. Registry  
D. No change is needed  
Answer: D  
 
Question No: 8 
Role separation improves server security by:  
A. Enforcing principle of least privilege.  
B. Installing applications on separate hard disks.  
C. Physically separating high security servers from other servers.  
D. Placing servers on separate VLANs.  
Answer: A  
 
Question No: 9 HOTSPOT  
Alice sends her password to the game server in plaintext. Chuck is able to observe her password as shown in 
the following image:  



 
Use the drop-down menus to select the answer choice that completes each statement.  
Each correct selection is worth one point.  

 
Answer:  

 
 
Question No: 10 HOTSPOT  
For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct 
selection is worth one point.  

 
Answer:  



 
 
Question No: 11  
Dumpster diving refers to a physical threat that a hacker might use to look for information about a computer 
network.  
Select the correct answer if the underlined text does not make the statement correct.  
Select "No change is needed" if the underlined text makes the statement correct.  
A. Phishing  
B. Malware  
C. Reverse Social engineering  
D. No change is needed  
Answer: D  
 
Question No: 12  
Password history policies are used to prevent:  
A. Brute force attacks  
B. Users from sharing passwords  
C. Social engineering  
D. Passwords from being reused immediately  
Answer: D  
 
Question No: 13 HOTSPOT  
For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct 
selection is worth one point.  




