Amazon AWS-Solutions-Architect-Professional Exam
Volume: 272 Questions

Question No: 1
By default, Amazon Cognito maintains the last-written version of the data. You can override this behavior
and resolve data conflicts programmatically. In addition, push synchronization allows you to use Amazon
Cognito to send a silent ________ notification to all devices associated with an identity to notify them that
new data is available.
A. get
B. post
C. pull
D. push
Answer: D
Explanation:
By default, Amazon Cognito maintains the last-written version of the data. You can override this behavior
and resolve data conflicts programmatically. In addition, push synchronization allows you to use Amazon
Cognito to send a silent push notification to all devices associated with an identity to notify them that new
data is available.
Reference: http://aws.amazon.com/cognito/faqs/

Question No: 2
You want to use AWS CodeDeploy to deploy an application to Amazon EC2 instances running within an
Amazon Virtual Private Cloud (VPC). What criterion must be met for this to be possible?
A. The AWS CodeDeploy agent installed on the Amazon EC2 instances must be able to access only the
public AWS CodeDeploy endpoint.
B. The AWS CodeDeploy agent installed on the Amazon EC2 instances must be able to access only the
public Amazon S3 service endpoint.
C. The AWS CodeDeploy agent installed on the Amazon EC2 instances must be able to access the public
AWS CodeDeploy and Amazon S3 service endpoints.
D. It is not currently possible to use AWS CodeDeploy to deploy an application to Amazon EC2 instances
running within an Amazon Virtual Private Cloud (VPC.)
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Answer: C
Explanation:
You can use AWS CodeDeploy to deploy an application to Amazon EC2 instances running within an
Amazon Virtual Private Cloud (VPC). However, the AWS CodeDeploy agent installed on the Amazon EC2
instances must be able to access the public AWS CodeDeploy and Amazon S3 service endpoints.
Reference: http://aws.amazon.com/codedeploy/faqs/

Question No: 3
An IAM user is trying to perform an action on an object belonging to some other root account’s bucket.
Which of the below mentioned options will AWS S3 not verify?
A. The object owner has provided access to the IAM user
B. Permission provided by the parent of the IAM user on the bucket
C. Permission provided by the bucket owner to the IAM user
D. Permission provided by the parent of the IAM user
Answer: B
Explanation:
If the IAM user is trying to perform some action on the object belonging to another AWS user’s bucket, S3
will verify whether the owner of the IAM user has given sufficient permission to him. It also verifies the
policy for the bucket as well as the policy defined by the object owner.
Reference:
http://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-auth-workflow-object-operation.html

Question No: 4
An organization is planning to extend their data center by connecting their DC with the AWS VPC using
the VPN gateway. The organization is setting up a dynamically routed VPN connection. Which of the
below mentioned answers is not required to setup this configuration?
A. The type of customer gateway, such as Cisco ASA, Juniper J-Series, Juniper SSG, Yamaha.
B. Elastic IP ranges that the organization wants to advertise over the VPN connection to the VPC.
C. Internet-routable IP address (static) of the customer gateway's external interface.
D. Border Gateway Protocol (BGP) Autonomous System Number (ASN) of the customer gateway.
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Answer: B
Explanation:
The Amazon Virtual Private Cloud (Amazon VPC) allows the user to define a virtual networking
environment in a private, isolated section of the Amazon Web Services (AWS) cloud. The user has
complete control over the virtual networking environment. The organization wants to extend their network
into the cloud and also directly access the internet from their AWS VPC. Thus, the organization should
setup a Virtual Private Cloud (VPC) with a public subnet and a private subnet, and a virtual private
gateway to enable communication with their data center network over an IPsec VPN tunnel. To setup this
configuration the organization needs to use the Amazon VPC with a VPN connection. The organization
network administrator must designate a physical appliance as a customer gateway and configure it. The
organization would need the below mentioned information to setup this configuration:
The type of customer gateway, such as Cisco ASA, Juniper J-Series, Juniper SSG, Yamaha
Internet-routable IP address (static) of the customer gateway's external interface
Border Gateway Protocol (BGP) Autonomous System Number (ASN) of the customer gateway, if the
organization is creating a dynamically routed VPN connection.
Internal network IP ranges that the user wants to advertise over the VPN connection to the VPC.
Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html

Question No: 5
In the context of AWS IAM, identify a true statement about user passwords (login profiles).
A. They must contain Unicode characters.
B. They can contain any Basic Latin (ASCII) characters.
C. They must begin and end with a forward slash (/).
D. They cannot contain Basic Latin (ASCII) characters.
Answer: B
Explanation:
The user passwords (login profiles) of IAM users can contain any Basic Latin (ASCII) characters.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/LimitationsOnEntities.html

Question No: 6
An organization is planning to host a Wordpress blog as well a joomla CMS on a single instance launched
with VPC. The organization wants to have separate domains for each application and assign them using
Route 53. The organization may have about ten instances each with two applications as mentioned above.
While launching the instance, the organization configured two separate network interfaces (primary + ENI)
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and wanted to have two elastic IPs for that instance.
It was suggested to use a public IP from AWS instead of an elastic IP as the number of elastic IPs is
restricted. What action will you recommend to the organization?
A. I agree with the suggestion but will prefer that the organization should use separate subnets with each
ENI for different public IPs.
B. I do not agree as it is required to have only an elastic IP since an instance has more than one ENI and
AWS does not assign a public IP to an instance with multiple ENIs.
C. I do not agree as AWS VPC does not attach a public IP to an ENI; so the user has to use only an
elastic IP only.
D. I agree with the suggestion and it is recommended to use a public IP from AWS since the organization
is going to use DNS with Route 53.
Answer: B
Explanation:
A Virtual Private Cloud (VPC) is a virtual network dedicated to the user’s AWS account. It enables the
user to launch AWS resources into a virtual network that the user has defined. An Elastic Network
Interface (ENI) is a virtual network interface that the user can attach to an instance in a VPC.
The user can attach up to two ENIs with a single instance. However, AWS cannot assign a public IP when
there are two ENIs attached to a single instance. It is recommended to assign an elastic IP in this scenario.
If the organization wants more than 5 EIPs they can request AWS to increase the number.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

Question No: 7
What is the default maximum number of VPCs allowed per region?
A. 5
B. 10
C. 100
D. 15
Answer: A
Explanation:
The maximum number of VPCs allowed per region is 5.
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Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Appendix_Limits.html

Question No: 8
A customer has a website which shows all the deals available across the market. The site experiences a
load of 5 large EC2 instances generally. However, a week before Thanksgiving vacation they encounter a
load of almost 20 large instances. The load during that period varies over the day based on the office
timings. Which of the below mentioned solutions is cost effective as well as help the website achieve
better performance?
A. Setup to run 10 instances during the pre-vacation period and only scale up during the office time by
launching 10 more instances using the AutoScaling schedule.
B. Keep only 10 instances running and manually launch 10 instances every day during office hours.
C. During the pre-vacation period setup 20 instances to run continuously.
D. During the pre-vacation period setup a scenario where the organization has 15 instances running and
5 instances to scale up and down using Auto Scaling based on the network I/O policy.
Answer: D
Explanation:
AWS provides an on demand, scalable infrastructure. AWS EC2 allows the user to launch On-Demand
instances and the organization should create an AMI of the running instance. When the organization is
experiencing varying loads and the time of the load is not known but it is higher than the routine traffic it is
recommended that the organization launches a few instances before hand and then setups AutoScaling
with policies which scale up and down as per the EC2 metrics, such as Network I/O or CPU utilization.
If the organization keeps all 10 additional instances as a part of the AutoScaling policy sometimes during
a sudden higher load it may take time to launch instances and may not give an optimal performance. This
is the reason it is recommended that the organization keeps an additional 5 instances running and the
next 5 instances scheduled as per the AutoScaling policy for cost effectiveness.
Reference: http://media.amazonwebservices.com/AWS_Web_Hosting_Best_Practices.pdf

Question No: 9
An organization is setting a website on the AWS VPC. The organization has blocked a few IPs to avoid a
D-DOS attack. How can the organization configure that a request from the above mentioned IPs does not
access the application instances?
A. Create an IAM policy for VPC which has a condition to disallow traffic from that IP address.
B. Configure a security group at the subnet level which denies traffic from the selected IP.
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C. Configure the security group with the EC2 instance which denies access from that IP address.
D. Configure an ACL at the subnet which denies the traffic from that IP address.
Answer: D
Explanation:
A Virtual Private Cloud (VPC) is a virtual network dedicated to the user’s AWS account. It enables the
user to launch AWS resources into a virtual network that the user has defined. AWS provides two features
that the user can use to increase security in VPC: security groups and network ACLs. Security group
works at the instance level while ACL works at the subnet level. ACL allows both allow and deny rules.
Thus, when the user wants to reject traffic from the selected IPs it is recommended to use ACL with
subnets.
Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html

Question No: 10
An organization has 4 people in the IT operations team who are responsible to manage the AWS
infrastructure. The organization wants to setup that each user will have access to launch and manage an
instance in a zone which the other user cannot modify. Which of the below mentioned options is the best
solution to set this up?
A. Create four AWS accounts and give each user access to a separate account.
B. Create an IAM user and allow them permission to launch an instance of a different sizes only.
C. Create four IAM users and four VPCs and allow each IAM user to have access to separate VPCs.
D. Create a VPC with four subnets and allow access to each subnet for the individual IAM user.
Answer: D
Explanation:
A Virtual Private Cloud (VPC) is a virtual network dedicated to the user’s AWS account. The user can
create subnets as per the requirement within a VPC. The VPC also work with IAM and the organization
can create IAM users who have access to various VPC services. The organization can setup access for
the IAM user who can modify the security groups of the VPC. The sample policy is given below:
{
"Version": "2012-10-17",
"Statement":
[{ "Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource":
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[ "arn:aws:ec2:region::image/ami-*",
"arn:aws:ec2:region:account:subnet/subnet-1a2b3c4d",
"arn:aws:ec2:region:account:network-interface/*",
"arn:aws:ec2:region:account:volume/*",
"arn:aws:ec2:region:account:key-pair/*",
"arn:aws:ec2:region:account:security-group/sg-123abc123" ]
}]
}
With this policy the user can create four subnets in separate zones and provide IAM user access to each
subnet.
Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_IAM.html

Question No: 11
An organization is planning to host an application on the AWS VPC. The organization wants dedicated
instances. However, an AWS consultant advised the organization not to use dedicated instances with
VPC as the design has a few limitations. Which of the below mentioned statements is not a limitation of
dedicated instances with VPC?
A. All instances launched with this VPC will always be dedicated instances and the user cannot use a
default tenancy model for them.
B. It does not support the AWS RDS with a dedicated tenancy VPC.
C. The user cannot use Reserved Instances with a dedicated tenancy model.
D. The EBS volume will not be on the same tenant hardware as the EC2 instance though the user has
configured dedicated tenancy.
Answer: C
Explanation:
The Amazon Virtual Private Cloud (Amazon VPC) allows the user to define a virtual networking
environment in a private, isolated section of the Amazon Web Services (AWS) cloud. The user has
complete control over the virtual networking environment. Dedicated instances are Amazon EC2
instances that run in a Virtual Private Cloud (VPC) on hardware that is dedicated to a single customer.
The client’s dedicated instances are physically isolated at the host hardware level from instances that are
not dedicated instances as well as from instances that belong to other AWS accounts.
All instances launched with the dedicated tenancy model of VPC will always be dedicated instances.
Dedicated tenancy has a limitation that it may not support a few services, such as RDS. Even the EBS will
not be on dedicated hardware. However the user can save some cost as well as reserve some capacity
by using a Reserved Instance model with dedicated tenancy.
Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/dedicated-instance.html
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Question No: 12
In which step of using AWS Direct Connect should the user determine the required port speed?
A. Complete the Cross Connect
B. Verify Your Virtual Interface
C. Download Router Configuration
D. Submit AWS Direct Connect Connection Request
Answer: D
Explanation:
To submit an AWS Direct Connect connection request, you need to provide the following information:
Your contact information.
The AWS Direct Connect Location to connect to.
Details of AWS Direct Connect partner if you use the AWS Partner Network (APN) service.
The port speed you require, either 1 Gbps or 10 Gbps.
Reference:
http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted.html#ConnectionRequest

Question No: 13
In Amazon IAM, what is the maximum length for a role name?
A. 128 characters
B. 512 characters
C. 64 characters
D. 256 characters
Answer: C
Explanation:
In Amazon IAM, the maximum length for a role name is 64 characters.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/LimitationsOnEntities.html

Question No: 14
A user is planning to host a web server as well as an app server on a single EC2 instance which is a part
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of the public subnet of a VPC. How can the user setup to have two separate public IPs and separate
security groups for both the application as well as the web server?
A. Launch VPC with two separate subnets and make the instance a part of both the subnets.
B. Launch a VPC instance with two network interfaces. Assign a separate security group and elastic IP to
them.
C. Launch a VPC instance with two network interfaces. Assign a separate security group to each and
AWS will assign a separate public IP to them.
D. Launch a VPC with ELB such that it redirects requests to separate VPC instances of the public subnet.
Answer: B
Explanation:
If you need to host multiple websites(with different IPs) on a single EC2 instance, the following is the
suggested method from AWS.
Launch a VPC instance with two network interfaces
Assign elastic IPs from VPC EIP pool to those interfaces (Because, when the user has attached more
than one network interface with an instance, AWS cannot assign public IPs to them.)
Assign separate Security Groups if separate Security Groups are needed
This scenario also helps for operating network appliances, such as firewalls or load balancers that have
multiple private IP addresses for each network interface.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/MultipleIP.html

Question No: 15
You have subscribed to the AWS Business and Enterprise support plan. Your business has a backlog of
problems, and you need about 20 of your IAM users to open technical support cases. How many users
can open technical support cases under the AWS Business and Enterprise support plan?
A. 5 users
B. 10 users
C. Unlimited
D. 1 user
Answer: C
Explanation:
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In the context of AWS support, the Business and Enterprise support plans allow an unlimited number of
users to open technical support cases (supported by AWS Identity and Access Management (IAM)).
Reference: https://aws.amazon.com/premiumsupport/faqs/

Question No: 16
While implementing the policy keys in AWS Direct Connect, if you use _____ and the request comes from
an Amazon EC2 instance, the instance's public IP address is evaluated to determine if access is allowed.
A. aws:SecureTransport
B. aws:EpochIP
C. aws:SourceIp
D. aws:CurrentTime
Answer: C
Explanation:
While implementing the policy keys in Amazon RDS, if you use aws:SourceIp and the request comes from
an Amazon EC2 instance, the instance's public IP address is evaluated to determine if access is allowed.
Reference: http://docs.aws.amazon.com/directconnect/latest/UserGuide/using_iam.html

Question No: 17
How many g2.2xlarge on-demand instances can a user run in one region without taking any limit increase
approval from AWS?
A. 20
B. 2
C. 5
D. 10
Answer: C
Explanation:
Generally AWS EC2 allows running 20 on-demand instances and 100 spot instances at a time. This limit
can be increased by requesting at https://aws.amazon.com/contact-us/ec2-request. Excluding certain
types of instances, the limit is lower than mentioned above. For g2.2xlarge, the user can run only 5
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