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Manage identity and access  

This is a case study. Case studies are not timed separately. You can use as much exam time as you 
would like to complete each case. However, there may be additional case studies and sections on this 
exam. You must manage your time to ensure that you are able to complete all questions included on this 
exam in the time provided. 

 
To answer the questions included in a case study, you will need to reference information that is provided in 
the case study. Case studies might contain exhibits and other resources that provide more information 
about the scenario that is described in the case study. Each question is independent of the other questions 
in this case study. 

 
At the end of this case study, a review screen will appear. This screen allows you to review your answers 
and to make changes before you move to the next section of the exam. After you begin a new section, you 
cannot return to this section. 

 
To start the case study 
To display the first question in this case study, click the Next button. Use the buttons in the left pane to 
explore the content of the case study before you answer the questions. Clicking these buttons displays 
information such as business requirements, existing environment, and problem statements. If the case 
study has an All Information tab, note that the information displayed is identical to the information 
displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to 
return to the question. 

 
Overview 

 
Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in 
the San Francisco area. 

 
Existing Environment 

 
Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc- 
3540c2653ef4. 

 
Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant 
contains the user objects and the device objects of all the Litware employees and their devices. Each user 
is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity Management (PIM) is 
activated. 

 
The tenant contains the groups shown in the following table. 

 

 
The Azure subscription contains the objects shown in the following table. 



 
 

Azure Security Center is set to the Standard tier. 
 
Requirements 

Planned Changes 

Litware plans to deploy the Azure resources shown in the following table. 
 

 
Identity and Access Requirements 

 
Litware identifies the following identity and access requirements: 

 

All San Francisco users and their devices must be members of Group1. 
The members of Group2 must be assigned the Contributor role to RG2 by using a permanent eligible 
assignment. 
Users must be prevented from registering applications in Azure AD and from consenting to applications 
that access company information on the users’ behalf. 

 

Platform Protection Requirements 
 
Litware identifies the following platform protection requirements: 

 

Microsoft Antimalware must be installed on the virtual machines in RG1. 
The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role. 



Azure AD users must be able to authenticate to AKS1 by using their Azure AD credentials. 
Following the implementation of the planned changes, the IT team must be able to connect to VM0 by 
using JIT VM access. 
A new custom RBAC role named Role1 must be used to delegate the administration of the managed 
disks in RG1. Role1 must be available only for RG1. 

 

Security Operations Requirements 
 
Litware must be able to customize the operating system security configurations in Azure Security Center. 

 
Data and Application Requirements 
Litware identifies the following data and applications requirements: 

The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials. 
WebApp1 must enforce mutual authentication. 

 
General Requirements 
Litware identifies the following general requirements: 

Whenever possible, administrative effort must be minimized. 
Whenever possible, use of automation must be maximized. 

 
Question No: 1 
You need to meet the identity and access requirements for Group1. 

What should you do? 

A. Add a membership rule to Group1. 
B. Delete Group1. Create a new group named Group1 that has a group type of Office 365. Add users and 

devices to the group. 
C. Modify the membership rule of Group1. 
D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic 

memberships. Add the new groups to Group1. 
 
Correct Answer: B 

 
Question No: 2 
HOTSPOT 

 
You need to ensure that the Azure AD application registration and consent configurations meet the identity 
and access requirements. 

 
What should you use in the Azure portal? To answer, select the appropriate options in the answer area. 

 
NOTE: Each correct selection is worth one point. 

 
Hot Area: 

 



Correct Answer: 
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Case Study 
 
This is a case study. Case studies are not timed separately. You can use as much exam time as you 
would like to complete each case. However, there may be additional case studies and sections on this 
exam. You must manage your time to ensure that you are able to complete all questions included on this 
exam in the time provided. 

 
To answer the questions included in a case study, you will need to reference information that is provided in 
the case study. Case studies might contain exhibits and other resources that provide more information 
about the scenario that is described in the case study. Each question is independent of the other questions 
in this case study. 

 
At the end of this case study, a review screen will appear. This screen allows you to review your answers 
and to make changes before you move to the next section of the exam. After you begin a new section, you 
cannot return to this section. 

 
To start the case study 
To display the first question in this case study, click the Next button. Use the buttons in the left pane to 
explore the content of the case study before you answer the questions. Clicking these buttons displays 
information such as business requirements, existing environment, and problem statements. If the case 
study has an All Information tab, note that the information displayed is identical to the information 
displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to 
return to the question. 

 
Overview 

 
Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle 
and New York. 

 
The company hosts its entire server infrastructure in Azure. 

 
Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an 
Azure Active Directory (Azure AD) tenant named contoso.com. 

 
Existing Environment 

Azure AD 

Contoso.com contains the users shown in the following table. 
 

 

Contoso.com contains the security groups shown in the following table. 



 
 

Sub1 
 
Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6. 

User9 creates the virtual networks shown in the following table. 

 
Sub1 contains the locks shown in the following table. 

 

 
Sub1 contains the Azure policies shown in the following table. 

 

 
Sub2 

 
Sub2 contains the virtual networks shown in the following table. 

 

 
Sub2 contains the virtual machines shown in the following table. 



 
 
All virtual machines have public IP addresses and the Web Server (IIS) role installed. The firewalls for 
each virtual machine allow ping requests and web requests. 

 
Sub2 contains the network security groups (NSGs) shown in the following table. 

 

 
NSG1 has the inbound security rules shown in the following table. 

 

 
NSG2 has the inbound security rules shown in the following table. 

 

 
NSG3 has the inbound security rules shown in the following table. 

 

 
NSG4 has the inbound security rules shown in the following table. 



 
 

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table. 
 

 
Technical requirements 

 
Contoso identifies the following technical requirements: 

 

Deploy Azure Firewall to VNetwork1 in Sub2. 
Register an application named App2 in contoso.com. 
Whenever possible, use the principle of least privilege. 
Enable Azure AD Privileged Identity Management (PIM) for contoso.com. 

 
 
Question No: 1 
You need to ensure that User2 can implement PIM. 

What should you do first? 

A. Assign User2 the Global administrator role. 
B. Configure authentication methods for contoso.com. 
C. Configure the identity secure score for contoso.com. 
D. Enable multi-factor authentication (MFA) for User2. 

 
Correct Answer: A 
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Question Set 3 

Question No: 1 
Note: This question is part of a series of questions that present the same scenario. Each question 
in the series contains a unique solution that might meet the stated goals. Some question sets 
might have more than one correct solution, while others might not have a correct solution. 

 
After you answer a question in this section, you will NOT be able to return to it. As a result, these 
questions will not appear in the review screen. 

 
You have an Azure subscription named Sub1. 

 
You have an Azure Storage account named sa1 in a resource group named RG1. 

 
Users and applications access the blob service and the file service in sa1 by using several shared access 
signatures (SASs) and stored access policies. 

 
You discover that unauthorized users accessed both the file service and the blob service. 

You need to revoke all access to sa1. 

Solution: You create a new stored access policy. 

Does this meet the goal? 

A. Yes 
B. No 

 
Correct Answer: B 

 
Question No: 2 
Note: This question is part of a series of questions that present the same scenario. Each question 
in the series contains a unique solution that might meet the stated goals. Some question sets 
might have more than one correct solution, while others might not have a correct solution. 

 
After you answer a question in this section, you will NOT be able to return to it. As a result, these 
questions will not appear in the review screen. 

 
You have a hybrid configuration of Azure Active Directory (Azure AD). 

You have an Azure HDInsight cluster on a virtual network. 

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory 
credentials. 

 
You need to configure the environment to support the planned authentication. 

Solution: You deploy the On-premises data gateway to the on-premises network. 

Does this meet the goal? 

A. Yes 
B. No 

 
Correct Answer: B 

 
Question No: 3 
Note: This question is part of a series of questions that present the same scenario. Each question 
in the series contains a unique solution that might meet the stated goals. Some question sets 
might have more than one correct solution, while others might not have a correct solution. 



After you answer a question in this section, you will NOT be able to return to it. As a result, these 
questions will not appear in the review screen. 

 
You have a hybrid configuration of Azure Active Directory (Azure AD). 

You have an Azure HDInsight cluster on a virtual network. 

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory 
credentials. 

 
You need to configure the environment to support the planned authentication. 

 
Solution: You create a site-to-site VPN between the virtual network and the on-premises network. 

Does this meet the goal? 

A. Yes 
B. No 

 
Correct Answer: A 

 
Question No: 4 
Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. 

 
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) 
tenant named contoso.com. 

 
You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant. 

You need to recommend an integration solution that meets the following requirements: 

Ensures that password policies and user logon restrictions apply to user accounts that are synced to 
the tenant 
Minimizes the number of servers required for the solution. 

 

Which authentication method should you include in the recommendation? 
 
A. federated identity with Active Directory Federation Services (AD FS) 
B. password hash synchronization with seamless single sign-on (SSO) 
C. pass-through authentication with seamless single sign-on (SSO) 

 
Correct Answer: B 

 
Question No: 5 
Your network contains an on-premises Active Directory domain named corp.contoso.com. 

 
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) 
tenant named contoso.com. 

 
You sync all on-premises identities to Azure AD. 

 
You need to prevent users who have a givenName attribute that starts with TEST from being synced to 
Azure AD. The solution must minimize administrative effort. 

 
What should you use? 

 
A. Synchronization Rules Editor 
B. Web Service Configuration Tool 
C. the Azure AD Connect wizard 
D. Active Directory Users and Computers 



Correct Answer: A 
 
Question No: 6 
DRAG DROP 

 
You are implementing conditional access policies. 

 
You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure 
and implement the policies. 

 
You need to identify the risk level of the following risk events: 

 

Users with leaked credentials 
Impossible travel to atypical locations 
Sign-ins from IP addresses with suspicious activity 

 

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct 
risk events. Each level may be used once, more than once, or not at all. You may need to drag the split bar 
between panes or scroll to view content. 

 
NOTE: Each correct selection is worth one point. 

 
Select and Place: 

 
 
Correct Answer: 

 
 
 
Question No: 7 
HOTSPOT 

 
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown 
in the following table. 



 
 

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings: 
 

Assignment: Include Group1, Exclude Group2 
Conditions: Sign-in risk of Medium and above 
Access: Allow access, Require password change 

 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
 
NOTE: Each correct selection is worth one point. 

 
Hot Area: 

 
 

 

Correct Answer: 
 
 

 
 
Question No: 8 
DRAG DROP 

 
You need to configure an access review. The review will be assigned to a new collection of reviews and 
reviewed by resource owners. 

 
Which three actions should you perform in sequence? To answer, move the appropriate actions from the 
list of actions to the answer area and arrange them in the correct order. 



Select and Place: 
 

 
Correct Answer: 

 

 
 
Question No: 9 
HOTSPOT 

 
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users 
shown in the following table. 

 

 
You configure an access review named Review1 as shown in the following exhibit. 



 
 

Use the drop-down menus to select the answer choice that completes each statement based on the 
information presented in the graphic. 

 
NOTE: Each correct selection is worth one point. 

 
Hot Area: 
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