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Question No: 1 
An administrator has been tasked to create a saved search that shows a list of multiple login failures for a 
single user by username. The administrator has done the following: 
1. Selected Last Hour in the view option. 
2. In the Add filter window, selected the search parameter Custom Rule [Indexed]. 
3. Selected Equals for Operator. 
4. Selected Authentication for Rule Group. 
What is the next step the administrator needs to perform for the Rule option? 
A. Select login failures followed by success to the same username 
B. Select multiple login failures from the same source 
C. Select multiple login failures to the same destination 
D. Select multiple login failures for a single username 
Answer: C 
 
Question No: 2 
An administrator modified a configuration setting in the Global System Notifications using the QRadar 
Console Admin tab. 
What is the last step to apply changes? 
A. Reload Web Server 
B. Restart Services 
C. Re-login to QRadar console 
D. Deploy Changes 
Answer: D 
 
Question No: 3 
An administrator has been asked to configure a new QRadar console high availability (HA) deployment. Both 
the primary and secondary consoles have been installed with the QRadar software. 
What should the administrator do to complete the HA configuration? 
A. Add the secondary console to the deployment, and then create the HA host. 
B. Reinstall the QRadar software on the secondary console using an “HA Recovery Setup”. 
C. Select “Secondary Host” on the wizard when adding the secondary host to the deployment. 
D. Create the HA host to add the secondary console to the deployment. 
Answer: A 
 
Question No: 4 
What happens if QRadar receives events at a higher rate than the license allows? 
A. The events will be put into queues 
B. The source system will be asked to resend the events later 
C. The events will not be parsed 
D. The events will be dropped immediately 
Answer: A 



 
Question No: 5 
An administrator needs to develop advanced filters to retrieve information from the QRadar System pertaining 
to the top abnormal events of the most bandwidth-intensive IP addresses. 
How can the administrator do this? 
A. Build an AQL query using the QRadar Scratchpad 
B. Combine GROUP BY and ORDER BY clauses in a single query 
C. Use the IBM DataStudio to create the query 
D. Build an AQL query using the QRadar GUI using Assets > Search Filter 
Answer: B 
 
Question No: 6 
An administrator needs data backup. 
What information is contained in the data backup? 
A. Audit log information, Event data, Flow data, Report data, Indexes, Log sources 
B. Audit log information, Event data, Indexes, Index management information, Flow data, Report data 
C. Audit log information, Event data, Flow data, Report data, Indexes 
D. Audit log information, Event data, Indexes, Index management information, Flow data, Report data, Groups 
Answer: C 
 
Question No: 7 
An administrator has to change the system hardware clock of the QRadar server. The administrator has already 
restarted the main services (hostservices, tomcat, hostcontext) and needs to synchronize the QRadar Console 
time with the QRadar managed hosts. 
Which command can the administrator use to accomplish this? 
A. /opt/qradar/support/all_servers.sh systemctl restart systemd-timedated.service 
B. /opt/qradar/support/all_servers.sh /opt/qradar/bin/time_sync.sh 
C. /sbin/hwclock –systohc /opt/qradar/bin/time_sync.sh 
D. /opt/qradar/support/all_servers.sh service ntpd restart 
Answer: B 
 
Question No: 8 
Which of the following dashboards is a QRadar default Dashboard? 
A. Compliance and Reporting Monitoring 
B. Vulnerability Overview 
C. Monitoring Overview 
D. Threat and Security Monitoring 
Answer: D 
 
Question No: 9 
An administrator is seeing the following system notification: 
38750057 – A protocol source configuration may be stopping events from being collected. 
What is a valid user action to this issue? 
A. Re-install the QRadar Console 



B. Review the /var/log/qradar.log file for more information 
C. Restart the QRadar Console 
D. Review the /var/log/error.log file for more information 
Answer: D 
 
Question No: 10 
An administrator has added a new Event Processor to a QRadar deployment. 
How many events per second (EPS) are granted from the temporary license and how many days will those 
EPS last? 
A. 10000 EPS for a 35 day period 
B. 5000 EPS for a 45 day period 
C. 10000 EPS for a 45 day period 
D. 5000 EPS for a 35 day period 
Answer: D 
 
Question No: 11 
To comply with specific regulations, an administrator has been requested to increase asset retention to 365 
days. 
In which QRadar section can the administrator find the asset retention settings? 
A. Admin Tab / Asset Retention 
B. Assets Tab / Retention settings 
C. Admin Tab / System settings 
D. Assets Tab / Asset Retention 
Answer: C 
 
Question No: 12 
An administrator needs to extract a property from an intrusion detection system (IDS) log. Using a regular 
expression, the administrator wants to extract a specific part of the log showing the matching “policy ID” of 
the IDS. 
Which type of property must the administrator create? 
A. Custom event property 
B. Custom flow property 
C. Custom asset property 
D. Normalized event property 
Answer: D 
 
Question No: 13 
Due to regulatory constraints, an administrator must increase the minimum password length and complexity. 
In which QRadar section can the administrator change this setting? 
A. Admin / System settings 
B. Admin / Password policy 
C. Admin / Security profiles 
D. Admin / Authentication 
Answer: B 



 
Question No: 14 
An administrator needs to combine multiple extraction and calculation-based properties into a single 
property. 
Which Ariel Query Language (AQL) statement can be used? 
A. AQL-based custom properties 
B. AQL functions and SELECT, FROM, or database names 
C. AQL functions and AQL-based custom properties 
D. AQL functions 
Answer: A 
 
Question No: 15 
A company has two different domains in their IBM QRadar system: Domain_A and Domain_B. An administrator 
has been tasked to create a rule to look only at events that are tagged with Domain_A and ignore rules that 
are tagged with the other domains. 
What domain text should the administrator use to create this rule? 
A. is from domain: Domain_A 
B. from domain: Domain_A 
C. domain is: Domain_A 
D. domain is one of: Domain_A 
Answer: D 
 
Question No: 16 
An administrator wants to upload a file with information related to network hierarchy instead of using the GUI 
wizard. 
How can the administrator do this? 
A. Install application “Network Hierarchy Management for QRadar” 
B. Upload file using REST API 
C. Modify /opt/qradar/conf/remotenet.conf 
D. Use upload button in Network Hierarchy wizard 
Answer: A 
 
Question No: 17 
A company has several appliances and the administrator needs to copy a file to all appliances to run some 
tests to verify the integrity of the processes. The /opt/qradar/support/all_servers.sh script can be used to issue 
commands to all QRadar appliances within the deployment. 
What option must be used with the script to copy the file to all appliances in the deployment? 
A. /opt/qradar/support/all_servers.sh -p 
B. /opt/qradar/support/all_servers.sh -k 
C. /opt/qradar/support/all_servers.sh -C 
D. /opt/qradar/support/all_servers.sh -g 
Answer: A 
 
Question No: 18 




