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Question No: 1 
A deployment professional needs to implement a crossover cable in the high availability (HA) environment. 
By doing so, this QRadar deployment isolates what kind of traffic over the crossover connection? 
A. event 
B. flow 
C. query 
D. HA replication 
Answer: A 
 
Question No: 2 
A deployment professional has been asked to create some Reference Data to be used to provide additional 
information in the results of Ariel Query Language (AQL) queries. The data will enable a lookup that finds the 
users's Department based on the username which will be returned by the required AQL function when looked 
up in the reference data. 
Which Reference Data should the deployment professional create for this purpose? 
A. Reference Map 
B. Reference Map of Tables 
C. Reference Set 
D. Reference Map of Sets 
Answer: D 
 
Question No: 3 
QRadar is configured to periodically update an IP address list from a 3rd party threat intelligence provider 
using the Threat Intelligence app. The IP address data is used in a CRE rule to create an offense in case a 
connection attempt toward any IP address on the list is seen. 
Which QRadar component stores the collected IP address data? 
A. Building Block 
B. X-Force Threat Feed 
C. Reference Set 
D. Custom Rule 
Answer: B 
 
Question No: 4 
A deployment professional needs to include a network inspection device in a banking organization as per the 
new security guidelines. Real time threat investigation has to be done along with the post-incident analysis. 
A QRadar Incident Forensics has been included in the design for post-incident forensic analysis. 
Which devices should be chosen for the realtime analysis? 
A. Network PCAP and Flow Processor (FP) 
B. Flow Collector (FC) and QRadar Network Insight (QNI) 
C. QRadar Network Insight (QNI) and Flow Processor (FP) 
D. Flow Collector (FC) and Flow Processor (FP) 



Answer: A 
 
Question No: 5 
The client implemented a QRadar Network Insights (QNI), and is looking to add post-incident investigations 
and threat hunting activities. 
What should the deployment professional recommend? 
A. An additional QRadar Incident Forensics is required. 
B. An additional QRadar Network Inspector is required. 
C. Existing appliances will suffice. 
D. An additional QRadar Flow processor is required. 
Answer: D 
 
Question No: 6 
A client uses the IBM Security QRadar Vulnerability Manager to discover vulnerabilities on the network devices, 
applications, and software. They run the QRadar Vulnerability Manager from an All-in-one system, where the 
scanning and processing functions are on the Console. As the client's QRadar deployment is growing, they 
are also considering deploying scanners. 
What is a valid client motivation for deploying additional scanners? 
A. To scan an asset in the same geographic region as the QRadar Vulnerability Manager processor. 
B. To patch assets for their vulnerabilities. 
C. To avoid scanning through a firewall that is a log source. 
D. To find more vulnerabilities on a given system. 
Answer: D 
 
Question No: 7 
A deployment professional is working with a client that develops their own in house applications. The 
customer would like to log events from these applications. Because these applications are hosted on Windows 
servers inside of the clients DMZ, the client wants to limit the ports on which they will allow access. All logs 
are written to a flat file named debugJog in the c:\app\logs folder of the host. 
Which option is a developed strategy for integrating these logs with QRadar SIEM? 
A. Install unmanaged Wincollect instances on the servers, create a custom DSM and use the Wincollect File 
Forwarder protocol to ingest events from the log file. 
B. Install managed Wincollect instances on the servers, create a custom DSM and use the Wincollect Log 
Forwarder protocol to ingest events from the log file. 
C. Create a custom DSM and use the MSRPC protocol communicate with the servers and ingest the log file. 
D. Install managed Wincollect instances, create a custom DSM and use the Microsoft Security Event Log DSM 
to create a xpath query to ingest the data. 
Answer: A 
 
Question No: 8 
A systems team has configured their application to send syslog via tcp to a QRadar event collector. The 
deployment professional has noted that no such logs have arrived for the pre-defined log source. 
To troubleshoot this and to prove this traffic has/has not arrived at the event collector, what command can 
be used from the event collector CLI? 



(The Device_Address is an IPv4 address or a host name) 
A. pcap -s 0 -A host Device_Address and udp port 514 
B. pcap -s 0 -A host Device Address and port 514 
C. tcpdump -s 0 -A host DeviceAddress and port 514 
D. tcpdump -s 0 -A host Device Address and udp port 514 
Answer: B 
 
Question No: 9 
During an initial deployment, three retention buckets (longret, midret. testret) were configured with the 
following characteristics, being (X) the number of the bucket: 
longret (1): keep data in this bucket for 2 years. Delete when storage is needed. 
midret (2): keep data in this bucket for 6 months. Delete when storage is needed. 
testret (3): keep data in this bucket for 3 days. Delete immediately after expiration. 
Default (0) retention bucket has a 3 months / delete immediately policy. 
During testing last week, a significant amount of test data has been mistakenly categorized as "longret". This 
bucket does not contain any other important information. Everything else, including some important data, 
has been saved into the default bucket. 
How can the deployment professional remove all data stored in the "longret" bucket? 
A. Manually delete old data from last week by issuing a rm * on /store/ariel/events/payloads/ and 
/store/ariel/events/records/ and select the directories containing events from the last week 
B. Change the longret bucket period to 10 days and deploy the changes. 
C. Change the system's time to 2 years in the future and wait until deletion has been made and then go back 
to the real system's time. 
D. Manually delete the files ending by -1 from /store/ariel/events/payloads/ and /store/ariel/events/records/ 
Answer: B 
 
Question No: 10 
A customer is building a big data solution which aims to perform long term analysis of security data. Security 
events that are processed by QRadar are also relevant for the system and according to the QRadar 
administrator the most straightforward option for data ingestion is to configure event forwarding on QRadar. 
The customer would like to make use of QRadar's parsing capability and its built-in parsers instead of 
developing new parsers for the big data platform. A deployment professional is asked for advice about the 
data format to configure for the event forwarding. 
Which available option should the deployment professional propose? 
A. Normalized 
B. Payload 
C. XML 
D. JSON 
Answer: A 
 
Question No: 11 
A deployment professional has been asked to ensure the system can be integrated with another system which 
contains lists of IP addresses and CIDR ranges in an automated manner, to allow rules to target specific 
communication endpoints. 



Which part of QRadar is designed to hold and manage this data? 
A. Domain Definition 
B. Network Hierarchy 
C. Asset Profiles 
D. Building Blocks 
Answer: D 
 
Question No: 12 
A deployment professional is creating an architecture for a customer who has locations which regularly go 
out of contact with the rest of the network. The requirement is to receive logs locally and then have a 
scheduled connection to QRadar to upload the events. 
Which QRadar appliances should be deployed in these locations? 
A. Disconnected Log Collector with UDP configured 
B. 15xx Event Collector with a Store and Forward schedule 
C. 16xx Event Processor with a Store and Forward schedule 
D. 31 xx All-in-One with Online Forwarding configured 
Answer: C 
 
Question No: 13 
A deployment professional needs to configure network devices to send IPFIX to a QRadar deployment 
consisting of 1 QRadar Console 3129 and 2 QRadar Event Processors 1629. The routers will send more than 
1000 000 FPM. 
Which component should be added to the existing deployment? 
A. Event Collector 
B. AppHost 
C. DataNode 
D. Flow Processor 
Answer: A 
 
Question No: 14 
A deployment professional has been asked to ensure that the system has access to information which can be 
used by rules to acquire information extracted from a user information source such as Active Directory or 
LDAP. 
Which information repository should the deployment professional store this data in? 
A. Ariel Database 
B. Reference Data 
C. Asset profiles 
D. Docker containers 
Answer: D 
 
Question No: 15 
A deployment professional needs to configure the X-Force Threat Intelligence Feed through a web proxy to 
access the cloud servers hosting the information. 
How should the deployment professional configure the proxy for this access? 




