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Volume: 50 Questions 

 

 

Question No : 1 

What can be enabled to scan android.xml manifest files which are not scanned by default when 

configuring a Java mobile application?  

 

A. Scan Rules  

 

B. JSP Compiler  

 

C. Custom Rules  

 

D. Project Dependencies  

 

Answer: C  

 

 

Question No : 2  

Which two methods can be used to resolve Unresolved Include Expressions?  

 

A. Adding additional Scan Rules  

 

B. Adding additional search and replace rules  

 

C. Adding additional PHP Document Roots to the project  

 

D. Adding additional source files in the project properties menu  

 

E. Adding additional directories that contain PHP include files to the include path  

 

Answer: C,E  

 

 

Question No : 3  

What is the proper action to take if the attack surface proves to be insufficient?  

 

A. Clear any findings from the excluded bundle  

 

B. Remove all the filters to maximize the findings  

 

C. Perform application profiling to identify any missing sources  
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D. Make sure scan configuration for single virtual call is set to true  

 

Answer: B  

 

 

Question No : 4  

Which feature is available in the AppScan Source IDE Plugin? 

 

A. Create Custom Rules  

 

B. Generate PDF reports  

 

C. Create scan configurations  

 

D. View Trace Information for a given finding  

 

Answer: A  

 

 

Question No : 5  

In order to publish Assessments to AppScan Enterprise Console for the first time, which settings must be 

configured?  

 

A. InAppScan Source settings, in the Application Server preference page  

 

B. InAppScan Enterprise Server settings, in the Jazz Team Server preference page  

 

C. InAppScan Source settings, in the AppScan Enterprise Console preference page  

 

D. InAppScan Enterprise Server settings, in the Microsoft SQL server preference page  

 

Answer: C  

 

 

Question No : 6  

Which two licenses can be used for AppScan Source IDE plug-ins?  

 

A. IBM Security AppScan Source for Quality  

 

B. IBM Security AppScan Source for Analysis  

 

C. IBM Security AppScan Source for Developer  
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D. IBM Security AppScan Source for Automation  

 

E. IBM Security AppScan Source for Remediation  

 

Answer: C,D  

 

 

Question No : 7 

How are safe sources dismissed during the triage process?  

 

A. Set all the sinks originated from the safe source to NST.  

 

B. Set a Trace filter to remove any findings that originated from the safe source.  

 

C. Set a Classification filter to remove any findings that originated from the safe source.  

 

D. Set a Vulnerability Type filter to remove any findings that originated from the safe source.  

 

Answer: D  

 

 

Question No : 8  

What is "Automatic Propagator Markup" advanced setting in Scan Configuration view?  

 

A. It marks all sinks as "taint propagators".  

 

B. It marks all sources as "taint propagators".  

 

C. It marks all lost sinks as "taint propagators".  

 

D. It marks all lost sources as "taint propagators".  

 

Answer: C  

 

 

Question No : 9  

You are reviewing an on-line shopping application and find a lost sink method called retrieveOrderf...) that 

is provided by a third party shopping framework. This method accepts order number and in turn provides 

all information regarding that order such as items ordered, shipping and billing address, payment type, 

etc .  

Which type of custom rule should you create for this method?  

 

A. Sink  
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B. Source  

 

C. Taint Propagator  

 

D. Tainted Callback  

 

E. Not Susceptible to Taint  

 

Answer: B  

 

 

Question No : 10  

You are reviewing a thick client application and come upon File Injection findings in a function that opens 

zip files and extracts data from them, but the customer you are working with tells you that the data is 

sanitized using a method mySanitizer.validateZip(..). You confirm this and decideto remove this 

vulnerability and other File Injection findings with sanitized data using the Remove functionality of the 

Trace section in the Filter Editor.  

What do you need to do in the Trace Rule Entry dialog to ensure that the rule you create applies only to 

this application's zip extractor and not all File Inclusion findings?  

 

A. Specify Sink method name.  

 

B. Specify File Inclusion as Sink property.  

 

C. Specify File Inclusion as Source property.  

 

D. Add validateZipO to the Required Calls section.  

 

E. Add validateZipO to the Prohibited Calls section.  

 

Answer: B  

 

 

Question No : 11  

Which features are provided by the AppScan Source for Analysis?  

 

A. It is used to run scans and upload them to QRadar.  

 

B. It is used for report generation and unattended scans.  

 

C. It is used by security teams to run scans and build integration.  

 

D. It is used to run scans, triage findings and generate filters and reports.  
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Answer: D  

 

 

Question No : 12 

You are reviewing an application and come across a method called doSomething() that can be executed 

by other systems to provide data to the application via this method's parameters. Which type of custom 

rule do you need to create for AppScan Source to properly capture this data?  

 

A. Sink  

 

B. Source  

 

C. Taint Propagator  

 

D. Tainted Callback  

 

E. Not Susceptible to Taint  

 

Answer: B  

 

 

Question No : 13  

What is the function of the Correlated Security Issues report in AppScan Enterprise?  

 

A. It is used by a security expert to investigate complex findings.  

 

B. It tracks progress of an application during a specified period of time.  

 

C. It displays the correlated issues between static analysis and dynamic analysis.  

 

D. It displays the correlated issues between glass box analysis and dynamic analysis.  

 

Answer: C  

 

 

Question No : 14  

You are reviewing an online shopping application and find a lost sink method called combineltemListsf..,) 

that is provided by a third-party shopping framework. This method combines two lists of items (provided 

as arguments) into one.  

Which type of custom rule do you need to create for this method?  

 

A. Sink  
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