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Topic 1, . Privacy Principles and Laws

Question #:1 - (Exam Topic 1)

Companies based in EU and willing to transfer data outside the EU/EEA, use model contracts as an
instrument. Which of the following statements are true in reference to above statement?

It is a requirement mentioned in EU Data Protection Directive

It is a requirement mentioned in the OECD Privacy Framework

It is a requirement mentioned in the EU E-Commerce Directive

None of the above

Answer: D

Question #:2 - (Exam Topic 1)

XYZ is a successful startup that acquired a respectable size & scale of operations in last 3 years, handling
business process services for small & medium scale enterprises, largely in US & Europe. They are at the stage
of closing a deal with a new banking client and working out the details of privacy related obligations in
contract. Ensuring effective enforcement of which of the below listed privacy principles is client’s
accountability, even after outsourcing its loan approval process to XYZ?

I. Notice

II. Choice and Consent

III. Collection Limitation

IV. Use Limitation

V. Access and Correction

VI. Security

VII. Disclosure to third Party

Please select the correct set of principles from below listed options:

None of the above, since they are outsourcing the work to XYZ who will carry the liability going
forward

All except V and VI
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All except III

All of the above listed privacy principles

Answer: C

Question #:3 - (Exam Topic 1)

You are part of a team that has been created by Indian government to create India’s privacy law based on
recommendations in Justice AP Shah’s Report. Which of the following provisions should be addressed in the
law?

Privacy as an explicit fundamental constitutional right

Offences, penalties and remedies

National privacy principles

Setup of a national data controller registry

Answer: C

Question #:4 - (Exam Topic 1)

Which among the following is the Canadian privacy law?

COPPA

PIPEDA

HIPAA

IT Act of Canada

Answer: B

Question #:5 - (Exam Topic 1)

Effective 2013, HIPAA Omnibus rule applies to which of the following?

Covered Entities only

Business Associates only

Covered Entities & Business Associates
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Federal Health Bodies only

Answer: C

Explanation

The final Omnibus Rule becomes effective on March 26, 2013. Covered entities and Business Associates

Reference: http://www.hipaasurvivalguide.com/hipaa-omnibus-rule.php

Question #:6 - (Exam Topic 1)

Select the element(s) of APEC cross border privacy rules system from the following list:

i. self-assessment

ii. compliance review

iii. recognition/acceptance by APEC members

iv. dispute resolution and enforcement

Please select correct option:

i, ii and iii

ii, iii, and iv

i, iii and iv

i, ii, iii and iv

Answer: C

Question #:7 - (Exam Topic 1)

XYZ & Co., an Indian hospital specialized in dealing with cancer treatment has organized a free health
checkup camp for women in a specific district, after seeking due permission from competent authorities.
During the camp the hospital staffs will be feeding the medical records of these women into the computer
connected to hospital network system. Does the said hospital need to notify its privacy policy to the women
attending the camp and seek their consent regarding the collection and processing of such information?

No, since it is a free checkup camp for their welfare

Yes, in the any language as per the wishes of said hospital

No, since the law does not require the same in this case
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Yes, in the language such women would understand

Answer: B

Question #:8 - (Exam Topic 1)

For negligence in implementing and maintaining the reasonable security practices and procedures for
protecting Sensitive Personal Data or Information (SPDI) as mentioned in Section 43A and associated rules
under IT (Amendment) Act, 2008, a corporate entity may be liable to pay compensation of up to___________

Rs. 50,000,000

Rs. 500,000,000

Rs. 5,000,000

Upper limit not defined

Answer: D

Reference: https://shodhganga.inflibnet.ac.in/bitstream/10603/164562/3/chapter%20ii.pdf

Question #:9 - (Exam Topic 1)

Which of the following required by an organization in US, resorting to EU-US Safe Harbor provisions,is not 
to transfer personal information from EU member nation to US?

Adherence to the seven safe harbor principles

Disclose their privacy policy publicly

Sign standard contractual clauses with data exporters in EU

Notify FTC of the self-certification

Answer: B

Question #:10 - (Exam Topic 1)

A multinational company with operations in several parts within EU and outside EU, involves international
data transfer of both its employees and customers. In some of its EU branches, which are relatively larger in
size, the organization has a works council. Most of the data transferred is personal, and some of the data that
the organization collects is sensitive in nature, the processing of some of which is also outsourced to its
branches in Asian countries.


