


Volume: 42 QAs + 23 Chapter Labs + One Final Lab (include 21 task Labs) 
 
Lab1: Accessing Linux Systems Using RHEL 8 
Lab2: Vim Survival Kit 
Lab3: Using Input/Output Redirection and Analyzing Text on RHEL 8 
Lab4: Managing Files and Directories on RHEL 8 
Lab5: Creating Simple Shell Scripts 
Lab6: Managing the Boot Process on RHEL 8 
Lab7: Managing Processes and Tuned Profiles on RHEL 8 
Lab8: Working with Log Files and Journals on RHEL 8 
Lab9: Managing Disk Partitions and Mounts on RHEL 8 
Lab10: Configuring Logical Volume Management (LVM) Using RHEL 8 
Lab11: Managing File Systems on RHEL 8 
Lab12: Working with File and Directory Permissions on RHEL 8 
Lab13: Managing Layered Local Storage with Stratis on RHEL 8 
Lab14: Managing Storage Using LVM on VDO Using RHEL 8 
Lab15: Managing Key Services on RHEL 8 - systemd/Scheduling/Time Services 
Lab16: Managing Packages and Using Application Streams in RHEL 8 
Lab17: Managing the System Bootloader in RHEL 8 
Lab18: Managing Basic Networking on RHEL 8 
Lab19: Managing Users, Groups, and Superuser Access on RHEL 8 
Lab20: Managing the Firewall on RHEL 8 
Lab21: Using File Access Control Lists (ACLs) on RHEL 8 
Lab22: Managing SELinux on RHEL 8 
Lab23: Managing Containers on RHEL 8 Using podman 
Final Lab: 21 task Labs 
 
 
Question No: 1 
What 'umask' should we set if we want new files to be created with permissions of 644? 
A. 077 
B. 022 
C. 002 
D. 027 
Answer: B 
 
Question No: 2 
What are three characteristics of a hard link? Choose 3 
A. Additional name for existing file 
B. Same inode number and permissions as original file 
C. Can’t cross filesystem boundaries or partitions 
D. Can be created for directories 
Answer: A,B,C 
 



Question No: 3 
Which of the following will append data to the file '/tmp/script_out.log'? 
A. ./script.sh >> script_out.log 
B. ./script.sh > script_out.log 
C. ./script.sh >> script.log 
D. ./script.sh < script_out.log 
Answer: A 
 
Question No: 4 
Which of the two can be used together to search for patterns and manipulate text inside files? Choose 2 
A. The 'find' command 
B. The 'which' command 
C. The 'grep' command 
D. Regular expressions 
Answer: C,D 
 
Question No: 5 
Which of the following are secure ways to transfer files between Linux systems? Choose 2 
A. scp 
B. sftp 
C. rcp 
D. ftp 
Answer: A,B 
 
Question No: 6 
What are two types of looping constructs used in shell scripts? Choose 2 
A. The 'sleep' loop 
B. The 'for' loop 
C. The 'do' loop 
D. The 'while' loop 
Answer: B,D 
 
Question No: 7 
Which command is used to close a 'case' statement? 
A. done 
B. exit 
C. esac 
D. fi 
Answer: C 
 
Question No: 8 
Given a variable 'USERFILE', how can we test if it is a directory and it exists? 
A. test -f $USERFILE 
B. ls -d $USERFILE 



C. test -e $USERFILE 
D. test -d $USERFILE 
Answer: D 
 
Question No: 9 
Which command is used to close a 'for' or 'while' loop? 
A. fi 
B. rof 
C. done 
D. esac 
Answer: C 
 
Question No: 10 
You type the following command: "for user in manny moe jack ; do useradd -m -G marketing_team $user ; 
done" How many times will this execute? 
A. 3 
B. 6 
C. infinite 
D. 2 
Answer: A 
 
Question No: 11 
Which directory are most log files kept by default, in Linux? 
A. /run/log 
B. /var/log 
C. /logs 
D. /opt/logs 
Answer: B 
 
Question No: 12 
What are two locations you are most likely to find the 'systemd' journal files? Choose 2 
A. /var/log/journal 
B. /tmp/journal 
C. /run/systemd/journal 
D. /run/log/journal 
Answer: A,D 
 
Question No: 13 
What command would we use to list all available 'Tuned' profiles? 
A. tuned-adm recommend 
B. tuned-adm active 
C. tuned-adm profile 
D. tuned-adm list 
Answer: D 



Which command lists all containers, running or not? 
A. podman ps 
B. podman login 
C. podman ps --all 
D. podman images 
Answer: C 
 
Question No: 42 
Which command is used to display information about a remote container image? 
A. podman image inspect  
B. podman pull  
C. skopeo inspect  
D. podman images 
Answer: C 
 
 
Lab1: Accessing Linux Systems Using RHEL 8 
 
Introduction 
 
In this hands-on lab, we will take a look at the su command, explore the power of the ssh command, configure 
key-based authentication for SSH, and take a look at the SSH utilities for secure file transfer. 
 
Solution 
 
Log in and Switch Users 
 
1. Log in to the server using the credentials provided: 
ssh cloud_user@<PUBLIC_IP_ADDRESS> 
 
2. To get information on who we are, use: 
whoami ; groups 
 
3. For more information on our user ID, primary group ID, and groups that we're part of, run this command: 
id 
 
4. To determine what files get run when we use different commands to elevate our privileges, become the 
root user: 
sudo-i 
 
5. Enter the following command to export and echo SOURCED1 into the root user's bash_profile: 
echo export SOURCED1=.bash_profile >> ~/.bash_profile ; echo 'echo $SOURCED1' >> ~/.bash_profile 
 
6. Make sure both lines are there: 



grep SOURCED .bash_profile 
 
7. Enter the following command to export and echo SOURCED2 into the root user's .bashrc: 
echo export SOURCED2=.bashrc >> ~/.bashrc ; echo 'echo $SOURCED2' >> ~/.bashrc 
 
8. Make sure both SOURCED lines are there: 
grep SOURCED .bashrc 
 
9. Exit by simply entering: 
exit 
 
10. Kill the timeout: 
sudo -k 
 
11. To see the echoes, enter: 
sudo -i echo 
 
12. Type in the cloud_user's password to see the echoes. 
 
13. Set the root user's password: 
sudo -i passwd root 
 
14. Enter a new password for the root user. 
 
15. Run the command to see the cloud_user's path: 
su -c 'echo $PATH' 
 
16. Enter the root user's password. This should show the cloud_user's path. 
 
17. Run the command to sign in as the root user and show the cloud_user's path: 
su - -c 'echo $PATH' 
 
18. Enter the root user's password. This should show the root user's profile, bashrc, and path. 
 
19. Understand that sudo equals the cloud_user, but sudo -i equals the root user. Su also equals the 
cloud_user, while su – equals the root user. 
 
Access Remote Systems Using SSH 
 
1. Connect to a remote system on the second cloud server: 
ssh cloud_user@<SECOND_PUBLIC_IP_ADDRESS> 
 
2. When asked if you want to continue connecting, type "yes". 
 



3. Enter the password for the remote system on the second cloud server. 
 
4. Change the password: 
sudo -i passwd cloud_user 
 
5. Enter first the old password and then a new password that you'd prefer to use. 
 
6. To get some information on the remote system, query the remote system by running the following 
commands: 
top 
hostname 
df -hT 
 
7. Exit out of the server: 
exit 
 
8. Return the remote system's output to the initial system: 
ssh -t cloud_user@<SECOND_PUBLIC_IP_ADDRESS> df -hT >> server_health.txt 
 
9. Enter the password for the remote system on the second cloud server. 
 
10. If you see an error message, pull up the server health file: 
cat server_health.txt 
 
11. See the free memory on the server with the free command: 
ssh -t cloud_user@<SECOND_PUBLIC_IP_ADDRESS> free >> server_health.txt 
 
12. Enter the password for the remote system on the second cloud server. 
 
13. Get the information and see the text file about the server health file: 
cat server_health.txt 
 
Configure Key-Based Authentication for SSH 
 
1. Generate a public/private key pair using the defaults on the first cloud server: 
ssh-keygen 
 
2. Hit Enter and type in a passphrase, ideally something that's easy to remember. This should give you your 
randomart image and ID. 
 
3. Copy that ID to the second cloud server, also known as the remote server: 
ssh-copy-id <SECOND_PUBLIC_IP_ADDRESS> 
 
4. Type in the password for the second cloud server. 



 
5. Connect to the remote server: 
ssh cloud_user@<SECOND_PUBLIC_IP_ADDRESS> 
 
6. Type in the passphrase that you created a few steps ago to test if the key is working. 
 
7. Exit out of the remote server: 
exit 
 
8. Add the cloud_user identity to the agent and to reload the agent: 
eval $(ssh-agent -s) 
 
9. Add your cloud_user identity to the agent, which can now act on your behalf: 
ssh-add 
 
10. Type in your passphrase. 
 
11. Connect to the remote server: 
ssh cloud_user@<SECOND_PUBLIC_IP_ADDRESS> 
 
Securely Transfer Files between Systems 
 
1. Execute a backup command on a remote system: 
ssh cloud_user@<SECOND_PUBLIC_IP_ADDRESS> tar -czvf wget-server2.tar.gz wget-1*.rpm 
 
2. Hit the Up arrow and perform an scp: 
scp cloud_user@<SECOND_PUBLIC_IP_ADDRESS>:~/wget-server2*.* . 
 
3. Check the home directory to make sure all the files have been transferred: 
ls -l 
 
 
Lab2: Vim Survival Kit 
 
Introduction 
 
This lab is designed to be a walk through of the steps in the Vim Survival Kit lesson from the Text Editing with 
Vim course. The lab steps are meant to walk you through the foundational tasks that can get you through 
nearly all the beginning scenarios a new Vim user will encounter. 
 
Anytime you get in trouble, don't panic. Just remember there's nothing that pressing ESC a few times and 
using :q! won't get you out of! 
 
We have given the lab system more than enough time for you to both watch the solution video and to do 



the tasks in the lab, plus some time for looking things up! 
 
The Scenario 
 
You are a systems admin, but you're unfamiliar with Vim. You have taken a new job/project, and the standard 
editor in use across the board is Vim, so you really want to get a good foundation in editing with this 
sometimes daunting application. 
 
You'll have to sit down with the Vim Survival Kit tasks, and work your way through them, gaining a solid base 
of knowledge about the quirks and features of Vim as you go. 
 
Once you finish the lab steps, you'll feel more confident in your use of Vim, and you'll want to know more! 
 
Creating, Opening, and Exiting a File 
 
Create and Save a New File with Vim 
1. Open Vim: 
vim 
 
2. Press the i key and note that the bottom left says you are in Insert Mode. Type in some text such as: Mimsy 
were the borogroves or It was a dark and stormy night. 
 
3. When done entering the text, use ESC to return to Command Mode. 
 
4. Write the new file to disk with: 
:w myfirstnovel.txt 
 
5. Then exit Vim with: 
:q 
 
Note: You can specify a filename at the outset, such as in Step 1. Then saving and exiting can skip Step 4, and 
in Step 5 the command would then be: 
:wq 
 
Opening an Existing File, Exiting without Changes 
1. Edit the /etc/hosts file with: 
vim /etc/hosts 
 
2. Press the i key to go to Insert Mode, which will cause a W10: Warning: Changing a readonly file error 
message. 
 
3. Try to exit the file by hitting ESC and then this: 
:q 
 




