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Question No : 1 

Examine the firewall configuration shown below; then answer the question following it.  

 
Which of the following statements are correct based on the firewall configuration illustrated in the exhibit? 

(Select all that apply.)  

 

A. A user can access the Internet using only the protocols that are supported by user authentication.  

 

B. A user can access the Internet using any protocol except HTTP, HTTPS, Telnet, and FTP. These 

require authentication before the user will be allowed access.  

 

C. A user must authenticate using the HTTP, HTTPS, SSH, FTP, or Telnet protocol before they can 

access any services.  

 

D. A user cannot access the Internet using any protocols unless the user has passed firewall 

authentication.  

 

Answer: A,D  

 

 

Question No : 2  

You wish to create a firewall policy that applies only to traffic intended for your web server. The server has 

an IP address of 192.168.2.2 and belongs to a class C subnet. When defining the firewall address for use 

in this policy, which one of the following addressing formats is correct?  

 

A. 192.168.2.0 / 255.255.255.0  

 

B. 192.168.2.2 / 255.255.255.0  

 

C. 192.168.2.0 / 255.255.255.255  

 

D. 192.168.2.2 / 255.255.255.255  

 

Answer: D  

 

 

Question No : 3 

http://www.examkiller.net/exam-NSE5.html
http://www.examkiller.net/


Fortinet NSE5 Exam 

 

                             Leading the way in IT testing and certification tools, www.examkiller.net 

Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the 

feature will function. An administrator must assign a set of UTM features to a group of users. Which of the 

following is the correct method for doing this?  

 

A. Enable a set of unique UTM features under "Edit User Group".  

 

B. The administrator must enable the UTM features in an identify-based policy applicable to the user 

group.  

 

C. When defining the UTM objects, the administrator must list the user groups which will use the UTM 

object.  

 

D. The administrator must apply the UTM features directly to a user object.  

 

Answer: B  

 

 

Question No : 4  

A FortiGate 60 unit is configured for your small office. The DMZ interface is connected to a network 

containing a web server and email server. The Internal interface is connected to a network containing 10 

user workstations and the WAN1 interface is connected to your ISP.  

You want to configure firewall policies so that your users can send and receive email messages to the 

email server on the DMZ network. You also want the email server to be able to retrieve email messages 

from an email server hosted by your ISP using the POP3 protocol.  

Which policies must be created for this communication? (Select all that apply.)  

 

A. Internal > DMZ  

 

B. DMZ > Internal  

 

C. Internal > WAN1  

 

D. WAN1 > Internal  

 

E. DMZ > WAN1  

 

F. WAN1 > DMZ  

 

Answer: A,E  

 

 

Question No : 5 

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Network, 
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however, updates are not being received. Which of the following statements are possible reasons for this? 

(Select all that apply.)  

 

A. The external facing interface of the FortiGate unit is configured to use DHCP.  

 

B. The FortiGate unit has not been registered.  

 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network.  

 

D. The FortiGate unit is in Transparent mode.  

 

Answer: A,B,C  

 

 

Question No : 6  

A FortiGate AntiVirus profile can be configured to scan for viruses on SMTP, FTP, POP3, and SMB 

protocols using which inspection mode?  

 

A. Proxy  

 

B. DNS  

 

C. Flow-based  

 

D. Man-in-the-middle  

 

Answer: C  

 

 

Question No : 7  

Which of the following items does NOT support the.Logging feature?  

 

A. File Filter  

 

B. Application control  

 

C. Session timeouts  

 

D. Administrator activities  

 

E. Web URL filtering  

 

Answer: C  
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Question No : 8 

Which statement is correct regarding virus scanning on a FortiGate unit?  

 

A. Virus scanning is enabled by default.  

 

B. Fortinet Customer Support enables virus scanning remotely for you.  

 

C. Virus scanning must be enabled in a UTM security profile and the UTM security profile must be 

assigned to a firewall policy.  

 

D. Enabling virus scanning in a UTM security profile enables virus scanning for all traffic flowing through 

the FortiGate device.  

 

Answer: C  

 

 

Question No : 9  

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode?  

 

A. The FortiGate unit applies NAT to all traffic.  

 

B. The FortiGate unit functions as a Layer 3 device.  

 

C. The FortiGate unit functions as a Layer 2 device.  

 

D. The FortiGate unit functions as a router and the firewall function is disabled.  

 

Answer: B  

 

 

Question No : 10  

Examine the exhibit shown below; then answer the question following it.  
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Which of the following statements best describes the green status indicators that appear next to the 

different FortiGuard Distribution Network services as illustrated in the exhibit?  

 

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Network.  

 

B. They indicate that the FortiGate unit has the latest updates that are available from the FortiGuard 

Distribution Network.  

 

C. They indicate that updates are available and should be downloaded from the FortiGuard Distribution 

Network to the FortiGate unit.  

 

D. They indicate that the FortiGate unit is in the process of downloading updates from the FortiGuard 

Distribution Network.  

 

Answer: A  

 

 

Question No : 11  

Under the System Information widget on the dashboard, which of the following actions are available for 

the system configuration? (Select all that apply.)  

 

A. Backup  

 

B. Restore  
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C. Revisions  

 

D. Export  

 

Answer: A,B,C  

 

 

Question No : 12 

Which of the following pieces of information can be included in the Destination Address field of a firewall 

policy? (Select all that apply.)  

 

A. An IP address pool.  

 

B. A virtual IP address.  

 

C. An actual IP address or an IP address group.  

 

D. An FQDN or Geographic value(s).  

 

Answer: B,C,D  

 

 

Question No : 13  

Which of the following statements describes the method of creating a policy to block access to an FTP 

site?  

 

A. Enable Web Filter URL blocking and add the URL of the FTP site to the URL Block list.  

 

B. Create a firewall policy with destination address set to the IP address of the FTP site, the Service set to 

FTP, and the Action set to Deny.  

 

C. Create a firewall policy with a protection profile containing the Block FTP option enabled.  

 

D. None of the above.  

 

Answer: B  

 

 

Question No : 14  

A FortiGate unit can provide which of the following capabilities? (Select all that apply.)  

 

A. Email filtering  
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B. Firewall  

 

C. VPN gateway  

 

D. Mail relay  

 

E. Mail server  

 

Answer: A,B,C  

 

 

Question No : 15  

Because changing the operational mode to Transparent resets device (or vdom) to all defaults, which 

precautions should an Administrator take prior to performing this? (Select all that apply.)  

 

A. Backup the configuration.  

 

B. Disconnect redundant cables to ensure the topology will not contain layer 2 loops.  

 

C. Set the unit to factory defaults.  

 

D. Update IPS and AV files.  

 

Answer: A,B  

 

 

Question No : 16  

When backing up the configuration file on a FortiGate unit, the contents can be encrypted by enabling the 

encrypt option and supplying a password.  

If the password is forgotten, the configuration file can still be restored using which of the following 

methods?  

 

A. Selecting the recover password option during the restore process.  

 

B. Having the password emailed to the administrative user by selecting the Forgot Password option.  

 

C. Sending the configuration file to Fortinet Support for decryption.  

 

D. If the password is forgotten, there is no way to use the file.  

 

Answer: D  
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Question No : 17  

SSL content inspection is enabled on the FortiGate unit. Which of the following steps is required to 

prevent a user from being presented with a web browser warning when accessing an SSL-encrypted 

website?  

 

A. The root certificate of the FortiGate SSL proxy must be imported into the local certificate store on the 

user's workstation.  

 

B. Disable the strict server certificate check in the web browser under Internet Options.  

 

C. Enable transparent proxy mode on the FortiGate unit.  

 

D. Enable NTLM authentication on the FortiGate unit. NTLM authentication suppresses the certificate 

warning messages in the web browser.  

 

Answer: A  

 

 

Question No : 18 

Which of the following components are contained in all FortiGate units from the FG50 models and up? 

(Select all that apply.)  

 

A. FortiASIC content processor.  

 

B. Hard Drive. 

 

C. Gigabit network interfaces.  

 

D. Serial console port.  

 

Answer: A,D  

 

 

Question No : 19  

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode?  

 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a 

management computer.  

 

B. The FortiGate unit must use public IP addresses on both the internal and external networks.  

 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using 

network address translation.  
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D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network.  

 

Answer: C  

 

 

Question No : 20  

In NAT/Route mode when there is no matching firewall policy for traffic to be forwarded by the Firewall, 

which of the following statements describes the action taken on traffic?  

 

A. The traffic is blocked.  

 

B. The traffic is passed.  

 

C. The traffic is passed and logged.  

 

D. The traffic is blocked and logged.  

 

Answer: A  

 

 

Question No : 21 

Which of the following methods can be used to access the CLI? (Select all that apply.)  

 

A. By using a direct connection to a serial console.  

 

B. By using the CLI console window in the GUI.  

 

C. By using an SSH connection.  

 

D. By using a Telnet connection.  

 

Answer: A,B,C,D  

 

 

Question No : 22  

Which of the following Regular Expression patterns will make the term "bad language" case insensitive?  

 

A. [bad language]  

 

B. /bad language/i  

 

C. i/bad language/  
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D. "bad language"  

 

E. /bad language/c  

 

Answer: B  

 

 

Question No : 23  

In which order are firewall policies processed on the FortiGate unit?  

 

A. They are processed from the top down as they appear in Web Config.  

 

B. They are processed based on the policy ID number shown in the left hand column of the policy window.  

 

C. They are processed using a policy hierarchy scheme that allows for multiple decision branching.  

 

D. They are processed based on a priority value assigned through the priority column in the policy 

window.  

 

Answer: A  

 

 

Question No : 24 

Which of the following statements are correct regarding logging to memory on a FortiGate unit? (Select all 

that apply.)  

 

A. When the system has reached its capacity for log messages, the FortiGate unit will stop logging to 

memory.  

 

B. When the system has reached its capacity for log messages, the FortiGate unit overwrites the oldest 

messages.  

 

C. If the FortiGate unit is reset or loses power, log entries captured to memory will be lost.  

 

D. None of the above.  

 

Answer: B,C  

 

 

Question No : 25  

Which of the following statements are correct regarding URL filtering on the FortiGate unit? (Select all that 

apply.)  

 

http://www.examkiller.net/exam-NSE5.html
http://www.examkiller.net/



