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What does Domain Keys Identified Mail (DKIM) use to verify that an email message was
sent from an authorized mail server?
 
A. Public Key Cryptography 
B. Sender Policy Framework 
C. Private Key Cryptography 
D. Domain Name Service 
 

Answer: A

 

 

Which service is compatible with Automatic Remediation with Email Security .cloud?
 
A. Google Apps 
B. Live Office 
C. Office 365 
D. Lotus Notes 
 

Answer: C

 

 

What is the purpose of Email Security.cloud Click-Time protection?
 
A. Scan email web links for malware before email is delivered 
B. Scan email web links for inappropriate content when the link is accessed by the user 
C. Scan email web links for inappropriate content before email is delivered 
D. Scan email web links for malware when the link is accessed by the user 
 

Answer: D

 

 

What is the primary vector for the delivery of Advanced Persistent Threats, per the Internet
Security Threat Reports from 2016 through 2018?
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A. USB drives 
B. Website injections 
C. Email 
D. DNS Poisoning 
 

Answer: C

 

 

What is the importance of selecting the appropriate content type, when creating a list for
Data Protection policy?
 
 
A. The content type determines the condition the list resides in. 
B. The content type determines whether the list can be used for Policy Based Encryption. 
C. The content type determines how often a list can be used. 
D. The content type determines what type of policies can be created. 
 

Answer: A

 

 

Where can an administrator locate the "Pen Number11 for an email quarantined by Anti-
Malware?
 
A. Cynic Alert Notification email 
B. Malware Alert Notification email 
C. Quarantine Alert Notification email 
D. Attack Alert Notification email 
 

Answer: B

 

 

Which Email Security.cloud service will help filter Newsletter and Marketing emails?
 
A. Anti-Malware 
B. Anti-Spam 
C. Data Protection 
D. Email Impersonation Control 
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Answer: B

 

 

What is the Symantec best practice regarding customer Mail Transfer Agent (MTA)
configuration for policy..
 
A. S/MIME TLS connection between MIA and Symantec 
B. Opportunistic TLS connection between MTA and Symantec 
C. PGP TLS connection between MTA and Symantec 
D. Enforced TLS connection between MTA and Symantec 
 

Answer: D

 

 

Where does Email Security.cloud reside when it is deployed?
 
A. Office 365 
B. Company Private Cloud 
C. Wide Area Network 
D. Local Area Network 
 

Answer: B

 

 

Which protocol is required for Email Security .cloud?
 
A. POP 
B. FTP 
C. SMTP 
D. UDP 
 

Answer: C
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Which type of attack is executed by a cybercriminal as a senior executive of a company
that targets other executives within that same organization?
 
Executive attack
 
A. Shark attack 
B. Business attack 
C. Business attack 
D. Whaling attack 
 

Answer: C

 

 

What is the Email Security .cloud Service Level Agreement (SAL) for Anti-Spam false
positives?
 
A. 0.3% 
B. 0.0003% 
C. 0.03% 
D. 0.003% 
 

Answer: B

Explanation: https://www.symantec.com/content/en/us/enterprise/fact_sheets/b-symantec-

email-security-cloud_DS.en-us.pdf 

 

 

 

When will an end user receive a block page from Click lime Protection?
 
A. When a website followed from an email link contains specific inappropriate content 
B. When a website followed from an email link contains large video files 
C. When a followed from an email link contains malware 
D. When a website followed from an email link contains pornography 
 

Answer: C
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What is the Email security.Cloud Service Level Agreement (SLA) for Anti-malware
Positives?
 
A. 0.1% 
B. 0.01% 
C. 0.001% 
D. 0.0001% 
 

Answer: D

 

 

What happens when "0 Minutes" is selected with the Cynic Maximum Hold Time to an
email?
 
A. Email is delivered bypassing Cynic completely. 
B. Email is delivered, but Cynic will continue to scan the message until a verdict is
determined. 
C. Email is redirected to a SECOPS administrator 
D. Email is put into a quarantine until Cynic determines a verdict 
 

Answer: B

 

 

Which Email security. Cloud scanning technology is bypass when a domain is added to an
‘’Approved List’’?
 
A. Anti-Malware 
B. Anti-Spam 
C. Address Registration 
D. Cynic 
 

Answer: B

 

 

Which quarantine settings are able to be manage within the Administrator Quarantine for
Security .cloud?
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A. Domain Mode Lots 
B. End User Block Lets 
C. Data Protection Policies 
D. Anti-Spam Scanning Settings 
 

Answer: A

 

 

Which industry standard type of policy, providing computer users with rules governing their
actions on a company-owned computer, would Data Protection help enforce?
 
A. Password Policy 
B. Firewall Policy 
C. Encryption Policy 
D. Acceptable Use Policy 
 

Answer: D

 

 

What are the two (2) characteristics for an email to be considered Spam? (Select two.)
 
A. Unsolicited 
B. Malicious 
C. Unwanted 
D. Bulk 
 

Answer: A,B

 

 

What best describes Symantec Cynic?
 
A. An on-premises sandbox tool 
B. A cloud sandbox tool 
C. An on-premises signature based tool 
D. A cloud signature based tool 
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Answer: B

 

 

When does Real Time Link following scan a webpage for malware?
 
A. After the Web Proxy has intercepted the web request 
B. After an email with a URL link isdelivered to the end user 
C. After an email with a URI link is clickedthe end user 
D. Beforean email with a URL link is delivered to the end user 
 

Answer: D

 

 

Where does a company's MX Record reside?
 
A. Mail Transfer Agent 
B. Postix 
C. Firewall 
D. DNS 
 

Answer: D

 

 

Which scanning technology willcreate an Advanced Threat Incident within ClientNet?
 
A. Cynic 
B. Malware Signatures 
C. Skeptic 
D. Data Protection 
 

Answer: A
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What is the basic requirement for deploying Email Security.cloud?
 
A. Office 365 
B. SMTP 
C. Microsoft Exchange 
D. POP 
 

Answer: B

 

 

What is the purpose of checking for Sender Policy Framework (SPF) Records in regards to
email security?
 
A. To ensure that the SMTP connection is encrypted 
B. To help validate domain ownership 
C. To help validate recipient email addresses 
D. To ensure that incoming emails are RFC compliant 
 

Answer: B

 

 

What is the Symantec recommended best practice for testing a Data protection policy?
 
A. Copy to administrator 
B. Tag subject line 
C. log only 
D. Redirect to administrator 
 

Answer: C

 

 

Why should an administrator configure Symantec Validation & ID Protection (VIP) with
Client Net?
 
A. To enable Data Protection Policies 
B. To enable Policy Based encryption 
C. To enable Transport Layer Security 
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D. To enable Two Factor Authentication 
 

Answer: D

 

 

What action does Symantec recommend for Image Control heuristics?
 
A. Copy suspected mail to the Image Control administrator 
B. Block and delete suspected mail 
C. Tag suspected mail within header 
D. Redirect suspected mail to the Image Control administrator 
 

Answer: D

 

 

Which type of mail Transfer Agent is required for automated group synchronization?
 
A. Domino 
B. Exchange 
C. Postix 
D. Google Apps 
 

Answer: B

 

 

What is an "outbound route", as configured w.th Email Security.cloud?
 
A. The list of a customer's domains. 
B. The list of a customer's internal email addresses. 
C. The list of a customer IP addresses that will be receiving email from Symantec. 
D. The list of a customer IP addresses that will be sending email to Symante 
 

Answer: D
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