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Which section of a policy trace would an administrator locate the original HTTP GET
request in? (Choose the best answer.)
 
 
A. Connection info 
B. HTTP section 
C. Policy decision 
D. Header 
 

Answer: D

 

 

When will a policy trace report a rule processing result of “N/A”? (Choose the best answer.)
 
 
A. When the layer containing the rule is disabled 
B. When the rule is not reached during evaluation 
C. When the rule makes no sense for the specific transaction being processed 
D. When the rule is contradicted by a subsequent rule 
 

Answer: C

 

 

Which SGOS edition is designed for Secure Web Gateway hardware deployments?
(Choose the best answer.)
 
 
A. Proxy Edition 
B. Premium Edition 
C. MACH5 Edition 
D. Basic Edition 
 

Answer: A
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Which two (2) services are provided by the ProxySG? (Choose two.)
 
 
A. Virus scanning 
B. Sandboxing 
C. Encrypted traffic management 
D. Policy enforcement 
E. Forensic analysis 
 

Answer: C,D

 

 

Which section of the sysinfo file displays information such as the number of successes and
failures? (Choose the best answer.)
 
 
A. System state statistics 
B. Logs 
C. Snapshots 
D. Health check statistics 
 

Answer: D

 

 

 
What should an administrator utilize in policies to specify which traffic should be decrypted?
(Choose the best answer.)
 
 
A. Listeners 
B. URL categories 
C. The SSL Proxy 
D. All proxy services 
 

Answer: A
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Which log facility is used to log HTTP traffic by default? (Choose the best answer.)
 
 
A. bcreportermain_v1 
B. main 
C. http 
D. elff 
 

Answer: B

 

 

What needs to be enabled for the Explicit HTTP service to be able to hand off SSL traffic?
(Choose the best answer.)
 
 
A. Early Intercept 
B. Detect Protocol 
C. Port 443 
D. Enable ADN 
 

Answer: B

 

 

Which service is provided by the ProxySG? (Choose the best answer.)
 
 
A. Virus scanning 
B. Strong authentication 
C. Edge routing 
D. Sandboxing 
 

Answer: B

 

 

Where does the ProxySG get the text of the exception page, when it sends an exception
page to a client? (Choose the best answer.)
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Question No : 9

Question No : 10
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A. From the VPM-XML file 
B. From WebPulse 
C. From the exception definition stored on the ProxySG 
D. From Symantec Technical Support 
 

Answer: C

 

 

Which detection method would detect a mismatch between the file name and its content
type? (Choose the best answer.)
 
 
A. Checking the MIME type 
B. Checking the file extension 
C. Checking the protocol type 
D. Inspecting the file signature 
 

Answer: B

 

 

Which best describes BCAAA? (Choose the best answer.)
 
 
A. An intermediary between the ProxySG and an authentication server 
B. An application that sends sysinfo snapshots to Symantec support 
C. Symantec’s internal authorization and authentication service 
D. A utility that allows a direct connection between the ProxySG and an authentication
domain. 
 

Answer: A

 

 

Which VPM layer can be most commonly used to control decrypting of SSL traffic by
authenticated username? (Choose the best answer.)
 
 
A. SSL Authentication layer 
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Question No : 12

Question No : 13

Symantec 250-556 : Practice Test

Pass Your Certification With Marks4sure Guarantee 5



B. Web Authentication layer 
C. SSL Intercept layer 
D. None of these answers 
 

Answer: C

 

 

When are software workers created during an interaction between a ProxySG and a client
requesting a webpage? (Choose the best answer.)
 
 
A. At the ProxySG’s initial configuration 
B. When SGOS receives a connection request 
C. When the ProxySG first boots up 
D. When a transaction request must be fulfilled from the Internet rather than from the cache 
 

Answer: B

 

 

In which caching technique does the ProxySG open multiple server connections to retrieve
objects referenced on a web page before the client actually issues the requests for those
objects? (Choose the best answer.)
 
 
A. Popularity contest 
B. Cost-based deletion 
C. Asynchronous adaptive refresh 
D. Pipelining 
 

Answer: D

 

 

How does an administrator create a single group in policy that includes multiple client
addresses? (Choose the best answer.)
 
 
A. Create a combined policy object. 
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B. Include the addresses in a layer guard. 
C. This can only be done using CPL. 
D. Use a dedicated layer. 
 

Answer: A

 

 

Where can an administrator create a new built-in exception on the ProxySG? (Choose the
best answer.)
 
 
A. An administrator is unable to do this 
B. In the Management Console 
C. In the CLI 
D. In the Visual Policy Manager 
 

Answer: A

 

 

Which two (2) items are considered external dependencies? (Choose two.)
 
 
A. Policy 
B. DNS 
C. CPU 
D. Authentication 
E. Memory 
 

Answer: B,D

 

 

Which two (2) files does the VPM update on the ProxySG when policy created in the VPM
is installed? (Choose two.)
 
 
A. Local policy file 
B. Central policy file 
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C. VPM-CPL file 
D. Default policy file 
E. VPM-XML file 
 

Answer: C,E

 

 

How does a network administrator access sysinfo files? (Choose the best answer.)
 
 
A. Through the CLI 
B. Through the Management Console 
C. By creating a sysinfo layer in the VPM 
D. Through the use of an advanced URL in a browser 
 

Answer: D

 

 

When does the ProxySG establish an Schannel? (Choose the best answer.)
 
 
A. When the client sends an NTLM type 2 message to the ProxySG 
B. When a client request is first received 
C. When IWA authentication fails 
D. When the client sends an NTLM type 3 message to the ProxySG 
 

Answer: A

 

 

When can more than one authentication realm be active at any given time on the
ProxySG? (Choose the best answer.)
 
 
A. Only in explicit mode 
B. Never 
C. Only in transparent mode 
D. When policy is being evaluated 

Question No : 20
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Answer: D

 

 

What results when the ProxySG bypasses traffic in explicit mode? (Choose the best
answer.)
 
 
A. An exception message is displayed to the user 
B. Only the default policy can be applied 
C. The traffic is redirected 
D. Policies are unable to be applied 
 

Answer: A

 

 

How does an administrator view policy coverage statistics? (Choose the best answer.)
 
 
A. View the Policy Coverage statistics section of the sysinfo. 
B. Use an advanced URL. 
C. Create a dedicated layer in the VPM. 
D. Use a global policy trace. 
 

Answer: B

 

 

Which two (2) methods are recommended to solve Schannel congestion? (Choose two.)
 
 
A. Use Kerberos authentication. 
B. Use origin-cookie-redirect credentials. 
C. Use special purpose agents. 
D. Use NTLM credentials. 
E. Use IP surrogate credentials. 
 

Answer: A,D
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What does it mean if WebPulse returns a URL category of “Pending”? (Choose the best
answer.)
 
 
A. The URL has NOT been categorized by WebFilter 
B. Background categorization is being performed in WebPulse 
C. An exception is being sent to the client 
D. The ProxySG waits before applying policy to the request 
 

Answer: B

 

 

How can an administrator determine the serial number of the ProxySG in the Management
Console? (Choose the best answer.)
 
 
A. This information is not visible from the Management Console 
B. Go to Statistics > Advanced 
C. Go to Configuration > Network 
D. The serial number is contained in the top right Management Console banner 
 

Answer: D

 

 

What is typically the biggest load on a CPU when managing encrypted traffic? (Choose the
best answer.)
 
 
A. Emulating certificates 
B. Using the SHA-2 hash function 
C. Using RSA encryption 
D. The need for redirection 
 

Answer: A
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