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Which component of the Cisco SD-WAN control plane architecture should be located in a
public Internet address space and facilitates NAT-traversal?
 
A. vBond 
B. WAN Edge 
C. vSmart 
D. vManage 
 

Answer: A
Reference:
https://www.cisco.com/c/dam/global/da_dk/assets/pdfs/cisco_virtual_update_cisco_sdwan_
viptela.pdf
 

 

 

Refer to the exhibit.
 

 
An engineer is configuring service chaining. Which set of configurations is required for all
traffic from Site ID 1 going toward Site ID 2 to get filtered through the firewall on the hub
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site?
 
A)
 

 
 
B)
 

 
C)
 

 
 
D)
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A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-

book/service-chaining.html 

 

 

 

For data plane resiliency, what does the Cisco SD-WAN software implement?
 
A. BFD 
B. establishing affinity between vSmart controllers and WAN Edge routers 
C. multiple vBond orchestrators 
D. OMP 
 

Answer: A

Explanation: 

 

 

 

 

What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?
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A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe
availability when other controllers are updated. 
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond
and finally on vSmart The reboot must start from WAN Edge devices. 
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmart. and
finally on the Cisco WAN Edge devices. 
D. Upgrade and reboot are performed first on vBond. then on vSmart. and finally on the
Cisco WAN Edge devices. 
 

Answer: C

 

 

Which feature template configures OMP?
 
A)
 

 
B)
 

 
C)
 

 
D)
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A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: B

 

 

Which command disables the logging of syslog messages to the local disk?
 
A. no system logging disk enable 
B. no system logging disk local 
C. system logging disk disable 
D. system logging server remote 
 

Answer: A
Reference: 
https://sdwandocs.cisco.com/Product_Documentation/Software_Features/SDWAN_Releas
e_16.3/02System_and_Interfaces/08Configuring_System_Logging
 
 
 

 

 

Where on vManage does an engineer find the details of control node failure?
 
 
A. Alarms 
B. Events 
C. Audit log 
D. Network 
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Answer: A

Explanation: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-

Tos/vmanage-howto-book/m-troubleshooting.html 

 

 

 

Which VPN connects the transport-side WAN Edge interface to the underlay/WAN
network?
 
A. VPN 1 
B. VPN 511 
C. VPN 0 
D. VPN 512 
 

Answer: C

Explanation:  

 

 

 
Refer to the exhibit. Which configuration extends the INET interface on R1 to be used by
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R2 for control and data connections?
 
A)
 

 
B)
 

 
C)
 

 
 
A. Option A 
B. Option B 
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C. Option C 
 

Answer: C

Explanation:  

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf 

 

 

 

 
Refer to the exhibit. A network administrator is setting the queueing value for voice traffic
for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?
 
 
A. 0 
B. 1 
C. 2 
D. 3 
 

Answer: A

 

 

Which combination of platforms are managed by vManage?
 
A. ISR4321, ASR1001, ENCS, lSRv 

Question No : 10
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B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud 
C. ISR4321, ASR1001, Nexus, ENCS 
D. lSR435l, ASRl009, vEdge2000, CSR1000v 
 

Answer: A
Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-
wan/nb-06-sw-defined-wan-faq-cte-en.pdf
 
 

 

 

A company must avoid downtime at the remote sites and data plane to continue forwarding
traffic between WAN Edge devices if the branch router loses connectivity to its OMP peers
Which configuration meets the requirement?
 
A)
 

 
B)
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C)
 

 
D)
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A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: D

 

 

Which device in the SD- WAN solution receives and categorizes event reports, and
generates alarms?
 
A. WAN Edge routers 
B. vSmart controllers 
C. vManage NMS 
D. vBond controllers 
 

Answer: C

Explanation: https://sdwan-

docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Pr

oduct_Help 

 

 

 

Question No : 13
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Refer to the exhibit. The network administrator has configured a centralized topology policy
that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)
 
A. The routing table is for the transport VPN. 
B. The default route is learned via OMP. 
C. This routing table is from a cEdge router. 
D. The default route is configured locally. 
E. The configured policy is adding a route tag of 300 to learned routes. 
 

Answer: B,C

 

 

In which VPN is the NAT operation on an outgoing interface configured for direct Interne!
access?
 
A. 1 
B. 10 
C. 512 
D. 0 
 

Answer: D
Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-
deploy-2019nov.pdf
 
 
 

 

 

Which policy tracks path characteristics such as loss, latency, and jitter in vManage?
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A. VPN 
B. control 
C. app-route 
D. data 
 

Answer: C

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-

17/policies-book-xe/application-aware-routing.html  

 

 

Which configuration changes the packet loss priority from low to highly?
 
A)
 

 
B)
 

 
C)
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D)
 

 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: B

Explanation:  

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-

book/forwarding-qos.html 
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Refer to the exhibit. Which configuration stops Netconf CLI logging on WAN Edge devices
during migration?
 

 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: B

Explanation: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-

book/config-cmd.html#wp3867250313 
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How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?
 
 
A. The WAN Edge routers originate multicast service routes to the vSmart controller via
OMP, which then forwards joins for requested multicast groups based on IGMP v1 or v2
toward the source or PIM-RP as specified m the original PIM join message. 
B. The vSmart controller originates multicast service routes to the WAN Edge routers via
OMP, which then forwards joins for requested multicast groups cased on IGMP v1 or v2
toward the source or PlM-RP as specified m the original PIM join message 
C. The vSmart controller originates multicast service routes to the WAN Edge routers via
OMP, which then forwards joins (or requested multicast groups based on IGMP v2 or v3
toward the source or PIM-RP as specified in the original PIM join message 
D. The WAN Edge routers originate multicast service routes to the vSmart controller via
OMP. which then forwards joins for requested multicast groups based on iGMP v2 or v3
toward the source or PIM-RP as specified in the original PIM join message 
 

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-

17/routing-book-xe/m-multicast-routing.html 

 

 

 

 

An organization wants to use the cisco SD-WAN regionalized service-chaining feature to
optimize cost and user experience with application in the network, which allows branch
routers to analyze and steer traffic toward the required network function. Which feature
meets this requirement?
 
A. Cloud Services Platform 
B. VNF Service Chaning 
C. Cloud onRamp for Colocation 
D. Cloud onRamp for laaS 
 

Answer: C

Explanation: https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-

networks/sd-wan/nb-06-cisco-sd-wan-ebook-cte-en.pdf 
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A network administrator is creating an OMP feature template from the vManage GUI to be
applied to WAN edge routers. Which configuration attribute will avoid the redistribution of
the routes back into the OMP from the LAN side?
 
 
A. configure "Number of Paths Advertised per Prefix" 
B. configure "Overlay AS Number" 
C. configure "Send Backup Paths" 
D. configure "ECMP limit" 
 

Answer: B

Explanation:  

 

 

How does the replicator role function in cisco SD-WAN?
 
 
A. WAN Edge devices advertise the rendezvous point to all the receivers through the
underlay network. 
B. vSmart Controllers advertise the rendezvous point to all the receivers through the
overlay network. 
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay
network. 
D. vSmart Controllers advertise the rendezvous point to all the receivers through the
underlay network. 
 

Answer: B

Explanation:  

 

 

Refer to the exhibit.

Question No : 21
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What binding is created using the tloc-extension command?
 
A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service 
B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service 
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport 
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport 
 

Answer: D

Explanation:  

 

 

 

 

 

 

 

Drag and drop the policies from the left onto the correct policy types on the right.
 

 
 

Answer:

Question No : 24 DRAG DROP

Cisco 300-415 : Practice Test

19



Explanation:  

 

 

 

 

 

Refer to the exhibit.
 

Question No : 25
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A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for
prefixes that are advertised for both data centers. The east data center (TLOC
101.101.101.101) is primary for east sites, and the west data center (TLOC
100.100.100.100) is primary for west sites. Which configuration change achieves this
objective?
 
 

Cisco 300-415 : Practice Test

21
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A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: A

 

 

 
Drag and drop the security terminologies from the left onto the PCI-compliant network
features and devices on the right.
 
 

 
 
 

Answer:

Explanation:  

Question No : 26 DRAG DROP
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Graphical user

interface, application

 

Description automatically generated 

 

 

 

Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path
failures in Cisco SD-WAN?
 
 
A. TLS 
B. BFD 
C. OMP 
D. BGP 
 

Answer: B

 

 

What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?
 
A. application monitoring 
B. application malware protection 
C. application visibility 
D. control policy enforcement 

Question No : 27
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Answer: C

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-

4.pdf#page=242 

 

 

 

Which set of elements are verified by the controller to confirm the identity of edge devices?
 
A. certificates, organization name and serial number of the device 
B. organization name serial number and system IP of the device 
C. certificates, organization name, and vBond domain 
D. certificates, system IP, and vBond domain 
 

Answer: A

 

 

A customer has MPLS and Internet as the TLOC colors An engineer must configure
conlroJIers with the Internet and not with MPLS Which configuration achieves this
requirement on vManage?
 
A)
 

 
B)
 

 
C)
 

Question No : 29
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D)
 

 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: B

 

 

 
Refer to the exhibit. An administrator is configuring a policy in addition to an existing hub-
and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?
 
A. hub-and-spoke 
B. mesh 
C. import existing topology 
D. custom control (route and TLOC) 
 

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-

book/controlpolicies.html#id_107219 
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Which plane builds and maintains the network topology and makes decisions on traffic
flows?
 
A. orchestration 
B. management 
C. control 
D. data 
 

Answer: C

 

 

Which API call retrieves a list of all devices in the network?
 
A. https://vmanage_IP_address/dataservice/system/device/{{model}} 
B. http://vmanage_IP_address/dataservice/system/device/{{model}} 
C. http://vmanage_IP_address/api-call/system/device/{{model}} 
D. https://vmanage_IP_address/api-call/system/device/{{model}} 
 

Answer: A

Explanation:  

 

 

Which value is verified in the certificates to confirm the identity of the physical WAN Edge
device?
 
A. Serial Number 
B. OTP 
C. System-IP 
D. Chassis-ID 
 

Answer: A

Explanation: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-

xe-gs-book/manage-certificates.html 

 

 

 

Question No : 33

Question No : 34

Cisco 300-415 : Practice Test

27



Which feature builds transport redundancy by using the cross link between two redundant
WAN Edge routers?
 
A. OMP 
B. zero-touch provisioning 
C. quality of service 
D. TLOC extension 
 

Answer: D

Explanation:  

 

 

A network administrator is bringing up one WAN Edge for branch connectivity. Which types
of tunnels form when the WAN edge router connects to the SD-WAN fabric?
 
A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller. 
B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge
routers. 
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers. 
D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller. 
 

Answer: C

Explanation:  

 

 

 

Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form
hub-and-spoke peering?
 
A. localized control policy 
B. localized data policy 
C. centralized data policy 
D. centralized control policy 

Question No : 35
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Answer: C

Explanation:  

 

 

 

Which routing protocol is used to exchange control plane information between vSmart
controllers and WAN Edge routers in the Cisco SD-WAN secure extensible network?
 
 
A. BGP 
B. OSPF 
C. BFD 
D. OMP 
 

Answer: D

 

 

An engineer is configuring a data policy for packets that must be captured through the
policy. Which command accomplishes this task?
 
A. policy > data-policy > vpn-list > sequence > default-action > drop 
B. policy > data-policy > vpn-list > sequence > action 
C. policy > data-policy > vpn-list > sequence > default-action > accept 
D. policy > data-policy > vpn-list > sequence > match 
 

Answer: B

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-

4.pdf#page=357 

 

 

 

Question No : 38

Question No : 39

Question No : 40

Cisco 300-415 : Practice Test

29




