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Refer to the exhibit.
 

 
There is a connectivity issue between Customer-1 and Customer-2 File servers between
the customers cannot send critical data R3 routes are missing from the routing table on the
Customer-1 router All interlaces on Customer-1 are up Which configuration must be
applied to router R2 to correct the problem?
 

 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
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Answer: D

 

 

Refer to the exhibit.
 
 

 
 
 
After troubleshooting an OSPF adjacency issue, routers 1, 2, and 3 have formed OSPF
 
neighbor relationships. Which statement about the configuration is true?
 
A. Router 2 receives a Type 5 LSAs from router 1 for its connected subnets 
B. Router 2 uses router 3 as the next hop for 192.168.0.0/24 
C. Router 2 uses router 1 as the next hop for 192.168.0.0/24 
D. Router 2 receives a Type 7 LSAs from router 3 for its connected subnets 
 

Answer: C

Explanation: From IOS 15.1(2)S onwards, Cisco uses the OSPF path selection order is O

> O IA > N1 > E1 > N2 > E2 https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-

path-first-ospf/212608-ospf-external-path-selection-external-t.html 

 

 

 

 

 

 

 

Question No : 2
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Refer to the exhibit Reuters R2. R3, R4 and R5 all reside in the same area, with R1 in a
different area R3 is overutilized and the engineer wants to reduce its CPU load The
engineer configured router R4 to summarize routes that it receives from R5. but R3 is still
receiving all of the R5 routes. Which action resolves the issue?
 
 
A. Configure R3 in a new area 
B. Configure R2 as a Level 1 router  
C. Configure the summary routes on R5 
D. Configure R4 as a Level I-Level 2 router  
 

Answer: A

 

 

 

Question No : 4
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✑

✑

✑

Refer to the exhibit While troubleshooting a networking issue an engineer identified a
suboptimal communication issue on route reflector RR2 In the current environment
 

Router A is a non-route-reflector client for RR1 and RR2
Routers D and E are directly connected iBGP peers.
Router F is not an iBGP peer of routers D and E

Which action resolves the issue?
 
 
A. Disable BGP Client-to-Client reflection on router RR2.  
B. Enable next-hop-self for BGP peering on router C.  
C. Remove the route-reflector configuration on router RR2.  
D. Enable next-hop-self for BGP peering on router D. 
 

Answer: B

 

 

Refer to the exhibit.
 

 
Routers within the cluster are not receiving the desired prefixes. What must be done to fix
the issue?
 
A. Clients in that cluster must have full mesh connectivity between eBGP peers. 
B. No client-to-client must be disabled. 
C. Clients in that cluster must have full mesh connectivity between iBGP peers. 
D. No client-to-client reflection must be enabled. 
 

Answer: C

 

 

Refer to the exhibit.
 
 

Question No : 5

Question No : 6
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An engineer is troubleshooting IS-IS configuration between two areas. IS-IS Area-A
network 30.1.1.0/24 is leaked into IS-IS Area-. R2 is failing to filter the route updates from
network 10.1.1.0/24. Which configuration must the engineer apply to resolve the issue?
 
 
A. R2(config)# ip prefix-list List2 seq 5 deny 10.1.1.0/24 
R2(config)# interface fastethernet 0/0 
R2(config-if)# ip router isis 100 
R2(config-if)# router isis 100 
R2(config-router)# distribute-list gateway List2 in 
B. R2(config)# ip prefix-list List1 seq 3 deny 10.1.1.0/24 
R2(config)# ip prefix-list List1 seq 5 permit 30.1.1.0/24 ge 25 1e 
R2(config)# ip prefix-list List1 seq 10 permit 0.0.0.0/le 32 
R2(config)# interface fastethernet 0/0 
R2(config-if)# ip router isis 122 
R2(config-if)# router isis 122 
R2(config-router)# distribute-list prefix List1 in 
C. R1(config)# ip prefix-list List2 seq 5 deny 10.1.1.0/24 
R1(config)# interface fastethernet 0/0 
R1(config-if)# ip router isis 100 
R1(config-if)# router isis 100 
R1(config-router)# distribute-list gateway List2 in 
R (config-if)# router isis 150 
R1(config-router)# distribute-list route-map Map1 in 
D. R2(config)# access-list 101 deny ip any 10.1.1.0 0.0.0.127 
R2(config)# access-list 101 permit ip any 30.1.1.0 0.0.0.63 
R2(config)# access-list 101 deny ip any 0.0.0.0 0.0.0.0 
R2(config)# interface fastethernet 0/0 
R2(config-if)# ip router isis 121 
R2(config-if)# router isis 121 
R2(config-router)# distribute-list 101 in 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/15-
mt/irs-15-mt-book/isis-inbound-filtering.html
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Refer to the exhibit.
 
 

 
 
 
Why is neighbor 10.1.5.5 stuck in “2WAY” state?
 
A. Router ID 10.1.5.5 is not reachable from R2 
B. OSPF authentication has failed between R2 and 10.1.5.5 
C. It is an expected behavior when OSPF network type is broadcast 
D. OSPF parameters (Area ID or hello interval) are mismatched between R2 and 10.1.5.5 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-
ospf/13683-11.html
 

 

 

After you change the IP address on an IOS XR router, you cannot ping the new address.
 
Which step did you forget to complete?
 
A. commit the configuration 
B. roll back the configuration 
C. merge the configuration 
D. save the running configuration 
 

Answer: A

 

 

Refer to the exhibit.

Question No : 7

Question No : 8

Question No : 9
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A network operator is working to filter routes from being advertised that are covered under
 
an aggregate announcement. The receiving router of the aggregate announcement block is
still getting some of the more specific routes plus the aggregate. Which configuration
change ensures that only the aggregate is announced now and in the future if other
networks are to be added?
 
A. Configure the summary-only keyword on the aggregate command 
B. Set each specific route in the AGGRO policy to drop instead of suppress-route 
C. Filter the routes on the receiving router 
D. Set each specific route in the AGGRO policy to remove instead of suppress-route 
 

Answer: A

 

 

A network engineer is troubleshooting OSPF multiarea. Which Cisco IOS XR feature

Question No : 10
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should the engineer use in order to streamline OSPF issue?
 
A. hierarchical CLI 
B. routing process enabled by default on all interfaces 
C. DR support for topology management 
D. show lp ospf topology command 
 

Answer: D

 

 

Refer to the exhibit.
 
 

 
 
 
After troubleshooting BGP traffic steering issue, which action did the network operator
 
take to achieve the correct effect of this configuration?
 
A. Routes that have passed through AS 65517 have the local preference set to 150. 
B. Routes that have originated through AS 65517 have the local preference set to 150. 
C. Routes directly attached to AS 65517 have the local preference set to 150. 
D. Routes that have passed through AS 65517 have the local preference set to 150 and
the traffic is denied. 
 

Answer: A

 

 

Question No : 11

Question No : 12
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Refer to the exhibit.
 
 

 
 
 
Which attribute can router 1 alter so that only other iBGP peers prefer to use 192.168.4.2
 
as the next hop for route 192.168.3.0/24?
 
A. MED 
B. local preference 
C. origin 
D. weight 
 

Answer: B

Explanation:  

Weight is local to the router while LP allows routers in an AS with multiple exit points to

choose which exit point is used to reach a particular NLRI. 

 

 

 

 

 
 
Refer to the exhibit.
 

Question No : 13
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A network engineer applied configuration on R1 to summarize all ISIS routes, but R2 Is still
receiving specific routes from R1. The engineer has confirmed that both routers are
configured with the correct summarization configuration, but R1 is not sending the correct
summary routes. Which configuration must be applied to router R1 to summarize routes
within Level 1?
 

 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: C

 

 

Refer to the exhibit
 
 

 
 
An engineer is configuring service traffic from router R1 to R6 as shown. Which additional
configuration must the engineer implement so that the LDP and SR domains will participate
and interwork with each other?
 

Question No : 14
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A. Router2(config)# segment-routing 
Router2(config-sr)# ldp mapping-server 
Router2(config-sr-ms)# prefix-sid-map 
Router2(config-sr-ms-map)# 
Router2(config-sr-ms-map-af)# 2.2.2.2/32 500 range 4 
B. Router2(config)# segment-routing 
Router2(config-sr)# sr mapping-server 
Router2(config-sr-ms)# ldp-sid-map 
Router2(config-sr-ms-map)# address-family ipv4 
Router2(config-sr-ms-map-af)# 10.1.1.1/32 500 range 50 
C. Router2(config)# segment-routing 
Router2(config-sr)# mapping-server 
Router2(config-sr-ms)# prefix-sid-map 
Router2(config-sr-ms-map)# address-family ipv4 
Router2(config-sr-ms-map-af)# 10.1.1.1/32 500 range 50 
D. Router2(config)# segment-routing 
Router2(config-sr)# ldp mapping-server 
Router2(config-sr-ms)# prefix-sid-map 
Router2(config-sr-ms-map)# address-family ipv4 
Router2(config-sr-ms-map-af)# 2.2.2.2/32 500 range 40 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/segment-
routing/configuration/guide/b-seg-routing-cg-asr9k/b-seg-routing-cg-
asr9k_chapter_01001.html
 
 
 
 

 

 

What are the two characteristics of route reflectors? (Choose two.)
 
 
 
 
A. If a router received an iBGP route with the originator-ID attribute set to its owm router ID,
the route is discarded.  
B. Routes received from nonclient peers are reflected to route reflector clients as well as
nonclient peers.  
C. Routes received from nonclient peers are reflected to route renector cluster as well as
OSPF peers.  
D. If a route reflector receives a route with a cluster-list attribute containing a different
cluster ID, the route is discarded.  

Question No : 15
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E. Routes received from a route reflector Client are reflected to other clients and nonclient
peers. 
 

Answer: A,E

 

 

What is the purpose of a BGP confederation?
 
A. It limits the number of routes a device receives from its peers, which reduces CPU load. 
B. It improves service by increasing the number of simultaneous iBGP peering sessions. 
C. It redirects traffic away from route reflectors, which reduces their operating load. 
D. It reduces the number of iBGP peers and increases stability. 
 

Answer: D

 

 

Which difference must an engineer consider when choosing whether to implement OSPF
or IS-IS as the routing protocol on the network?
 
 
A. The OSPF DR election process is deterministic, and the IS-IS DS election process is not
deterministic. 
B. To support fast convergence. OSPF uses the LSA arrival timer and IS-IS uses the PRC-
interval timer. 
C. IS-IS supports ordinary, stub, totally-stub. and NSSA areas, but OSPF supports only
stub areas. 
D. IS-IS links are associated with either a Level 1 area or a Level 2 area at one time, but
OSPF links are associated with multiple areas at one time. 
 

Answer: B
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/15-
s/irs-15-s-book/irs-fscnt.html
 
 
 

 

 

Question No : 16

Question No : 17

Question No : 18
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A network operator working for a telecommunication company with an employee id:
4074:92:707 is planning to implement the Nonstop Forwarding (NSR) feature on the
customer’s core network. After getting the configuration ready for NSR. on which router
should the operator implement NSR changes?
 
 
A. on the CE router 
B. on the ASBR router 
C. on the ABR router 
D. on the PE router 
 

Answer: D
Reference:
https://www.cisco.com/en/US/technologies/tk869/tk769/technologies_white_paper0900aec
d801dc5e2.html
 
 

 

 

Question No : 19
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Refer to the exhibit. An engineer working for a private telecommunication company with an
employee id: 4233:46:364 notices that the customer network going through AS30-
AS65001-AS65000 is experiencing packet drops when it accesses an application at
172.16.20.1/32 In the DC cloud. The BGP link between AS20 and AS30 is inaccessible
because of a fiber cut. Routers RL, RN, and RZ are configured with confederation identifier
10. Which action resolves this Issue?
 

 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: A

 

 

Refer to the exhibit.
 
 

 
 
 
CE1 and CE2 cannot communicate through the service provider BGP peering is
 
established between PE1 and PE2. IS-IS is the only routing protocol running in the service
provider core. What
 

Question No : 20
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step can be done to troubleshoot the issue?
 
A. Switch the IGPs running in the core from IS-IS to OSPF to support a Cisco MPLS TE
tunnel from PE1 to PE2. 
B. Configure BGP between CE and PE routers. 
C. Confirm that IS-IS is running with metric-style narrow. 
D. Verify the MPLS LSPs. 
 

Answer: D

 

 

What is used by SR-TE to steer traffic through the network?
 
A. shortest path calculated by IGP 
B. dynamic rules 
C. path policy 
D. explicit maps 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/segment-
routing/configuration/guide/b-seg-routing-cg-asr9k/b-seg-routing-cg-
asr9k_chapter_0100.html
 

 

 

 
Refer to the exhibit.
 
 

 

Question No : 21

Question No : 22
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An engineer working on a client’s network is trying to solve the BGP community issue on
R1 and R2 routers. After displaying the BGP entries, the engineer notices that both routers
still have different outputs. Which action must the engineer perform to any of the routers to
correct the problem and get the same output?
 
 
A. Execute the Ip bgp-community new-format command in Router1 . 
B. Remove the Ip bgp-community new-format command in Router1 . 
C. Advertise the route to Router2 as standard community. 
D. Advertise the route to Router2 as extended community. 
 

Answer: A
Reference: https://www.noction.com/blog/understanding-bgp-communities
 
 

 

 

 

Question No : 23
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✑

✑

✑

 
Refer to the exhibit. A network engineer is investigating a report of packet drops between
the branch site and the central site.
 

The two sites are connected via OSPF and RSVP-TE tunnels.
Traffic from the central site to the branch site is passing normally.
Technicians at both sites successfully ping the loopback IP addresses on routers
R1 and R2.

Which configuration corrects the packet-drop problem?
 
 

 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: D

 

 

Question No : 24
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Refer to the exhibit.
 
 

 
 
 
Which LSA type is indicated by this router output?
 
A. type 3 LSA 
B. type 4 LSA 
C. type 1 LSA 
D. type 2 LSA 
 

Answer: C

 

 

 

 
Refer to the exhibit. A network engineer just replaced five routers on this OSPF network.
When the routing protocol is brought up, R5 cannot reach routes that originate on R1. The
engineer verified that all connected links have established neighbor relationships. R5
reaches routes originating on R3 and R4. Which action resolves the issue?
 
A. Configure an OSPF virtual link to bridge Area 0 on routers R3 and R4.  
B. Configure automatic neighbor discovery on RI and R5.  
C. Configure OSPF to have a contiguous Area O.  
D. Configure each link to be point-to-point.  
 

Question No : 25
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Answer: A

 

 

 

 
Refer to the exhibit. An engineer is troubleshooting an issue with this network and notices
that prefixes from R3 are missing on the R1 routing table Due to repeated ASN when the
10 0 0 0'8 prefix from R3 arrives at R1, BGP automatically rejects it There is no prefix-list
on R1 which blocks the traffic from R3 What should the engineer do to fix the problem so
that BGP allows that prefix on R1?
 
 
A. Configure R2 as a route reflector client of R1.  
B. Configure the allowas-in command on R1.  
C. Configure the next-hop-self command on R2.  
D. Configure identical confederation ASNs on R1 and R2.  
 

Answer: B

 

 

 
Compare different features between OSPFv2 and OSPFv3. Drag and drop the descriptions
of OSPF from the left onto the correct OSPF versions on the right.
 

Question No : 26

Question No : 27 DRAG DROP

Cisco 300-510 : Practice Test

20



 
 

Answer:
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Explanation:  

 

 

 

 

What is the role of segment routing mapping server?
 
A. It advertises a local SID mapping policy to all the mapping clients. 
B. It works with IGP instances to calculate the prefix-SIDs in the absence of a mapping
policy. 
C. It selects multiple mapping entries to create overlapping active mapping policies. 
D. It reads and translates remotely received SIDs from other mapping servers to create SID
mapping entries. 
 

Answer: A

Explanation:  

 

Question No : 28
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Refer to the exhibit.
 
 

 
 
A network engineer has divided AS into confederations. Due to repeated ASN, when the
10.0 0.0/8 prefix from R1 arrives to R2, BGP automatically rejects it. What should the
engineer do to fix the problem so that BGP allows that prefix on R2?
 
 
A. Configure the command as-override on R1. 
B. Configure the command allowas-in on R2. 
C. Configure the command allowas-in on all the PE routers. 
D. Configure the command as-override on R2. 
 

Answer: B
Reference: https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-
bgp/112236-allowas-in-bgp-config-example.html
 
 
 

 

Question No : 29
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Refer to the exhibit A network engineer configured the redistribute connected subnets
route-map filtering command on R1 to redistribute connected interfaces to the OSPF
process The engineer also wants to filter out IP address 10 0 1 0/24. but the prefix still
appears in the routing tables of the other routers on the network. Which action corrects the
problem?
 
 
A. Remove route-map sequence 30.  
B. Add a set statement to route-map sequence 20.  
C. Change the deny statement in access list 2 to permit  
D. Remove the subnets keyword from the redistribute connected subnets route-map
filtering command.  
 

Answer: C

 

 

 
Which type of BGP attribute does a route reflector attach to routes learned from iBGP
peers that allows them to be accepted by other iBGP peers, thereby eliminating the need
for a full-mesh BGP topology?
 
 

Question No : 30

Question No : 31
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A. well-known mandatory  
B. optional transitive  
C. well-known discretionary  
D. optional non transitive 
 

Answer: D

 

 

Refer to the exhibit.
 
 

 
 
 
An engineer is addressing an IS-IS design issue which is running within the topology. All
 
links are running on FastEthernet, except the link between R5 and R4, which is Gigabit
Ethernet. Which statement about the design is true?
 
A. R4 prefer to reach R5 using R1 as the next hop 
B. All links have equal cost if the default metric is used 
C. R5 prefers to use R4 as the next hop for all routes 

Question No : 32
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D. R1 prefer to use R5 as the next hop to reach R4 
 

Answer: B

 

 

 
 
Refer to the exhibit.
 
 

.
 
 
R1 is expected to receive routes originating from AS 65516 and from any ASs that are
directly attached to it. However, R1 is receiving routes only from AS 65516. Which action
corrects the configuration?
 
 
A. Change the regular expression in the AS-path permit filter to .*. 
B. Change the regular expression in the AS-path permit filter to ^65516_[0-9]*$. 
C. Add the regular expression ^$. in the AS-path filter to permit the traffic from R2. 
D. Change the regular expression in the AS-path permit filter to _65516_. 
 

Answer: B

 

 

Question No : 33

Question No : 34
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Refer to the exhibit.
 
 

 
 
R3 is:
 
 
Which command must the engineer implement to resolve the issue?
 
 
A R3# ip msdp sa-filter in 192.168.3.1
 
B. R3# no ip msap sa-filter in 192.168.1.1
 
C R3# no ip msdp peer 192.168.1.1
 
D. R3# ip msdp sa-filter out 192.168.1.1
 
 
A. failing to accept multicast RP information from Domain-A 
B. advertising MSDP SA messages to R1 and R4 
C. receiving SA messages only from R4 
 

Answer: B
Reference: https://allthingsnetworking.wordpress.com/2014/06/27/pim-msdp-sa-filter/
 
 

 

 

Question No : 35
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Refer to the exhibit
 
 

 
 
 
Which router does R1 install as an alternate next hop when trying to reach R3 if LFA is
 
enabled?
 
A. R5 
B. R3 
C. R4 
D. R2 
 

Answer: D

 

 

 
Refer to the exhibit.
 

Question No : 36
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An engineer applied the summarization configuration on R1 for four networks
(192.168.20.0/24 to 192.168.23.0/24) in area 1 and eight networks (192.168.32.0/24 to
192.168.39.0/24) in area 2 to stop the flooding of all the customer routes. While checking
the routing table of R2, the engineer noticed that R1 is still sending only specific routes to
R2. Which configuration should the engineer apply on R1 to summarize routes?
 

 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
 

Answer: C

 

 

 
What is the difference between basic IS-IS and OSPF packet types?
 
 
A. IS-IS and OSPF use area packets, but only IS-IS uses sequence number packets. 
B. IS-IS and OSPF use link-state update packets, but only OSPF uses link-state ACK
packets. 
C. IS-IS and OSPF use Hello packets, but only OSPF uses DBD packets. 
D. IS-IS and OSPF use link-state update packets, but only IS-IS uses DBD packets. 
 

Answer: C
Reference: https://www.ciscopress.com/articles/article.asp?p=26850&seqNum=4
 

Question No : 37
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