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An end user opened a ticket, stating that before logging in to Jabber for Windows, a
warning is displayed that a server certificate has expired. Which two certificates must be
verified on the Cisco Unified Communications Manager and IM&P deployment? (Choose
two.)
 
 
A. capf on Cisco Unified CM 
B. cup-xmpp on IM&P 
C. callmanager on Cisco Unified CM 
D. tomcat on Cisco Unified CM 
E. cup on IM&P 
 

Answer: B,D

Explanation: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-

presence/116917-technote-certificate-00.html 

 

 

 

 

 

Which two SSO features are true? (Choose two.)
 
 
A. allows Jabber to use LDAP directory services for contact imports 
B. allows LDAP user import on Cisco Unified Communications Manager 
C. improves productivity by reducing time spent re-entering credentials for the same
identity 
D. transfers the authentication from the system that hosts the applications to a third-party
system 
E. reduces costs by decreasing the number of help calls that are made for voicemail PIN
resets 
 

Answer: C,D
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/
SAML_SSO_deployment_guide/11_0_1/CUCM_BK_SF9D0502_00_saml-sso-deployment-
guide-1101/ CUCM_BK_SF9D0502_00_saml-sso-deployment-guide-11_chapter_01.html
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SAML SSO is enabled in Cisco Unified Communications Manager. What happens when a
browser-based client attempts to access a protected resource on a service provider?
 
 
A. The browser follows the redirect and issues an HTTPS GET request to the IdP. 
B. The IdP checks for a valid browser session. 
C. The service provider generates a SAML authentication request. 
D. The SAML request is maintained as a query parameter in the GET request. 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/
SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-
12_5/cucm_b_saml-sso- deployment-guide-12_5_chapter_01.html
 
 

 

 

 
An administrator is troubleshooting a Cisco Jabber Deskphone Control Issue. Which CTI
event from the logs denotes that the request from Jabber to CTl Manager must the
administrator check?
 
 
A. CTI ProviderOpenRequest 
B. CTI ProviderRequest 
C. CTI OpenRequest 
D. CTI AvailableRequest 
 

Answer: A

 

 

An engineer must verify that the DNS SRV entries that are configured have the correct
Information. How Is this configuration completed via a Windows machine?
 
 
A. Go to Windows Explorer and type nslookup. Set the type=internet, and then enter the
SRV record. 
B. Go to the command prompt and type dnslookup. Set the type=sip. and then enter the
SRV record. 

Question No : 3

Question No : 4

Question No : 5
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C. Go to Internet Explorer and type nslookup. Set the type=srv, and then enter the SRV
record. 
D. Go to the command prompt and type nslookup. Set the type=srv, and then enter the
SRV record. 
 

Answer: D

 

 

What are two authentication mechanisms for identity provider authentication? (Choose
two.)
 
A. UID 
B. PKI/CAC 
C. ACS 
D. Password only 
E. Kerberos 
 

Answer: B,C

 

 

Refer to the exhibit.
 
 

 
 
 
A customer reports that after a network failure, all of the Cisco Jabber clients are not
switched back to their home nodes. An engineer determines that the primary Cisco IM&P
server is in Failed Over state. Which two actions should be performed to bring the system
back to operational state and to prevent future occurrences? (Choose two.)
 
 
A. Advise all users to re-login to their Jabber clients. 
B. Confirm that both IM&P servers are configured in the Presence Redundancy Group
configuration pane. 

Question No : 6

Question No : 7
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C. Perform a restart of the IM&P primary server to force fallback. 
D. Click the Fallback button in the Server Action pane. 
E. Set the Automatic Failover parameter in the Server Recovery Manager Service
Parameters to the value True. 
 

Answer: B,D

 

 

Refer to the exhibit.
 
 

 
 
 
Users report that they cannot see the Chat Rooms icon on their Cisco Jabber clients. This
feature works without issue in the lab. An engineer reviews the Cisco IM&P and Jabber
configuration and finds that the jabber-config.xml file is configured properly to support this
feature. Which activity should be performed on the IM&P server to resolve this issue?
 
 
A. Activate Cisco XCP Connection Manager in Cisco Unified Serviceability > Tools >
Service Activation. 
B. Restart Cisco XCP Message Archiver in Cisco Unified Serviceability > Tools > Control
Center – Feature Services. 
C. Restart XCP Text Conference Manager in Cisco Unified Serviceability > Tools > Control
Center – Network Services. 
D. Activate XCP Text Conference Manager in Cisco Unified Serviceability > Tools >
Service Activation. 
 

Answer: D
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/jabber-
windows/118684- probsol-chat-00.html

Question No : 8
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What are two Cisco Jabber 12.6 on-premises deployment types that can be run on a
Windows-enabled PC? (Choose two.)
 
 
A. Contact Center Agent 
B. IM-only 
C. multicloud-based 
D. Full UC 
E. cloud-based 
 

Answer: B,D
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_6/cjab_b_on-
prem-deployment- cisco-jabber_12-6.pdf
 
 

 

 

Drag and drop the SAML components from the left onto the descriptions on the right.
 

 
 

Answer:

Question No : 9
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Explanation:  

Graphical user

interface

 

Description automatically generated with medium confidence 

 

 

 

Which statement describes a role of AXL communications in the BLF Plug-in Service of the
Cisco Unified Attendant Console?
 
 
A. The AXL communications allow registered attendants to log in to Cisco Unified
Communications Manager and receive calls. 
B. The AXL communications enable Device Resolution Manager to resolve the device
statuses of operator and system devices. 
C. The AXL communications is required after installation to verify that the specified CTI
manager or managers and Cisco Unified Attendant Console versions match. 
D. The AXL communications is required after installation to verify that the specified CTI
manager or managers and Cisco Unified CM versions. 
 

Answer: B

Explanation:  

"Part of the Cisco Unified Attendant Console Advanced BLF Plug-in service known as

Question No : 11
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Device Resolution Manager (DRM) uses AXL to communicate with Cisco Unified

Communications Manager. The AXL communications enable DRM to resolve the BLFs of

operator and system devices, and to synchronize system devices within the Cisco Unified

Communications Manager database." 

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cucmac/cuaca/12_0_4/admin_

guide/CUACA_AG_120402.pdf 

 

 

 

A collaboration engineer is installing Jabber for Windows via the CLI Which two
authentication command line arguments ensure that the client authenticates to a Cisco
UCM server? (Choose two.)
 
 
 
A. CCMCIP=10.10.10 99 
B. CUP_ADDRESS=10.10.10.98 
C. CTI=10.10.10.97 
D. REGISTRATION_SERVER=CUCM 
E. EXCLUDED_SERVICES=Webex 
 

Answer: B,D

 

 

Which entity is a standard component used for authentication by SAML 2.0?
 
 
A. identity provider 
B. session broker 
C. Internet service provider 
D. client access server 
 

Answer: A

 

 

Which description of an IdP server is true?

Question No : 12

Question No : 13

Question No : 14
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A. authenticates user credentials 
B. provides user authorization 
C. is an authentication request that is generated by a Cisco Unified Communications
application 
D. consists of pieces of security information that are transferred to the service provider for
user authentication 
 

Answer: A

Explanation:  

SSO uses Security Assertion Markup Language (SAML) to exchange authentication details

between an Identity Provider (IdP) and a service provider. The identity provider

authenticates user credentials and issues SAML assertions, which are pieces of security

information transferred from the identity provider to the service provider for user

authentication. Each assertion is an XML document that contains trusted statements about

a subject including, for example, username and privileges. SAML assertions are usually

digitally signed to ensure their authenticity. 
Reference:
 
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/exp
ress_11_6_2/features/guide/uccx_b_features-guide-1162/uccx_b_features-guide-
1162_chapter_010.html#concept_D4C0DDEE975FE5C9416479AB5D778237
 
 

 

 

An engineer is configuring a customer’s environment for Jabber user over mobile and
remote access. The customer’s internal domain. Which Jabber parameter defines the
external service discovery domain statistically?
 
 
A. UPN discovery enabled 
B. exclude services 
C. services domain 
D. voice services domain 
 

Answer: B

 

 

Refer to Exhibit.

Question No : 15

Question No : 16
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An engineer is troubleshooting operation performance in the network. Which account
should be taken to restore high availability in the sub cluster?
 
 
A. Start all critical services on the second node, and select the Fallback button in the
“Presence Redundancy Group Configuration” 
B. Go to “Presence Redundancy Group Configuration” on the Cisco UCM Administration
page and select the Fallback button. 
C. Start all critical services on both nodes and select “rebalance users” in the “Presence
User Assignment” 
D. Go to “Presence User Agreement” on the Cisco UCM Administration page and select
“rebalance users” for all users. 
 

Answer: A

 

 

Question No : 17
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Refer to the exhibit. A collaboration engineer is troubleshooting Cisco Unity Express
integrated with Cisco UCME. Internal users and external callers report that calls to the
auto-attendant are answered, but that greeting is not being played. Which two actions must
the engineer take to resolve the issue? (Choose two.)
 
 
 
A. Change the trigger number. 
B. Change the welcome prompt setting. 
C. Rerecord AAWelcome.wav. 
D. Increase the number of sessions on the aa2 application. 
E. Change the language setting on the prompt. 
 

Answer: C,D

 

 

Question No : 18
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A collaboration engineer is troubleshooting a Cisco Jabber IM and Presence issue Cisco
TAC asked the engineer to generate a client-side problem report Which set of actions must
the engineer perform to find and download the problem report logs?
 
A. Click the Help menu select Report a problem and follow the instructors 
B. Click Settings Help and follow the instructions 
C. Click Settings Help Reports and follow the instructions 
D. Click Admin select Logs and follow the instructions 
 

Answer: A

 

 

Users report that they are unable to check voicemail. and an engineer discovers that the
voicemail system is not routing calls between Cisco Unity Connection and Cisco UCM via
SCCP Which action should be taken to resolve this issue?
 
A. Verify registration of the CTI ports. 
B. Verify OPTIONS Ping in the SIP trunk profile. 
C. Verify voicemail SIP trunk in the route list. 
D. Verify Calling Search Space in the Directory Number setting. 
 

Answer: D

 

 

Refer to the exhibit.
 
 

 
 
 
Which end-user option can resolve this issue?
 
 
A. Standard CTI Reception of SRTP Key Material 
B. Standard CTI Allow Calling Number Modification 
C. Standard CTI Allow Control of Phones Supporting Rollover Mode 
D. Standard CTI Allow Call Monitoring 
 

Question No : 19

Question No : 20
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Answer: C

Explanation:  

https://community.cisco.com/t5/collaboration-applications/jabber-for-windows-cannot-

control-8841-desk-phone/td-p/2569503 

 

 

 

 

 

 
Refer to the exhibit. A collaboration engineer restored a failed primary node of an
active/standby IM and presence subcluster. The engineer notices that users fallback to the
node occurred. Which action resolves this issue?
 
A. Reboot the primary node 
B. Wait for the primary node to establish 30 minutes of uptime 
C. Modify the Client Re-Login Limits 
D. Set the Keep-Alive (Heartbeat) interval to 15. 
 

Answer: C

 

 

 
An engineer Is troubleshooting an MWI Issue between Unity Express and CallManager
Express. In the debug SIP logs, the engineer can see CallManager Express responding to
Unity Express with a 488 Not Acceptable Media message. Which action resolves the
issue?
 

Question No : 21

Question No : 22
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A. Ensure that codec G.722 Is configured In the dial peer. 
B. Ensure that codec G.711ulaw is configured in the dial peer. 
C. Ensure that codec G.711alaw is configured In the dial peer. 
D. Ensure that codec G.729 is configured In the dial peer. 
 

Answer: B

 

 

A collaboration engineer configured high availability for Cisco IM and Presence service The
engineer wants to ensure that client failovers do not disrupt other users on the secondary
node What must the engineer configure to accomplish this goal?
 
 
 
A. "Maximum Requests Per Child” on the SIP Proxy service 
B. "Maximum database requests to allow" on the XCP Router service 
C. "EWS Status Frequency" on the Presence Engine service 
D. "CUPC 8.5 And Higher - Re-Login Limits" on the Server Recovery Manager service 
 

Answer: D

 

 

 
A customer is using Cisco Unified IM and Presence with high availability and has reported
that their primary node is not providing any IM and Presence services. What is causing this
issue? 
 
 
A. The presence redundancy group node state of the primary node is 'idle". 
B. The presence redundancy group node state of the peer node is "normal". 
C. The presence redundancy group node state of the primary node is 'initializing". 
D. The presence redundancy group node state of the peer node is 'running in backup
mode". 
 

Answer: D

 

 

Question No : 23

Question No : 24

Question No : 25

Cisco 300-810 : Practice Test

14



An administrator must connect multiple Unity Connection clusters using Digital Networking.
Which service is required tor the administrator to achieve Digital Networking between the
clusters?
 
A. Connection Digital Networking Replication Agent 
B. Connection Digital Networking Service 
C. Connection Digital Networking Replication Service 
D. Connection Digital Networking Agent 
 

Answer: A

 

 

A collaboration engineer is troubleshooting Apple push notification Issues and calls Cisco
TAC for assistance. The Cisco TAC Engineer indicates that diagnostic information has not
been received for the cluster. Which action resolves this issue?
 
 
A. Temporarily enable manual downloads of log files from the Cisco Cloud Onboarding
page on Cisco UCM. 
B. Temporarily disable push notifications so that Cisco UCM can generate the diagnostics
log files. 
C. Enable "Send encrypted PII to the Cisco Cloud for troubleshooting" on the Cisco Cloud
Onboarding Configuration page. 
D. Enable "Send Troubleshooting Information to the Cisco Cloud" on the Cisco Cloud
Onboarding Configuration page. 
 

Answer: D

 

 

Which SIP request type is used by Cisco Unity Connection to inform Cisco Unified
Communications manager that the Message Waiting Indicator must be turned on or off for
a specific line?
 
 
A. NOTIFY 
B. UPDATE 
C. SUBSCRIBE 
D. PUBLISH 
 

Answer: A

Question No : 26

Question No : 27
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Refer to the exhibit.
 

 
An administrator is troubleshooting an issue with XMPP Federation between two. eight-
node IM and Presence clusters. After looking at the logs, the administrator finds this
message and must publish one or more DNS SRV records containing one or more
addresses of the IM and Presence node(s). How many nodes must be selected to publish?
 
A. 1 
B. 5 
C. 10 
D. 20 
 

Answer: A

 

 

An administrator must Implement toll-fraud prevention on Cisco Unity Connection by using
restricted tables. Which action accomplishes this task?
 
 
 
A. Block all numbers that start with 999*. 
B. Allow calls to international operators and conference rooms only. 
C. Permit calls only to specific domestic long-distance area codes. 
D. Allow calls to the international operator only. 
 

Answer: C

 

 

Which DNS record is used for on-premises service by Jabber clients?
 
 
A. _collab-edge._tcp.<domain> SRV record 
B. _cisco-uds._tls.<domain> SRV record 

Question No : 28

Question No : 29

Question No : 30
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C. _cisco-uds._tcp.<domain> SRV record 
D. <tftp server FQDN> A record 
 

Answer: C
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/Windows/9_7/
CJAB_BK_C606D8A9_00_cisco-jabber-dns-configuration-
guide/CJAB_BK_C606D8A9_00_cisco-jabber-dns- configuration-guide_chapter_010.html
 
 

 

 

An engineer is configuring a Jabber client installation switch for a phone system using
Cisco UCM as the registration server, with a softphone control address of 10.0.1.200. and
configuration files received from 10.11.20.201 after all previous configurations are cleared.
Drag and drop the snippets from the bottom of the image onto the blanks in the image to
complete this configuration. Not all options are used.
 

 
 
 

Answer:

Explanation:  

 

 

 

Question No : 31 DRAG DROP
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Refer to the exhibit. An engineer assists a user who reports that the voicemall notifications
show correctly on the desk phone are not available in the jabber client. Which action
resolves this issue?
 
 
A. Reset the Jabber client and have the user sign in again 
B. Set the voicemail profile on the user’s line on the CSF device. 
C. Configure the voicemail profile on the user’s service profile 
D. Ensure that the voicemail server is listed in the user’s CTI profile 
 

Answer: C

 

 

An administrator is configuring Cisco Unity Connection call handlers The administrator
wants to ensure that all outside callers are played a welcome message and then are
transferred to a live operator The administrator wants to restrict the callers from interrupting
the welcome message with key presses Under which call handler menu is this task
accomplished?
 
 
A. Greetings 
B. Transfer Rules 

Question No : 33
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C. Caller Input 
D. Message Settings 
 

Answer: C

 

 

An administrator needs to prevent toll fraud on Cisco unity connection. Which action should
be taken to accomplish this task?
 
 
A. modify the class of restriction 
B. set up class of restriction in the Cisco IOS Voice Gateway 
C. set up all restriction tables to prevent calls to the operator 
D. assign a CSS that does not have calling rights to the caller extension. 
 

Answer: C

 

 

 
 
Refer to the exhibit. A Cisco Jabber for windows users Is reporting an Issue with phone
control. Which action will resolve this issue?
 
 
A. Change the privacy setting on the CSF device to "Off”. 
B. Uncheck "logged into hunt group" on the user's CSF device. 
C. Create a device profile for the phone. 
D. Add the standard CCM end users and standard CTl enabled permission groups for the
user. 
 

Question No : 34

Question No : 35
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