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Question: 1 
What are two key points of the Cisco Security and Threat Landscape module? (Choose two.) 
 
A. The Cisco Security Solutions Portfolio drives customer business outcomes by providing 
threat-centric defense, visibility and control, and flexible solutions 
 
B. The threat landscape is expanding, becoming more complex, and threats are increasingly 
costing more to customers 
 
C. The Cisco Security Solutions Portfolio stops all threat from entering a customers network. 
 
D. Customers need several solutions to protect their environment. 
 
Answer: A,B 
 
 
Question: 2 
Which feature of AnyConnect provides you the ability to identify data breaches as they happen? 
 
A. Flexible AAA Options 
 
B. Network Visibility Module 
 
C. Differentiated Mobile Access 
 
D. Trusted Network Detection 
 
Answer: B 
 
 
Question: 3 
Which two Cisco products are a part of the "endpoints" threat-centric solution module? (Choose 
two.) 
 
A. Cisco Umbrella 
 
B. Cisco Defense Orchestrator 
 
C. Cisco VPN 3000 
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D. Cisco Stealthwatch 
 
E. Cisco AMP for Endpoints 
 
Answer: A,E 
 
 
Question: 4 
Which are three main elements of the Cloud App Security? (Choose three.) 
 
A. Cloud Data Loss Prevention 
 
B. Rapid Breach Remediation 
 
C. User and Entity Behavior Analytics 
 
D. Apps Firewall 
 
E. DNS-Layer Protection 
 
Answer: A,D,E 
 
 
Question: 5 
Which is a key feature that Advanced Malware Protection provides? 
 
A. Dynamic Content Analysis 
 
B. Reputation Analytics 
 
C. Retrospective Security 
 
D. Dynamic URL Filtering 
 
Answer: A 
 
 
Question: 6 
Which are two key Cisco products that are part of the web threat-centric solution? (Choose two.) 
 
A. Cisco Defense Orchestrator 
 
B. Cisco Umbrella 
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C. Cisco Identity Services Engine 
 
D. Cisco Web Security Appliance 
 
E. Cisco Email Security Appliance 
 
Answer: B,D 
 
 
Question: 7 
Which feature of ISE is Terminal Access Control System (TACACS) a part of? 
 
A. Device Administration 
 
B. Device Profiling 
 
C. Centralized policy management 
 
D. Guest access management 
 
Answer: A 
 
 
Question: 8 
Which two products are part of Cisco's Data Center threat-centric solution? (Choose two.) 
 
A. Rapid threat detection through NGFW and NGFWv 
 
B. Enforced device security with Meraki 
 
C. URL filtering 
 
D. Relationship segmentation 
 
E. Automated policy enforcement with ASAv 
 
Answer: A,E 
 
 
Question: 9 
Which feature of AMP tracks the movement of a file within the environment and monitors its 
disposition over time? 
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A. Trajectory 
 
B. Fuzzy Fingerprinting 
 
C. Machine Learning 
 
D. ThreatGrid 
 
Answer: A 
 
 
Question: 10 
Which Cisco solution falls under Advanced Threat? 
 
A. Umbrella 
 
B. Identity Services Engine 
 
C. Stealthwatch 
 
D. Threat Grid 
 
Answer: C 
 
 
Question: 11 
Which two options are attack vectors of the threat-centric defense? (Choose two) 
 
A. Voicemail 
 
B. Backups 
 
C. Mobile 
 
D. Video surveillance 
 
E. Cloud apps 
 
Answer: C,E 
 
 
Question: 12 
Which two Cisco products are part of the mobile threat-centric solution module? (Choose two.) 
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A. Advanced sandboxing with Threat Grid 
 
B. Automated policy enforcement with ASAv 
 
C. Enhanced control access with ISE and Cloudlock 
 
D. Software-defined segmentation through TrustSec 
 
E. Enforced device security policies with Meraki 
 
Answer: C,E 
 
 
Question: 13 
Which three options does Cisco provides customers in terms of “Visibility and Control” against 
today's threats? (Choose three) 
 
A. Granular device visibility and management 
 
B. Unparalleled network and endpoint visibility 
 
C. 18-month device release cycle 
 
D. Bandwith Utilization Monitoring 
 
E. Comprehensive policy enforcement 
 
F. Fast device policy updates 
 
Answer: A,B,F 
 
 
Question: 14 
Which Stealthwatch component is a physical or virtual appliance that aggrages and normalizes 
NetFlow data? 
 
A. Investigate 
 
B. Stealthwatch Management Center 
 
C. Flow Collector 
 
D. UOP Director 
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