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A systems administrator needs to apply a custom ESXi image to a host using VMware 
Imaging Appliance (VIA). Which statement is correct when preparing a host for imaging? 

 
A. Onboard NICs should be enabled on the server. 
B. VIA service does not support UEFI boot mode. 
C. VMware Cloud Builder appliance must be deployed in a tagged VLAN/Network. 
D. PXE Boot must be configured as the second boot option. 

 
Answer: A 
Explanation: This is because VIA service uses PXE boot to install ESXi on the servers, 
and it requires onboard NICs to be enabled and connected to an untagged VLAN/Network1 
. 
According to VMware documentation on VMware Imaging Appliance, when preparing a 
host for imaging using VIA, it is recommended to enable the onboard NICs on the server. 
This enables the network adapter to participate in the boot sequence of the host to retrieve 
the image from the Imaging Appliance. 
Here is the relevant quote from the documentation: 
"To prepare the host, ensure that the onboard NICs are enabled on the server. During boot 
up, the server firmware detects the network adapter and adds it to the boot sequence list 
so that it can participate in network boot." 

 
https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-deploy/GUID-735928E5- 
1DD7-44E5-BE32-E598230326AD.html 

 
 
 
 
 

 
A VMware Cloud Foundation administrator created a Tanzu Namespace in one of the 
workload domains. Which two functions related to permissions can be performed on the 
newly created Namespace? (Choose two) 

 
A. Add permissions only from the vSphere.local domain. 
B. Permissions can be set to either view or edit. 
C. Add permissions to users from vCenter Single Sign-On identity sources. 
D. Add a custom role to create more granular permissions. 
E. Add permissions to local vSphere with Tanzu users only. 

 
Answer: C,D 
Explanation: A quote from reference [1] states that, "To add permissions to users or 
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groups from vCenter Single Sign-On identity sources, the Tanzu Kubernetes cluster 
administrator can use either the vSphere Client or kubectl." 
Another quote from reference [1] states that, "By default, a Tanzu Kubernetes cluster 
includes a set of predefined roles that provides granular permission control for Kubernetes 
objects. The predefined roles enable cluster groups to be created with specific permissions 
across the Kubernetes namespace hierarchy. Administrators can also create custom roles 
to provide more granular permission control that is specific to their organization's 
requirements." 
References: [1] Tanzu Kubernetes Cluster or Supervisor Cluster[1]: Which do I choose? - 
https://blogs.vmware.com/virtualblocks/2022/06/23/tanzu-kubernetes-cluster-or-supervisor- 
cluster-which-do-i-choose/ 

 
 
 
 
 

 
A systems administrator wants to integrate Microsoft Certificate Authority with SDDC 
Manager and has already established a connection between the components. 

 
Which pre-requisite step is required for this integration to work? 

 
A. Verify that the self-signed certificates have been replaced with signed certificates from 
Microsoft Certificate Authority. 
B. Verify that a customized certificate template has been configured on the SDDC Manager 
C. Verify that the Microsoft Certificate Authority Server has the RBAC roles configured on 
the same machine where the Certificate Authority role is installed. 
D. Verify that the Microsoft Certificate Authority Server has been configured for basic 
authentication 

 
Answer: D 
Explanation: This is because according to VMware documentation6, when integrating 
Microsoft Certificate Authority with SDDC Manager, you need to configure basic 
authentication on the Microsoft Certificate Authority Server and provide valid credentials 
when establishing a connection from SDDC Manager. 

 
 
 
 
 

 
A VMware administrator is tasked to upgrade a VMware Cloud Foundation (VCF) 
environment that is running on DellEMC PowerEdge servers. 
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During the ESXi software upgrade for the VI Workload Domain hosts, the administrator 
receives an error stating that the correct storage driver is not available, although the 
storage adapters are enabled in the BIOS. 

Which action should the administrator take to fix this issue? 
 
A. Use the Dell EMC customized image for the ESXi build in the VCF bill of materials. 
B. Upgrade the storage adapter firmware to the latest version. 
C. Use the image for the ESXi build in the VCF bill of materials. 
D. Upgrade the BIOS firmware to the latest version. 

 
Answer: A 
Explanation: when upgrading ESXi software on Dell EMC PowerEdge servers using 
SDDC Manager Lifecycle Management (LCM), you must use a Dell EMC customized 
image that contains drivers for specific hardware components such as storage adapters. 
https://docs.vmware.com/en/VMware- 
vSphere/6.7/com.vmware.vsphere.virtualsan.doc/GUID-08911FD3-2462-4C1C-AE81- 
0D4DBC8F7990.html 

 
 
 
 
 

 
Which two steps must be performed to create a vSphere with Tanzu namespace? (Choose 
two.) 

 
A. Deploy a vSphere Cluster 
B. Define resource limits 
C. Enable Harbor Image Registry 
D. Assign permissions 
E. Use a DNS-compliant name 

 
Answer: B,E 
Explanation: According to How to Create a vSphere with Tanzu Namespace1 and Create 
and Configure a vSphere Namespace2, two of the steps required to create a vSphere with 
Tanzu namespace are: 

✑ Define resource limits: You can specify CPU, memory, and storage limits for each 
namespace to control how much resources are available for the workloads running 
in that namespace. 

✑ Use a DNS-compliant name: You must provide a unique name for each 
namespace that is compliant with DNS naming conventions. 
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Which license is required to enable Workload Management on VMware Cloud Foundation? 
 
A. VMware vSphere Evaluation 
B. VMware vSphere Standard 
C. VMware vSphere Enterprise Plus 
D. VMware Tanzu Basic 

 
Answer: D 
Explanation: A Tanzu Basic license is required to enable Workload Management on 
VMware Cloud Foundation. Once enabled, the Supervisor Cluster must be assigned a 
Tanzu license before the 60-day evaluation period expires. This license can be added to 
the license inventory of vSphere if a valid Tanzu Edition license is available. 
Reference: VMware Cloud Foundation Specialist (v2) Exam Guide, Section 3: VMware 
vSphere with Tanzu, VMware Documentation: VMware Tanzu Kubernetes Grid 
Documentation 

 
A Tanzu Basic license is required to enable Workload Management on VMware Cloud 
Foundation. Once enabled, the Supervisor Cluster must be assigned a Tanzu license 
before the 60-day evaluation period expires. This license can be added to the license 
inventory of vSphere if a valid Tanzu Edition license is available. 

 
Reference: VMware Cloud Foundation Specialist (v2) Exam Guide, Section 3: VMware 
vSphere with Tanzu, VMware Documentation: VMware Tanzu Kubernetes Grid 
Documentation 

 
https://docs.vmware.com/en/VMware-Cloud- 
Foundation/4.2/com.vmware.vcf.vxrail.admin.doc/GUID-E8D0A432-8573-4DF5-9330- 
A4FE15F74128.html 

 
 
 
 
 
 

 
During a VCF design workshop, the architect gathered the following customer 
requirements: 

 
• There must be two environments: PROD and DEV. 

 
• PROD and DEV should be administratively separated. 

 
• PROD will use two different hardware server types, and DEV will only use one hardware 
server type. 

Question No : 6 
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• The VCF infrastructure design should be flexible and scalable as much as possible 

 
How many NSX local managers in total will be provisioned after deploying the full VCF 
infrastructure? 

 
A. 6 
B. 3 
C. 12 
D. 9 

 
Answer: D 
Explanation: According to the VMware documentation, each NSX-T Local Manager is 
associated with a vCenter Server, and each NSX-T Local Manager can manage up to three 
vCenters. In a VCF deployment with two environments (PROD and DEV) and two different 
hardware server types in PROD, there would be a total of three vCenter Servers. 
Therefore, a total of three NSX-T Local Managers would be provisioned to manage the 
three vCenter Servers. 
Reference: VMware Cloud Foundation Specialist (v2) documentation on vmware.com (in 
particular, the "NSX-T Networking for VMware Cloud Foundation" chapter). 

 
 
 
 
 
 
 

 
An administrator successfully finished restoring a SDDC Manager and now needs to verify 
its operation. Which tool should the administrator use for this verification? 

 
A. vRealize Operation plugin tool forVCF 
B. Support and Serviceability (SoS) tool 
C. SDDC Manager GUI restore health tool 
D. Ruby vSphere Console VCF check tool 

 
Answer: B 
Explanation: This is because according to VMware documentation5, this is the tool that an 
administrator should use for verifying the operation of SDDC Manager after restoring it from 
a file-based backup. The SoS tool can run various tests and checks on SDDC Manager 
and its components to ensure their health and functionality. 
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An administrator is tasked with deploying a VMware Cloud Foundation environment that 
consists of three VI Workload Domains. Each VI Workload Domain is comprised of two 
clusters, with 18 hosts in each cluster. 

Which option fulfills this requirement while minimizing the number of NSX-T Manager 
instances? 

 
A. Deploy one large-sized NSX-T Manager cluster for all VI Workload Domains. 
B. Deploy one medium-sized NSX-T Manager cluster for all VI Workload Domains. 
C. Deploy one medium-sized NSX-T Manager cluster per VI Workload Domain 
D. Deploy one large-sized NSX-T Manager cluster per VI Workload Domain. 

 
Answer: B 
Explanation: According to NSX Manager VM and Host Transport Node System 
Requirements23, an NSX-T management cluster formed using a medium-sized appliance 
can support up to 128 hypervisors. Since each VI Workload Domain has 36 hosts (18 x 2), 
and there are three VI Workload Domains, the total number of hosts is 108 (36 x 3), which 
is within the limit of a medium-sized NSX-T Manager cluster. 

 
 
 
 

 
An administrator needs additional capacity on a vSAN cluster. Each host currently has only 
one disk group. Which two approaches can be used to expand storage capacity in this 
situation? (Choose two.) 

 
A. Increase the number of cache disks in the existing disk group. 
B. Add an additional disk group. 
C. Disable compression. 
D. Increase the number of capacity disks in the existing disk group 
E. Disable deduplication. 

 
Answer: B,D 
Explanation: To expand storage capacity in a vSAN cluster with one disk group, you can 
either add more drives to hosts in the cluster, which is commonly referred to as scaling up, 
or add capacity drives to existing disk groups 
Option B: Add an additional disk group - According to search result [1], adding additional 
drives to a host will increase both capacity and performance[1], and each disk group 
contains one flash cache device and one or multiple capacity devices for persistent 
storage[2]. Therefore, adding an additional disk group to each host would increase the 
storage capacity of the vSAN cluster. 
Option D: Increase the number of capacity disks in the existing disk group - Search result 
[1] explains that vSAN clusters require capacity and cache devices to function, and each 
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disk group can contain multiple capacity devices for persistent storage[2]. Thus, an 
additional way to expand storage capacity in the vSAN cluster would be to increase the 
number of capacity disks in the existing disk group. 

 
Reference: 1: VMware vSAN documentation 2: VMware vSAN documentation 

Explanation: 

A disk group is a collection of one or more flash-based cache devices and one or more 
capacity devices that provide storage capacity for a vSAN cluster. A vSAN cluster can have 
multiple disk groups, and each disk group can have a different configuration. 

 
To expand storage capacity in a vSAN cluster where each host currently has only one disk 
group, the administrator can add an additional disk group or increase the number of 
capacity disks in the existing disk group. 

 
Adding an additional disk group involves adding more disks to the host and creating a new 
disk group. This approach can provide additional capacity and performance benefits, as the 
new disk group can be configured with different settings to optimize performance and 
capacity. 

 
Increasing the number of capacity disks in the existing disk group involves adding more 
capacity devices to the existing disk group. This approach can provide additional capacity, 
but may not necessarily provide performance benefits as the existing disk group may 
already be fully utilized. 

 
References: 

 
VMware vSAN 7.0 Design and Sizing Guide:https://storagehub.vmware.com/t/vmware- 
vsan/vmware-vsan-7-0-design-and-sizing-guide-2/ 

 
VMware vSAN Documentation:https://docs.vmware.com/en/VMware- 
vSphere/7.0/com.vmware.vsphere.vsan-planning.doc/GUID-9B7C9685-64C5-49C2-8E3C- 
CC2E47AFBC6F.html 

 
 
 
 
 
 

 
The architect of a multi-site VMware Cloud Foundation solution is tasked with ensuring that 
the prerequisites for vSAN data at rest encryption have been achieved. The existing design 
calls for use of the vSphere Native Key Provider. NSX-T is configured with Federation, and 
both sites benefit from a stretched TO and T1 network topology. 

 
A new security policy requires the use of vSphere Virtual Machine encryption, in addition to 
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the at-rest encryption already configured. During a failover test from Site-A to Site-B using 
Site Recovery Manager, the virtual machines were unable to power-on. 

How does the design need to be changed to support the new requirement? 
 
A. Use a third-party KMS solution that allows for key replication. 
B. Use a third-party KMS solution at each site. 
C. Ensure that a TPM 2.0 certified module is installed on all ESXi hosts at Site-B. 
D. Ensure that the Site Recovery Manager service account has Cryptographer 
ReadKeyServerslnfo privileges. 

 
Answer: A 
Explanation: This is because according to VMware documentation1, vSphere Native Key 
Provider (NKP) is a simple key management solution that does not support key replication 
across sites or clusters. It also does not support vSphere Virtual Machine encryption which 
requires a third-party KMS solution2. Therefore, to enable both vSAN data at rest 
encryption and vSphere Virtual Machine encryption in a multi-site VCF solution, you need 
to use a third-party KMS solution that allows for key replication across sites. 
https://docs.vmware.com/en/VMware- 
vSphere/7.0/com.vmware.vsphere.security.doc/GUID-54B9FBA2-FDB1-400B-A6AE- 
81BF3AC9DF97.html 

 
 
 
 
 

 
A customer purchased six new HPE ProLiant DL380 Gen10 hosts and is interested in 
deploying a VCF infrastructure that will coexist with the current VMware on AWS cloud DR 
solution in a hybrid model. 

 
The architect suggests the VCF architecture that will help the customer run the workloads 
while offering workload isolation. 

 
Which VCF architecture was suggested for this customer? 

 
A. node management domain and 3-node VI workload domain in a VCF standard model, 
while leveraging resource pools 
B. 3-node management domain and 3-node VI workload domain in a VCF standard model 
C. node management/workload domain in a VCF consolidated model, while leveraging 
resource pools 
D. node management/workload domain in a VCF consolidated model 

 
Answer: B 
Explanation: This is because according to VMware documentation45, VCF supports two 
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architecture models - standard and consolidated. The standard architecture model 
separates management workloads and user workloads into different domains, while the 
consolidated architecture model combines them into one domain. For a hybrid model that 
coexists with VMware on AWS cloud DR solution, the standard architecture model is 
recommended as it provides workload isolation and mobility across VCF instances6. The 
minimum requirement for creating a management domain or a VI workload domain is three 
hosts45. 

 
 
 
 
 
 
 

 
A systems administrator is tasked to deploy VMware Cloud Foundation (VCF) and has 
already deployed the VMware Cloud Builder appliance. 

 
What is the next step the systems administrator should take? 

 
A. Deploy the Management Domain using VMware Cloud Builder. 
B. Prepare and configure the ESXi hosts to be used in the deployment. 
C. Configure the Management Domain using custom certificates. 
D. Upload the Deployment Parameter Workbook. 

 
Answer: D 
Explanation: after deploying the VMware Cloud Builder appliance, the next step a systems 
administrator should take when deploying VMware Cloud Foundation (VCF) is Option D: 
Upload the Deployment Parameter Workbook 1. After uploading and validating the 
deployment parameter workbook, you can perform bring-up of the management domain 1. 
According to the VMware Cloud Foundation documentation, after deploying the VMware 
Cloud Builder appliance, the next step is to create a deployment parameter workbook that 
defines the parameters required for the deployment. This workbook can be created 
manually or generated using the VMware Cloud Foundation Deployment Parameter 
Workbook Generator tool. Oncethe workbook is created, it must be uploaded to the 
VMware Cloud Builder appliance before deploying the Management Domain [1]. 
Therefore, the correct sequence of steps would be: 

✑ Deploy the VMware Cloud Builder appliance 
✑ Create or generate the Deployment Parameter Workbook 
✑ Upload the Deployment Parameter Workbook to the VMware Cloud Builder 

appliance 
✑ Deploy the Management Domain using VMware Cloud Builder. 

Reference: [1] VMware Cloud Foundation Planning and Preparation Guide - 
https://docs.vmware.com/en/VMware-Cloud-Foundation/4.3/vcf-planning- 
preparation/GUID-DE823E7F-8682-4BFA-A293-91EFC48E3CAB.html 
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What is a valid procedure to replace an expired vSAN license in a VMware Cloud 
Foundation environment? 

 
A. 
1 Add a new vSAN license to the SDDC Manager and vCenter Server. 
2. Reassign the vSAN license to the cluster in the vCenter Server. 
3. Remove the expired vSAN license from the SDDC Manager and vCenter Server. 
B. 
1 Add a new vSAN license to the SDDC Manager. 
2. Connect to SDDC Manager via SSH, and then restart Domain Manager using systemctl 
restart domainmanager. 3 Verify in the SDDC Manager whether a new vSAN license has 
been assigned to the cluster. 
C. 
1 Add a new vSAN license to the vCenter Server. 
2. Connect to SDDC Manager via SSH, and then restart Lifecycle Management using 
systemctl restart Icm. 
3. Verify in the vCenter Server whether a new vSAN license has been assigned to the 
cluster. 
D. 
1 Add a new vSAN license to the SDDC Manager. 
2. Reassign the vSAN license to the cluster in the SDDC Manager. 
3. Remove the expired vSAN license from the SDDC Manager 

 
Answer: A 
Explanation: a valid procedure to replace an expired vSAN license in a VMware Cloud 
Foundation environment is Option A. You can add a new vSAN license to both the SDDC 
Manager and vCenter Server. Then reassign the vSAN license to the cluster in the vCenter 
Server 1. Finally, remove the expired vSAN license from both SDDC Manager and vCenter 
Server 2. 

 
https://my-cloudy-world.com/2022/06/28/updating-a-vsan-license-in-vmware-cloud- 
foundation/ 
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An administrator is tasked with deploying an additional cluster within VI Workload Domain 
which has been created with vSAN as a principal storage 

Which types of principal storage may the administrator configure during this process? 
 
A. iSCSI, Wols, vSAN; NFS v4 1 
B. NFS v4.1, VMFSon FC, vSAN 
C. vSAN, iSCSI, SMB3.0 
D. Wols, vSAN, NFS v3, VMFS on FC 

 
Answer: B 
Explanation: According to VMware Cloud Foundation Planning and Preparation 
Workbook, when adding an additional cluster within VI Workload Domain that has been 
created with vSAN as principal storage, you can choose from three types of principal 
storage: 

✑ NFS v4.1: You can use NFS version 4.1 datastores as principal storage if you 
have external NFS servers available. 

✑ VMFS on FC: You can use VMFS datastores on Fibre Channel (FC) SAN devices 
as principal storage if you have external FC SAN devices available. 

 
 
 
 
 

 
A developer is deploying pods with Persistent Volumes (PV) on vSphere with Tanzu. Which 
component determines the datastore that the PV will be placed on? 

 
A. CNS-CSI 
B. Hostd 
C. Spherelet 
D. SPBM 

 
Answer: D 
Explanation: This is because according to VMware documentation34, vSphere with Tanzu 
uses storage policies to integrate with shared datastores available in your environment, 
including VMFS, NFS, vSAN, or vVols datastores. The storage policies represent 
datastores and manage the storage placement of such objects as persistent volumes 
(PVs). Storage Policy Based Management (SPBM) is a framework that provides a single 
unified control plane across different types of datastores and enables administrators to 
define policies based on storage capabilities and requirements5. 
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Which three components are required to deploy a stretched cluster in a VMware Cloud 
Foundation environment? (Choose three.) 

 
A. vSAN, host overlay and vMotion network stretched across both sites 
B. DHCP on the NSX Edge overlay network 
C. DHCP on the host overlay network 
D. One witness host per site 
E. One witness host per vSAN stretched cluster 
F. vSAN: host overlay and vMotion network per data site 

 
Answer: A,C,E 
Explanation: This is because when deploying a stretched cluster in a VMware Cloud 
Foundation environment, you must ensure that: 

✑ The vSAN network, the host overlay network and the vMotion network are 
stretched across both availability zones12. These networks enable data 
replication, communication and migration between hosts in different sites. 

✑ The host overlay network has DHCP enabled to provide IP addresses to hosts1. 
This simplifies the configuration and management of hosts in different sites. 

✑ Each vSAN stretched cluster has one witness host deployed in a separate location 
from both availability zones12. The witness host acts as a tie-breaker in case of a 
site failure or split-brain scenario. 

https://docs.vmware.com/en/VMware-Cloud-Foundation/4.5/vcf-admin/GUID-7B4CC729- 
20BD-4CC9-B855-B38F02F74D40.html 

 
 
 
 
 
 
 

 
Which two functionalities does a NSX Tier-0 Gateway provide to a vSphere with Tanzu 
deployment? (Choose two.) 

 
A. Gateway for Segments 
B. Layer 2 Switching 
C. Connectivity to all Tier-1 Gateways 
D. Downlink Connections to Segments 
E. Connectivity to physical networks and routers 

 
Answer: C,E 
Explanation: According to About Architecture and Design for a vSphere with Tanzu 
Workload Domain4, two of the functionalities that a NSX Tier-0 Gateway provides to a 
vSphere with Tanzu deployment are: 

✑ Connectivity to all Tier-1 Gateways: A Tier-0 Gateway connects to one or more 

Question No : 17 
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Tier-1 Gateways that provide routing services for each namespace in vSphere with 
Tanzu. 

✑ Connectivity to physical networks and routers: A Tier-0 Gateway connects to 
external networks via uplink interfaces that can use static routing or dynamic 
routing protocols such as BGP. 

 
 
 
 
 

 
An administrator is tasked with providing additional North-South throughput to the 
workloads hosted on overlay-backed networks in a VI Workload Domain stretched cluster. 
A two-node NSX Edge cluster was previously deployed through SDDC Manager before the 
cluster was stretched. 

 
Which option is valid to add two nodes to the existing edge cluster while maintaining 
password rotation capability? 

 
A. Expand the existing NSX Edge cluster using NSX Manager, and import the additional 
nodes in SDDC Manager. 
B. Create a new NSX Edge cluster using SDDC Manager on the same stretched Workload 
Domain cluster. 
C. Expand the existing NSX Edge cluster using SDDC Manager, and place the additional 
NSX Edge nodes on the same stretched Workload Domain cluster. 
D. Expand the existing NSX Edge cluster using SDDC Manager, and place the additional 
NSX Edge nodes on a different stretched Workload Domain cluster. 

 
Answer: C 
Explanation: According to VMware Cloud Foundation Specialist (v2) Exam1, one of the 
objectives is to “Describe how to expand an existing NSX-T Edge cluster”. The exam guide 
also states that“SDDC Manager provides a single point of management for password 
rotation” and that “password rotation must be performed through SDDC Manager”. 

 
 
 
 

 
A systems administrator is implementing stretched clusters in an environment with multiple 
Availability Zones (AZs). Which statement accurately describes this design? 

 
A. For VLANs that are stretched between AZs, configure load balancing in the Layer 3 
gateway between AZs 
B. Layer 3 networks must be stretched between the AZs by the physical infrastructure 
C. The Layer 3 gateway for the workload domain and Edge overlay networks must be 
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