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An organization is using a VPC endpoint for Amazon S3. When the security group rules for
a set of instances were initially configured, access was restricted to allow traffic only to the
IP addresses of the Amazon S3 API endpoints in the region from the published JSON file.
The application was working properly, but now is logging a growing number of timeouts
when connecting with Amazon S3. No internet gateway is configured for the VPC.
 
 
Which solution will fix the connectivity failures with the LEAST amount of effort?
 
 
A. Create a Lambda function to update the security group based on
AmazonIPSpaceChanged notifications. 
B. Update the VPC routing to direct Amazon S3 prefix-list traffic to the VPC endpoint using
the route table APIs. 
C. Update the application server’s outbound security group to use the prefix-list for Amazon
S3 in the same region. 
D. Create an additional VPC endpoint for Amazon S3 in the same route table to scale the
concurrent connections to Amazon. 
 

Answer: C

Explanation:  

https://aws.amazon.com/blogs/aws/subscribe-to-aws-public-ip-address-changes-via-

amazon-sns/ 

 

 

 

 

A security team is performing an audit of a company's AWS deployment. The security team
is concerned that two applications might be accessing resources that should be blocked by
network ACLs and security groups. The applications are deployed across two Amazon
Elastic Kubernetes Service (Amazon EKS) clusters that use the Amazon VPC Container
Network Interface (CNI) plugin for Kubernetes. The clusters are in separate subnets within
the same VPC and have a Cluster Autoscaler configured.
 
The security team needs to determine which POD IP addresses are communicating with
which services throughout the VPC. The security team wants to limit the number of flow
logs and wants to examine the traffic from only the two applications.
 
Which solution will meet these requirements with the LEAST operational overhead?
 

Question No : 1
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A. Create VPC flow logs in the default format. Create a filter to gather flow logs only from
the EKS nodes. Include the srcaddr field and the dstaddr field in the flow logs. 
B. Create VPC flow logs in a custom format. Set the EKS nodes as the resource Include
the pkt-srcaddr field and the pkt-dstaddr field in the flow logs. 
C. Create VPC flow logs in a custom format. Set the application subnets as resources.
Include the pkt-srcaddr field and the pkt-dstaddr field in the flow logs. 
D. Create VPC flow logs in a custom format. Create a filter to gather flow logs only from the
EKS nodes. Include the pkt-srcaddr field and the pkt-dstaddr field in the flow logs. 
 

Answer: D

 

 

 
A company has deployed its AWS environment in a single AWS Region. The environment
consists of a few hundred application VPCs, a shared services VPC, and a VPN
connection to the company’s on-premises environment. A network engineer needs to
implement a transit gateway with the following requirements:
 
 
• Application VPCs must be isolated from each other.
 
• Bidirectional communication must be allowed between the application VPCs and the on-
premises network.
 
• Bidirectional communication must be allowed between the application VPCs and the
shared services VPC.
 
 
The network engineer creates the transit gateway with options disabled for default route
table association and default route table propagation. The network engineer also creates
the VPN attachment for the on-premises network and creates the VPC attachments for the
application VPCs and the shared services VPC.
 
 
The network engineer must meet all the requirements for the transit gateway by designing
a solution that needs the least number of transit gateway route tables.
 
 
Which combination of actions should the network engineer perform to accomplish this
goal?(Choose two.)
 
 
A. Configure a separate transit gateway route table for on premises. Associate the VPN
attachment with this transit gateway route table. Propagate all application VPC attachments
to this transit gateway route table. 

Question No : 3
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B. Configure a separate transit gateway route table for each application VPC. Associate
each application VPC attachment with its respective transit gateway route table. Propagate
the shared services VPC attachment and the VPN attachment to this transit gateway route
table. 
C. Configure a separate transit gateway route table for all application VPCs. Associate all
application VPCs with this transit gateway route table. Propagate the shared services VPC
attachment and the VPN attachment to this transit gateway route table. 
D. Configure a separate transit gateway route table for the shared services VPC. Associate
the shared services VPC attachment with this transit gateway route table. Propagate all
application VPC attachments to this transit gateway route table. 
E. Configure a separate transit gateway route table for on premises and the shared
services VPC. Associate the VPN attachment and the shared services VPC attachment
with this transit gateway route table. Propagate all application VPC attachments to this
transit gateway route table. 
 

Answer: B,D

 

 

 
A company has its production VPC (VPC-A) in the eu-west-1 Region in Account 1. VPC-A
is attached to a transit gateway (TGW-A) that is connected to an on-premises data center
in Dublin, Ireland, by an AWS Direct Connect transit VIF that is configured for an AWS
Direct Connect gateway. The company also has a staging VPC (VPC-B) that is attached to
another transit gateway (TGW-B) in the eu-west-2 Region in Account 2.
 
A network engineer must implement connectivity between VPC-B and the on-premises
data center in Dublin.
 
Which solutions will meet these requirements? (Choose two.)
 
 
A. Configure inter-Region VPC peering between VPC-A and VPC-B. Add the required VPC
peering routes. Add the VPC-B CIDR block in the allowed prefixes on the Direct Connect
gateway association. 
B. Associate TGW-B with the Direct Connect gateway. Advertise the VPC-B CIDR block
under the allowed prefixes. 
C. Configure another transit VIF on the Direct Connect connection and associate TGW-B.
Advertise the VPC-B CIDR block under the allowed prefixes. 
D. Configure inter-Region transit gateway peering between TGW-A and TGW-B. Add the
peering routes in the transit gateway route tables. Add both the VPC-A and the VPC-B
CIDR block under the allowed prefix list in the Direct Connect gateway association. 
E. Configure an AWS Site-to-Site VPN connection over the transit VIF to TGW-B as a VPN
attachment. 
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Answer: B,C

Explanation: B. Associate TGW-B with the Direct Connect gateway. Advertise the VPC-B

CIDR block under the allowed prefixes. This will allow traffic from VPC-B to be sent over

the Direct Connect connection to the on-premises data center via TGW-B. C. Configure

another transit VIF on the Direct Connect connection and associate TGW-B. Advertise the

VPC-B CIDR block under the allowed prefixes. This will enable the use of the Direct

Connect connection for VPC-B's traffic by connecting TGW-B to the Direct Connect

gateway. 

 

 

 

 

A network engineer needs to standardize a company's approach to centralizing and
managing interface VPC endpoints for private communication with AWS services. The
company uses AWS Transit Gateway for inter-VPC connectivity between AWS accounts
through a hub-and-spoke model. The company's network services team must manage all
Amazon Route 53 zones and interface endpoints within a shared services AWS account.
The company wants to use thiscentralized model to provide AWS resources with access to
AWS Key Management Service (AWS KMS) without sending traffic over the public internet.
 
What should the network engineer do to meet these requirements?
 
 
A. In the shared services account, create an interface endpoint for AWS KMS. Modify the
interface endpoint by disabling the private DNS name. Create a private hosted zone in the
shared services account with an alias record that points to the interface endpoint.
Associate the private hosted zone with the spoke VPCs in each AWS account. 
B. In the shared services account, create an interface endpoint for AWS KMS. Modify the
interface endpoint by disabling the private DNS name. Create a private hosted zone in
each spoke AWS account with an alias record that points to the interface endpoint.
Associate each private hosted zone with the shared services AWS account. 
C. In each spoke AWS account, create an interface endpoint for AWS KMS. Modify each
interface endpoint by disabling the private DNS name. Create a private hosted zone in
each spoke AWS account with an alias record that points to each interface endpoint.
Associate each private hosted zone with the shared services AWS account. 
D. In each spoke AWS account, create an interface endpoint for AWS KMS. Modify each
interface endpoint by disabling the private DNS name. Create a private hosted zone in the
shared services account with an alias record that points to each interface endpoint.
Associate the private hosted zone with the spoke VPCs in each AWS account. 
 

Answer: A

Question No : 5
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A company is using Amazon Route 53 Resolver DNS Firewall in a VPC to block all
domains except domains that are on an approved list. The company is concerned that if
DNS Firewall is unresponsive, resources in the VPC might be affected if the network
cannot resolve any DNS queries. To maintain application service level agreements, the
company needs DNS queries to continue to resolve even if Route 53 Resolver does not
receive a response from DNS Firewall.
 
Which change should a network engineer implement to meet these requirements?
 
 
A. Update the DNS Firewall VPC configuration to disable fail open for the VPC. 
B. Update the DNS Firewall VPC configuration to enable fail open for the VPC. 
C. Create a new DHCP options set with parameter dns_firewall_fail_open=false. Associate
the new DHCP options set with the VPC. 
D. Create a new DHCP options set with parameter dns_firewall_fail_open=true. Associate
the new DHCP options set with the VPC. 
 

Answer: B

 

 

A data analytics company has a 100-node high performance computing (HPC) cluster. The
HPC cluster is for parallel data processing and is hosted in a VPC in the AWS Cloud. As
part of the data processing workflow, the HPC cluster needs to perform several DNS
queries to resolve and connect to Amazon RDS databases, Amazon S3 buckets, and on-
premises data stores that are accessible through AWS Direct Connect. The HPC cluster
can increase in size by five to seven times during the company’s peak event at the end of
the year.
 
The company is using two Amazon EC2 instances as primary DNS servers for the VPC.
The EC2 instances are configured to forward queries to the default VPC resolver for
Amazon Route 53 hosted domains and to the on-premises DNS servers for other on-
premises hosted domain names. The company notices job failures and finds that DNS
queries from the HPC cluster nodes failed when the nodes tried to resolve RDS and S3
bucket endpoints.
 
Which architectural change should a network engineer implement to provide the DNS
service in the MOST scalable way?

Question No : 6

Question No : 7
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A. Scale out the DNS service by adding two additional EC2 instances in the VPC.
Reconfigure half of the HPC cluster nodes to use these new DNS servers. Plan to scale out
by adding additional EC2 instance-based DNS servers in the future as the HPC cluster size
grows. 
B. Scale up the existing EC2 instances that the company is using as DNS servers. Change
the instance size to the largest possible instance size to accommodate the current DNS
load and theanticipated load in the future. 
C. Create Route 53 Resolver outbound endpoints. Create Route 53 Resolver rules to
forward queries to on-premises DNS servers for on premises hosted domain names.
Reconfigure the HPC cluster nodes to use the default VPC resolver instead of the EC2
instance-based DNS servers. Terminate the EC2 instances. 
D. Create Route 53 Resolver inbound endpoints. Create rules on the on-premises DNS
servers to forward queries to the default VPC resolver. Reconfigure the HPC cluster nodes
to forward all DNS queries to the on-premises DNS servers. Terminate the EC2 instances. 
 

Answer: C

 

 

 
A global delivery company is modernizing its fleet management system. The company has
several business units. Each business unit designs and maintains applications that are
hosted in its own AWS account in separate application VPCs in the same AWS Region.
Each business unit's applications are designed to get data from a central shared services
VPC.
 
The company wants the network connectivity architecture to provide granular security
controls. The architecture also must be able to scale as more business units consume data
from the central shared services VPC in the future.
 
Which solution will meet these requirements in the MOST secure manner?
 
 
A. Create a central transit gateway. Create a VPC attachment to each application VPC.
Provide full mesh connectivity between all the VPCs by using the transit gateway. 
B. Create VPC peering connections between the central shared services VPC and each
application VPC in each business unit's AWS account. 
C. Create VPC endpoint services powered by AWS PrivateLink in the central shared
services VPCreate VPC endpoints in each application VPC. 
D. Create a central transit VPC with a VPN appliance from AWS Marketplace. Create a
VPN attachment from each VPC to the transit VPC. Provide full mesh connectivity among
all the VPCs. 
 

Answer: C

Question No : 8
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Explanation:  

Option C provides a secure and scalable solution using VPC endpoint services powered by

AWS PrivateLink. AWS PrivateLink enables private connectivity between VPCs and

services without exposing the data to the public internet or using a VPN connection. By

creating VPC endpoints in each application VPC, the company can securely access the

central shared services VPC without the need for complex network configurations.

Furthermore, PrivateLink supports cross-account connectivity, which makes it a scalable

solution as more business units consume data from the central shared services VPC in the

future. 

 

 

 

 

A company is planning to deploy many software-defined WAN (SD-WAN) sites. The
company is using AWS Transit Gateway and has deployed a transit gateway in the
required AWS Region. A network engineer needs to deploy the SD-WAN hub virtual
appliance into a VPC that is connected to the transit gateway. The solution must support at
least 5 Gbps of throughput from the SD-WAN hub virtual appliance to other VPCs that are
attached to the transit gateway.
 
Which solution will meet these requirements?
 
 
A. Create a new VPC for the SD-WAN hub virtual appliance. Create two IPsec VPN
connections between the SD-WAN hub virtual appliance and the transit gateway. Configure
BGP over the IPsec VPN connections 
B. Assign a new CIDR block to the transit gateway. Create a new VPC for the SD-WAN
hub virtual appliance. Attach the new VPC to the transit gateway with a VPC attachment.
Add a transit gateway Connect attachment. Create a Connect peer and specify the GRE
and BGP parameters. Create a route in the appropriate VPC for the SD-WAN hub virtual
appliance to route to the transit gateway. 
C. Create a new VPC for the SD-WAN hub virtual appliance. Attach the new VPC to the
transit gateway with a VPC attachment. Create two IPsec VPN connections between the
SD-WAN hub virtual appliance and the transit gateway. Configure BGP over the IPsec VPN
connections. 
D. Assign a new CIDR block to the transit gateway. Create a new VPC for the SD-WAN
hub virtual appliance. Attach the new VPC to the transit gateway with a VPC attachment.
Add a transit gateway Connect attachment. Create a Connect peer and specify the VXLAN
and BGP parameters. Create a route in the appropriate VPC for the SD-WAN hub virtual
appliance to route to the transit gateway. 
 

Question No : 9
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Answer: D

 

 

 
A company's AWS architecture consists of several VPCs. The VPCs include a shared
services VPC and several application VPCs. The company has established network
connectivity from all VPCs to the on-premises DNS servers.
 
 
Applications that are deployed in the application VPCs must be able to resolve DNS for
internally hosted domains on premises. The applications also must be able to resolve local
VPC domain names and domains that are hosted in Amazon Route 53 private hosted
zones.
 
 
What should a network engineer do to meet these requirements?
 
 
A. Create a new Route 53 Resolver inbound endpoint in the shared services VPC. Create
forwarding rules for the on-premises hosted domains. Associate the rules with the new
Resolver endpoint and each application VPC. Update each application VPC's DHCP
configuration to point DNS resolution to the new Resolver endpoint. 
B. Create a new Route 53 Resolver outbound endpoint in the shared services VPC. Create
forwarding rules for the on-premises hosted domains. Associate the rules with the new
Resolver endpoint and each application VPC. 
C. Create a new Route 53 Resolver outbound endpoint in the shared services VPCreate
forwarding rules for the on-premises hosted domains. Associate the rules with the new
Resolver endpoint and each application VPUpdate each application VPC's DHCP
configuration to point DNS resolution to the new Resolver endpoint. 
D. Create a new Route 53 Resolver inbound endpoint in the shared services VPC. Create
forwarding rules for the on-premises hosted domains. Associate the rules with the new
Resolver endpoint and each application VPC. 
 

Answer: B

Explanation:  

Creating a new Route 53 Resolver outbound endpoint in the shared services VPC would

enable forwarding of DNS queries from the VPC to on-premises1. Creating forwarding

rules for the on-premises hosted domains would enable specifying which domain names

are forwarded to the on-premises DNS servers2. Associating the rules with the new

Resolver endpoint and each application VPC would enable applying the rules to the VPCs2

. This solution would not affect the default DNS resolution behavior of Route 53 Resolver

for local VPC domain names and domains that are hosted in Route 53 private hosted

zones3. 

Question No : 10
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A company's development team has created a new product recommendation web service.
The web service is hosted in a VPC with a CIDR block of 192.168.224.0/19. The company
has deployed the web service on Amazon EC2 instances and has configured an Auto
Scaling group as the target of a Network Load Balancer (NLB).
 
The company wants to perform testing to determine whether users who receive product
recommendations spend more money than users who do not receive product
recommendations. The company has a big sales event in 5 days and needs to integrate its
existing production environment with the recommendation engine by then. The existing
production environment is hosted in a VPC with a CIDR block of 192.168.128 0/17.
 
A network engineer must integrate the systems by designing a solution that results in the
least possible disruption to the existing environments.
 
Which solution will meet these requirements?
 
 
A. Create a VPC peering connection between the web service VPC and the existing
production VPC. Add a routing rule to the appropriate route table to allow data to flow to
192.168.224.0/19 from the existing production environment and to flow to 192.168.128.0/17
from the web service environment. Configure the relevant security groups and ACLs to
allow the systems tocommunicate. 
B. Ask the development team of the web service to redeploy the web service into the
production VPC and integrate the systems there. 
C. Create a VPC endpoint service. Associate the VPC endpoint service with the NLB for
the web service. Create an interface VPC endpoint for the web service in the existing
production VPC. 
D. Create a transit gateway in the existing production environment. Create attachments to
the production VPC and the web service VPC. Configure appropriate routing rules in the
transit gateway and VPC route tables for 192.168.224.0/19 and 192.168.128.0/17.
Configure the relevant security groups and ACLs to allow the systems to communicate. 
 

Answer: C

 

Question No : 11
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A company has deployed an AWS Network Firewall firewall into a VPC. A network
engineer needs to implement a solution to deliver Network Firewall flow logs to the
company’s Amazon OpenSearch Service (Amazon Elasticsearch Service) cluster in the
shortest possible time.
 
Which solution will meet these requirements?
 
 
A. Create an Amazon S3 bucket. Create an AWS Lambda function to load logs into the
Amazon OpenSearch Service (Amazon Elasticsearch Service) cluster. Enable Amazon
Simple Notification Service (Amazon SNS) notifications on the S3 bucket to invoke the
Lambda function. Configure flow logs for the firewall. Set the S3 bucket as the destination. 
B. Create an Amazon Kinesis Data Firehose delivery stream that includes the Amazon
OpenSearch Service (Amazon Elasticsearch Service) cluster as the destination. Configure
flow logs for the firewall Set the Kinesis Data Firehose delivery stream as the destination
for the Network Firewall flow logs. 
C. Configure flow logs for the firewall. Set the Amazon OpenSearch Service (Amazon
Elasticsearch Service) cluster as the destination for the Network Firewall flow logs. 
D. Create an Amazon Kinesis data stream that includes the Amazon OpenSearch Service
(Amazon Elasticsearch Service) cluster as the destination. Configure flow logs for the
firewall. Set the Kinesis data stream as the destination for the Network Firewall flow logs. 
 

Answer: B

Explanation:  

https://aws.amazon.com/blogs/networking-and-content-delivery/how-to-analyze-aws-

network-firewall-logs-using-amazon-opensearch-service-part-1/ 

 

 

 

 

An international company provides early warning about tsunamis. The company plans to
use IoT devices to monitor sea waves around the world. The data that is collected by the
IoT devices must reach the company’s infrastructure on AWS as quickly as possible. The
company is using three operation centers around the world. Each operation center is
connected to AWS through Its own AWS Direct Connect connection. Each operation center
is connected to the internet through at least two upstream internet service providers.
 
The company has its own provider-independent (PI) address space. The IoT devices use
TCP protocols for reliable transmission of the data they collect. The IoT devices have both
landline and mobile internet connectivity. The infrastructure and the solution will be

Question No : 12
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deployed in multiple AWS Regions. The company will use Amazon Route 53 for DNS
services.
 
A network engineer needs to design connectivity between the IoT devices and the services
that run in the AWS Cloud.
 
Which solution will meet these requirements with the HIGHEST availability?
 
 
A. Set up an Amazon CloudFront distribution with origin failover. Create an origin group for
each Region where the solution is deployed. 
B. Set up Route 53 latency-based routing. Add latency alias records. For the latency alias
records, set the value of Evaluate Target Health to Yes. 
C. Set up an accelerator in AWS Global Accelerator. Configure Regional endpoint groups
andhealth checks. 
D. Set up Bring Your Own IP (BYOIP) addresses. Use the same PI addresses for each
Region where the solution is deployed. 
 

Answer: B

Explanation: https://aws.amazon.com/blogs/iot/automate-global-device-provisioning-with-

aws-iot-core-and-amazon-route-53/ 

 

 

 

 

 

 

 
A company has a hybrid cloud environment. The company’s data center is connected to
the AWS Cloud by an AWS Direct Connect connection. The AWS environment includes
VPCs that are connected together in a hub-and-spoke model by a transit gateway. The
AWS environment has a transit VIF with a Direct Connect gateway for on-premises
connectivity.
 
 
The company has a hybrid DNS model. The company has configured Amazon Route 53
Resolver endpoints in the hub VPC to allow bidirectional DNS traffic flow. The company is
running a backend application in one of the VPCs.
 
 
The company uses a message-oriented architecture and employs Amazon Simple Queue
Service (Amazon SQS) to receive messages from other applications over a private
network. A network engineer wants to use an interface VPC endpoint for Amazon SQS for
this architecture. Client services must be able to access the endpoint service from on

Question No : 14
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premises and from multiple VPCs within the company's AWS infrastructure.
 
 
Which combination of steps should the network engineer take to ensure that the client
applications can resolve DNS for the interface endpoint? (Choose three.)
 
 
A. Create the interface endpoint for Amazon SQS with the option for private DNS names
turned on. 
B. Create the interface endpoint for Amazon SQS with the option for private DNS names
turned off. 
C. Manually create a private hosted zone for sqs.us-east-1.amazonaws.com. Add
necessary records that point to the interface endpoint. Associate the private hosted zones
with other VPCs. 
D. Use the automatically created private hosted zone for sqs.us-east-1.amazonaws.com
with previously created necessary records that point to the interface endpoint. Associate
the private hosted zones with other VPCs. 
E. Access the SQS endpoint by using the public DNS name sqs.us-east-1 amazonaws.com
in VPCs and on premises. 
F. Access the SQS endpoint by using the private DNS name of the interface endpoint
.sqs.us-east-1.vpce.amazonaws.com in VPCs and on premises. 
 

Answer: A,D,F

 

 

 
Your security team implements a host-based firewall on all of your Amazon Elastic
Compute Cloud (EC2) instances to block all outgoing traffic. Exceptions must be requested
for each specific requirement. Until you request a new rule, you cannot access the instance
metadata service. Which firewall rule should you request to be added to your instances to
allow instance metadata access?
 
 
A. Inbound; Protocol tcp; Source [Instance’s EIP]; Destination 169.254.169.254 
B. Inbound; Protocol tcp; Destination 169.254.169.254; Destination port 80 
C. Outbound; Protocol tcp; Destination 169.254.169.254; Destination port 80 
D. Outbound; Protocol tcp; Destination 169.254.169.254; Destination port 443 
 

Answer: C

Explanation: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-

retrieval.html 

 

To view all categories of instance metadata from within a running instance, use the

Question No : 15
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following URI.http://169.254.169.254/latest/meta-data/ 

 

 

 

 
Your organization has a newly installed 1-Gbps AWS Direct Connect connection. You order
the cross-connect from the Direct Connect location provider to the port on your router in the
same facility. To enable the use of your first virtual interface, your router must be
configured appropriately.
 
 
What are the minimum requirements for your router?
 
 
A. 1-Gbps Multi Mode Fiber Interface, 802.1Q VLAN, Peer IP Address, BGP Session with
MD5. 
B. 1-Gbps Single Mode Fiber Interface, 802.1Q VLAN, Peer IP Address, BGP Session with
MD5. 
C. IPsec Parameters, Pre-Shared key, Peer IP Address, BGP Session with MD5 
D. BGP Session with MD5, 802.1Q VLAN, Route-Map, Prefix List, IPsec encrypted GRE
Tunnel 
 

Answer: B

 

 

An Australian ecommerce company hosts all of its services in the AWS Cloud and wants to
expand its customer base to the United States (US). The company is targeting the western
US for the expansion.
 
The company’s existing AWS architecture consists of four AWS accounts with multiple
VPCs deployed in the ap-southeast-2 Region. All VPCs are attached to a transit gateway in
ap-southeast-2. There are dedicated VPCs for each application service. The company also
has VPCs for centralized security features such as proxies, firewalls, and logging.
 
The company plans to duplicate the infrastructure from ap-southeast-2 to the us-west-1
Region. A network engineer must establish connectivity between the various applications in
the two Regions. The solution must maximize bandwidth, minimize latency and minimize
operational overhead.
 
Which solution will meet these requirements?
 

Question No : 16
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A. Create VPN attachments between the two transit gateways. Configure the VPN
attachments to use BGP routing between the two transit gateways. 
B. Peer the transit gateways in each Region. Configure routing between the two transit
gateways for each Region's IP addresses. 
C. Create a VPN server in a VPC in each Region. Update the routing to point to the VPN
servers for the IP addresses in alternate Regions. 
D. Attach the VPCs in us-west-1 to the transit gateway in ap-southeast-2. 
 

Answer: B

Explanation: Peering the transit gateways in each region would establish a private

network connection between the two regions, allowing the company to route traffic between

the VPCs in different regions without going over the public internet. This would help

minimize latency and maximize bandwidth while reducing the operational overhead of

managing multiple VPN connections. 

 

 

 

 
A company hosts an application on Amazon EC2 instances behind an Application Load
Balancer (ALB). The company recently experienced a network security breach. A network
engineer must collect and analyze logs that include the client IP address, target IP address,
target port, and user agent of each user that accesses the application.
 
What is the MOST operationally efficient solution that meets these requirements?
 
 
A. Configure the ALB to store logs in an Amazon S3 bucket. Download the files from
Amazon S3, and use a spreadsheet application to analyze the logs. 
B. Configure the ALB to push logs to Amazon Kinesis Data Streams. Use Amazon Kinesis
Data Analytics to analyze the logs. 
C. Configure Amazon Kinesis Data Streams to stream data from the ALB to Amazon
OpenSearch Service (Amazon Elasticsearch Service). Use search operations in Amazon
OpenSearch Service (Amazon Elasticsearch Service) to analyze the data. 
D. Configure the ALB to store logs in an Amazon S3 bucket. Use Amazon Athena to
analyze the logs in Amazon S3. 
 

Answer: D

Explanation: The most operationally efficient solution to collect and analyze logs that

include the client IP address, target IP address, target port, and user agent of each user

that accesses the application would be to configure the ALB to store logs in an Amazon S3

bucket and use Amazon Athena to analyze the logs in Amazon S3 (Option D). This solution

allows for quick and easy analysis of log data without requiring manual download or
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manipulation of log files. 

 

 

 

 
An IoT company sells hardware sensor modules that periodically send out temperature,
humidity, pressure, and location data through the MQTT messaging protocol. The
hardware sensor modules send this data to the company's on-premises MQTT brokers that
run on Linux servers behind a load balancer. The hardware sensor modules have been
hardcoded with public IP addresses to reach the brokers.
 
The company is growing and is acquiring customers across the world. The existing solution
can no longer scale and is introducing additional latency because of the company's global
presence. As a result, the company decides to migrate its entire infrastructure from on
premises to the AWS Cloud. The company needs to migrate without reconfiguring the
hardware sensor modules that are already deployed across the world. The solution also
must minimize latency.
 
The company migrates the MQTT brokers to run on Amazon EC2 instances.
 
What should the company do next to meet these requirements?
 
 
A. Place the EC2 instances behind a Network Load Balancer (NLB). Configure TCP
listeners. Use Bring Your Own IP (BYOIP) from the on-premises network with the NLB. 
B. Place the EC2 instances behind a Network Load Balancer (NLB). Configure TCP
listeners. Create an AWS Global Accelerator accelerator in front of the NLUse Bring Your
Own IP (BYOIP) from the on-premises network with Global Accelerator. 
C. Place the EC2 instances behind an Application Load Balancer (ALB). Configure TCP
listeners. Create an AWS Global Accelerator accelerator in front of the ALB. Use Bring
Your Own IP (BYOIP) from the on-premises network with Global Accelerator 
D. Place the EC2 instances behind an Amazon CloudFront distribution. Use Bring Your
Own IP (BYOIP) from the on-premises network with CloudFront. 
 

Answer: B

 

 

A company is using custom DNS servers that run BIND for name resolution in its VPCs.
The VPCs are deployed across multiple AWS accounts that are part of the same
organization in AWS Organizations. All the VPCs are connected to a transit gateway. The
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BIND servers are running in a central VPC and are configured to forward all queries for an
on-premises DNS domain to DNS servers that are hosted in an on-premises data center.
To ensure that all the VPCs use the custom DNS servers, a network engineer has
configured a VPC DHCP options set in all the VPCs that specifies the custom DNS servers
to be used as domain name servers.
 
Multiple development teams in the company want to use Amazon Elastic File System
(Amazon EFS). A development team has created a new EFS file system but cannot mount
the file system to one of its Amazon EC2 instances. The network engineer discovers that
the EC2 instance cannot resolve the IP address for the EFS mount point fs-
33444567d.efs.us-east-1.amazonaws.com. The network engineer needs to implement a
solution so that development teams throughout the organization can mount EFS file
systems.
 
Which combination of steps will meet these requirements? (Choose two.)
 
 
A. Configure the BIND DNS servers in the central VPC to forward queries for efs.us-east-
1.amazonaws.com to the Amazon provided DNS server (169.254.169.253). 
B. Create an Amazon Route 53 Resolver outbound endpoint in the central VPC. Update all
the VPC DHCP options sets to use AmazonProvidedDNS for name resolution. 
C. Create an Amazon Route 53 Resolver inbound endpoint in the central VPUpdate all the
VPC DHCP options sets to use the Route 53 Resolver inbound endpoint in the central VPC
for name resolution. 
D. Create an Amazon Route 53 Resolver rule to forward queries for the on-premises
domain to the on-premises DNS servers. Share the rule with the organization by using
AWS Resource Access Manager (AWS RAM). Associate the rule with all the VPCs. 
E. Create an Amazon Route 53 private hosted zone for the efs.us-east-1.amazonaws.com
domain. Associate the private hosted zone with the VPC where the EC2 instance is
deployed. Create an A record for fs-33444567d.efs.us-east-1.amazonaws.com in the
private hosted zone. Configure the A record to return the mount target of the EFS mount
point. 
 

Answer: B,D

Explanation:  

Option B suggests using Amazon Route 53 Resolver outbound endpoint, which would

replace the existing BIND DNS servers with the AmazonProvidedDNS for name resolution.

However, the scenario specifically mentions that the company is using custom DNS

servers that run BIND for name resolution in its VPCs, so this solution would not work.

Option D suggests creating a Route 53 Resolver rule to forward queries for the on-

premises domain to the on-premises DNS servers, which would not address the issue of

resolving the EFS mount point. The problem is not with resolving queries for the on-

premises domain, but rather with resolving the IP address for the EFS mount point. 
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A company is deploying a new application in the AWS Cloud. The company wants a highly
available web server that will sit behind an Elastic Load Balancer. The load balancer will
route requests to multiple target groups based on the URL in the request. All traffic must
use HTTPS. TLS processing must be offloaded to the load balancer. The web server must
know the user’s IP address so that the company can keep accurate logs for security
purposes.
 
Which solution will meet these requirements?
 
 
A. Deploy an Application Load Balancer with an HTTPS listener. Use path-based routing
rules to forward the traffic to the correct target group. Include the X-Forwarded-For request
header with traffic to the targets. 
B. Deploy an Application Load Balancer with an HTTPS listener for each domain. Use
host-based routing rules to forward the traffic to the correct target group for each domain.
Include the X-Forwarded-For request header with traffic to the targets. 
C. Deploy a Network Load Balancer with a TLS listener. Use path-based routing rules to
forward the traffic to the correct target group. Configure client IP address preservation for
traffic to the targets. 
D. Deploy a Network Load Balancer with a TLS listener for each domain. Use host-based
routing rules to forward the traffic to the correct target group for each domain. Configure
client IP address preservation for traffic to the targets. 
 

Answer: A

Explanation:  

An Application Load Balancer (ALB) can be used to route traffic to multiple target groups

based on the URL in the request. The ALB can be configured with an HTTPS listener to

ensure all traffic uses HTTPS. TLS processing can be offloaded to the ALB, which reduces

the load on the web server. Path-based routing rules can be used to route traffic to the

correct target group based on the URL in the request. The X-Forwarded-For request

header can be included with traffic to the targets, which will allow the web server to know

the user's IP address and keep accurate logs for security purposes. 

 

 

 

A company wants to improve visibility into its AWS environment. The AWS environment
consists of multiple VPCs that are connected to a transit gateway. The transit gateway
connects to an on-premises data center through an AWS Direct Connect gateway and a
pair of redundant Direct Connect connections that use transit VIFs. The company must
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receive notification each time a new route is advertised to AWS from on premises over
Direct Connect.
 
What should a network engineer do to meet these requirements?
 
 
A. Enable Amazon CloudWatch metrics on Direct Connect to track the received routes.
Configure a CloudWatch alarm to send notifications when routes change. 
B. Onboard Transit Gateway Network Manager to Amazon CloudWatch Logs Insights. Use
Amazon EventBridge (Amazon CloudWatch Events) to send notifications when routes
change. 
C. Configure an AWS Lambda function to periodically check the routes on the Direct
Connect gateway and to send notifications when routes change. 
D. Enable Amazon CloudWatch Logs on the transit VIFs to track the received routes.
Create a metric filter Set an alarm on the filter to send notifications when routes change. 
 

Answer: B

Explanation:  

https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-cloudwatch-

events.html 

To receive notification each time a new route is advertised to AWS from on premises over

Direct Connect, a network engineer should onboard Transit Gateway Network Manager to

Amazon CloudWatch Logs Insights and use Amazon EventBridge (Amazon CloudWatch

Events) to send notifications when routes change (Option B). This solution allows for real-

time monitoring of route changes and automatic notification when new routes are

advertised. 

 

 

 

A company is planning a migration of its critical workloads from an on-premises data center
to Amazon EC2 instances. The plan includes a new 10 Gbps AWS Direct Connect
dedicated connection from the on-premises data center to a VPC that is attached to a
transit gateway. The migration must occur over encrypted paths between the on-premises
data center and the AWS Cloud.
 
Which solution will meet these requirements while providing the HIGHEST throughput?
 
 
A. Configure a public VIF on the Direct Connect connection. Configure an AWS Site-to-Site
VPN connection to the transit gateway as a VPN attachment. 
B. Configure a transit VIF on the Direct Connect connection. Configure an IPsec VPN
connection to an EC2 instance that is running third-party VPN software. 
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