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Question #:1

What is the main reason a company relies on implied consent instead of explicit consent from a user to process
her data?

The implied consent model provides the user with more detailed data collection information.

To secure explicit consent, a user s website browsing would be significantly disrupted.

An explicit consent model is more expensive to implement.

Regulators prefer the implied consent model.

Answer: C

Question #:2

A user who owns a resource wants to give other individuals access to the resource. What control would apply?

Mandatory access control.

Role-based access controls.

Discretionary access control.

Context of authority controls.

Answer: B

Question #:3

After committing to a Privacy by Design program, which activity should take place first?

Create a privacy standard that applies to all projects and services.

Establish a retention policy for all data being collected.

Implement easy to use privacy settings for users.

Perform privacy reviews on new projects.

Answer: C

Question #:4

SCENARIO - Please use the following to answer the next question:
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It should be the most secure location housing data in all of Europe, if not the world. The Global Finance Data
Collective (GFDC) stores financial information and other types of client data from large banks, insurance
companies, multinational corporations and governmental agencies. After a long climb on a mountain road that
leads only to the facility, you arrive at the security booth. Your credentials are checked and checked again by
the guard to visually verify that you are the person pictured on your passport and national identification card.
You are led down a long corridor with server rooms on each side, secured by combination locks built into the
doors. You climb a flight of stairs and are led into an office that is lighted brilliantly by skylights where the
GFDC Director of Security, Dr. Monique Batch, greets you. On the far wall you notice a bank of video screens
showing different rooms in the facility. At the far end, several screens show different sections of the road up
the mountain.

Dr. Batch explains once again your mission. As a data security auditor and consultant, it is a dream
assignment: The GFDC does not want simply adequate controls, but the best and most effective security that
current technologies allow.

!'We were hacked twice last year," Dr. Batch says, :'and although only a small number of records were stolen,
the bad press impacted our business. Our clients count on us to provide security that is nothing short of
impenetrable and to do so quietly. We hope to never make the news again." She notes that it is also essential
that the facility is in compliance with all relevant security regulations and standards.

You have been asked to verify compliance as well as to evaluate all current security controls and security
measures, including data encryption methods, authentication controls and the safest methods for transferring
data into and out of the facility. As you prepare to begin your analysis, you find yourself considering an
intriguing question: Can these people be sure that I am who I say I am?

You are shown to the office made available to you and are provided with system login information, including
the name of the wireless network and a wireless key. Still pondering, you attempt to pull up the facility s
wireless network, but no networks appear in the wireless list. When you search for the wireless network by
name, however it is readily found

What type of wireless network does GFDC seem to employ?

A hidden network.

A reluctant network.

A user verified network.

A wireless mesh network.

Answer: D

Question #:5

During a transport layer security (TLS) session, what happens immediately after the web browser creates a
random PreMasterSecret?

The server decrypts the PremasterSecret.

The web browser opens a TLS connection to the PremasterSecret.
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The web browser encrypts the PremasterSecret with the server s public key.

The server and client use the same algorithm to convert the PremasterSecret into an encryption key.

Answer: B

Question #:6

In the realm of artificial intelligence, how has deep learning enabled greater implementation of machine
learning?

By using hand-coded classifiers like edge detection filters so that a program can identify where an object
starts and stops.

By increasing the size of neural networks and running massive amounts of data through the network to
train it.

By using algorithmic approaches such as decision tree learning and inductive logic programming.

By hand coding software routines with a specific set of instructions to accomplish a task.

Answer: B

Question #:7

SCENARIO - Please use the following to answer the next question:

You have just been hired by Ancillary.com, a seller of accessories for everything under the sun. including
waterproof stickers for pool floats and decorative bands and cases for sunglasses. The company sells cell
phone cases, e-cigarette cases, wine spouts, hanging air fresheners for homes and automobiles, book ends,
kitchen implements, visors and shields for computer screens, passport holders, gardening tools and lawn
ornaments, and catalogs full of health and beauty products. The list seems endless. As the CEO likes to say,
Ancillary offers, without doubt, the widest assortment of low-price consumer products from a single company
anywhere.

Ancillary s operations are similarly diverse. The company originated with a team of sales consultants selling
home and beauty products at small parties in the homes of customers, and this base business is still thriving.
However, the company now sells online through retail sites designated for industries and demographics, sites
such as "My Cool Ride11 for automobile-related products or "Zoomer" for gear aimed toward young adults.
The company organization includes a plethora of divisions, units and outrigger operations, as Ancillary has
been built along a decentered model rewarding individual initiative and flexibility, while also acquiring key
assets. The retail sites seem to all function differently, and you wonder about their compliance with regulations
and industry standards. Providing tech support to these sites is also a challenge, partly due to a variety of
logins and authentication protocols.

You have been asked to lead three important new projects at Ancillary:

The first is the personal data management and security component of a multi-faceted initiative to unify the
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company s culture. For this project, you are considering using a series of third-party servers to provide
company data and approved applications to employees.

The second project involves providing point of sales technology for the home sales force, allowing them to
move beyond paper checks and manual credit card imprinting.

Finally, you are charged with developing privacy protections for a single web store housing all the company s
product lines as well as products from affiliates. This new omnibus site will be known, aptly, as "Under the
Sun." The Director of Marketing wants the site not only to sell Ancillary s products, but to link to additional
products from other retailers through paid advertisements. You need to brief the executive team of security
concerns posed by this approach.

Which should be used to allow the home sales force to accept payments using smartphones?

Field transfer protocol.

Cross-current translation.

Near-field communication.

Radio Frequency Identification.

Answer: C

Question #:8

A vendor has been collecting data under an old contract, not aligned with the practices of the organization.
Which is the preferred response?

Destroy the data.

Update the contract to bring the vendor into alignment.

Continue the terms of the existing contract until it expires.

Terminate the contract and begin a vendor selection process.

Answer: B

Question #:9

What is the distinguishing feature of asymmetric encryption?

It has a stronger key for encryption than for decryption.

It employs layered encryption using dissimilar methods.

It uses distinct keys for encryption and decryption.


