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Question No: 1 
Ignoring a Vulnerable item: 
A. Permanently removes the item from the list of Active Vulnerable items 
B. Move the item to the Slushbucket 
C. Has no impact on the list of Active Vulnerable Items 
D. Temporarily removes the item from the list of Active Vulnerable items 
Answer: A 
 
Question No: 2 
Select the three components of a Fitter Condition: Choose 3 answers 
A. Field 
B. Sum 
C. Operator 
D. Value 
Answer: B 
 
Question No: 3 
After closing the Vulnerable Item (VI), it is recommended to: 
A. Update the values in the Vulnerability Score Indicator (VSl) based on the criticality of the Vulnerability. 
B. The VI remains active and in place until the Scanner rescans and closes the VI. 
C. Mark the CI as exempt from the Vulnerability if the vulnerability was remediated. 
D. Compare the Vulnerability with subsequent scans. 
Answer: A 
 
Question No: 4 
Which statement about patching is most correct? 
A. Mature organizations abandon patching 
B. Patch management and Vulnerability Response are interchangeable terms 
C. Patching is one of many responses to a Vulnerability 
D. As long as you are patching actively. Vulnerability Response isn't necessary 
Answer: C 
 
Question No: 5 
Vulnerability Response can be best categorized as a_______, focused on identifying and remediating 
vulnerabilities as early as possible. 
A. A proactive process 
B. An iterative process 
C. A tentative process 
D. A reactive process 
Answer: C 
 



Question No: 6 
If a customer expects to ingest 2 million vulnerabilities during it's initial load, which instance size should you 
recommend? 
A. L 
B. XL 
C. XXL 
D. Ultra 
Answer: B 
 
Question No: 7 
A list of software weaknesses is known as: 
A. National Vulnerability Database (NVD) 
B. Common Vulnerability and Exposure (CVE) 
C. National Institute of Science and Technology (NIST) 
D. Common Weaknesses Enumeration (CWE) 
Answer: D 
 
Question No: 8 
sn_vul.itsm_popup is the properly that is set to True or False based on the customer desire for a popup when 
creating a Problem or Change record from a Vulnerability or VI record. 
A. True 
B. False 
Answer: A 
 
Question No: 9 
ServiceNow Vulnerability Response tables typically start with which prefix? 
A. snvr_ 
B. snvuln_ 
C. vul_ 
D. sn_vul_ 
Answer: D 
 
Question No: 10 
In ServiceNow, which plugin needs to be added to enable Vulnerability integration with Qualys, Tenable, or 
Rapid7? 
A. Vulnerability Response 
B. Trusted Security Circles 
C. Threat Intelligence 
D. Security Incident Response 
Answer: A 
 
Question No: 11 
Which application provides the opportunity to align security events with organizational controls, automatically 
appraising other business functions of potential impact? 



A. Performance Analytics 
B. Event Management 
C. Governance. Risk, and Compliance 
D. Service Mapping 
Answer: C 
 
Question No: 12 
In order to more easily manage large sets of Vulnerable items, what should you create? 
A. Vulnerability Groups 
B. Calculator Group 
C. Filter Group 
D. Vulnerable item Conditions 
Answer: A 
 
Question No: 13 
Which module is used to adjust the frequency in which CVEs are updated? 
A. NVD Auto-update 
B. Update 
C. CVE Auto-update 
D. On-demand update 
Answer: A 
 
Question No: 14 
Which of the following is the property that controls whether Vulnerability Groups are created by default based 
on Vulnerabilities in the system? 
A. sn_vul.autocreate_vul_centric_group 
B. sn_vul.autocreate_groups 
C. sn_vul.autocreate_vul_grouping 
D. sn_vul.create_default_vul_groups 
Answer: C 
 
Question No: 15 
SLAs are used to ensure VUL are processed in a timely matter. Which field is used to determine the expected 
timeframe for remediating a VlT? 
A. Updated 
B. Remediation status 
C. Remediation target 
D. Closed 
Answer: D 
 
Question No: 16 
Which Vulnerability maturity level provides advanced owner assignment? 
A. Enterprise risk trending 
B. Automated prioritization 



C. Manual operations 
D. Improved remediation 
Answer: B 
 
Question No: 17 
What is the best way to develop a complete list of Vulnerability Reports? 
A. Recommend that the client purchase the full Performance Analytics package. 
B. Ask the CISO. 
C. Work with the customer to identify the things that will be most useful to them. 
D. Use the standard out of the box reports only. 
Answer: B 
 
Question No: 18 
What do Vulnerability Exceptions require? 
A. An Approval by default 
B. An Exception Workflow 
C. A GRC integration 
D. A Filter Group 
Answer: A 
 
Question No: 19 
The components Installed with Vulnerability Response Include: 
A. Tables, Scheduled Jobs, Security Operations Common 
B. Business Rules, Roles, Workflows 
C. Properties, Client Scripts, Wizards 
D. Ul Pages. Business Rules, Vulnerability Scanners 
Answer: B 
 
Question No: 20 
To get useful reporting regarding the most vulnerable CI's, which statement applies? 
A. You must purchase a separate PA module. 
B. Your CI population must be huge. 
C. You must have good KPi's defined. 
D. Your CMDB must be up to date and useful. 
Answer: B 
 
Question No: 21 
To ensure that Vulnerabilities are processed correctly, you can define a Service Level Agreement (SLA) for 
Vulnerability Response. To achieve this you would: 
A. Create a custom workflow to monitor the time between States 
B. Log in as a system admin, and using the globally scoped baseline SLA Modules 
C. Have the role of Vulnerability admin, but only in the Vulnerability Scope 
D. Make sure you have at least the sn_vul.vulnerability_write role and using the baseline SLA Application 
Modules 




