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A business analyst is examining a report and notices compute costs are very high for four
cloud-based, load- balanced virtual machines hosting an application. The application will be
in use for at least two more years, but there are no developers available to help optimize it.
Which of the following should the analyst recommend to BEST reduce costs without
impacting performance?
 
 
A. Decommission a virtual machine. 
B. Change to a pay-as-you-go plan. 
C. Convert the application to a SaaS solution. 
D. Switch the virtual machines to reserved instances. 
 

Answer: C

 

 

An organization wants to migrate a locally hosted application to a PaaS model. The
application currently runs on a 15-year-old operating system and cannot be upgraded.
 
 
Which of the following should the organization perform to ensure the application will be
supported in the cloud?
 
 
A. Risk register 
B. Feasibility study 
C. Benchmarks 
D. Baseline 
 

Answer: B

 

 

Monthly cloud service costs are BEST described as:
 
 
A. operating expenditures. 
B. fixed expenditures. 
C. capital expenditures. 
D. personnel expenditures. 
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Answer: A

 

 

Which of the following explains why a cloud provider would establish and publish a format
data sanitization policy for its clients?
 
 
A. To establish guidelines for how the provider will cleanse any data being imported during
a cloud migration 
B. To be transparent about how the CSP will handle malware infections that may impact
systems housing client data 
C. To provide a value add for clients that will assist in cleansing records at no additional
charge 
D. To ensure clients feel comfortable about the handling of any leftover data after
termination of the contract 
 

Answer: D

 

 

In a DevOps environment there is a requirement to start building application solutions in an
efficient manner without any dependent components. Which of the following should a
DevOps engineer do to meet these requirements?
 
 
A. Build the applications in QA, and then enable resource tagging. 
B. Build the applications in QA, and then clone and deploy them in production. 
C. Use templates for building the applications. 
D. Use templates and enable auto-scaling. 
 

Answer: D

 

 

A company has a perpetual license for a database application. Which of the following is the
MOST cost- effective option when moving to the cloud?
 
 
A. Fixed 
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B. Subscription 
C. EULA 
D. BYOL 
 

Answer: D

 

 

Which of the following cloud characteristics helps transform from a typical capital
expenditure model to an operating expenditure model?
 
 
A. Pay-as-you-go 
B. Elasticity 
C. Self-service 
D. Availability 
 

Answer: A

 

 

A company wants to deploy an application in a public cloud. Which of the following service
models gives the MOST responsibility to the provider?
 
 
A. PaaS 
B. IaaS 
C. BPaaS 
D. SaaS 
 

Answer: D

 

 

A new company directive requires all departments to ensure intellectual property is kept
within a country’s borders. Which of the following concepts BEST represents this
requirement?
 
 
A. Data portability 
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B. Data security 
C. Data locality 
D. Data sovereignty 
 

Answer: D

 

 

Which of the following is an example of multifactor authentication?
 
 
A. A password policy that requires both upper and lowercase letters 
B. A short message service (SMS) message sent to a phone and an access PIN 
C. Encryption of cached password information and a challenge QUESTION NO: 
D. A password that expires after 90 days and a PIN 
 

Answer: B

 

 

An incident response team requires documentation for an email phishing campaign against
a company's email server. Which of the following is the BEST resource to use to start the
investigation?
 
 
A. Audit and system logs 
B. Change management procedures 
C. Departmental policies 
D. Standard operating procedures 
 

Answer: A

 

 

Which of the following would be expected from a security consultant who has been hired to
investigate a data breach of a private cloud instance?
 
 
A. Incident report 
B. Application scan results 
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C. Request for information 
D. Risk register 
 

Answer: A

 

 

 
Which of the following allows for the management of network policies from a central portal
while maintaining a hardware-agnostic approach?
 
 
A. Virtual private network 
B. Software-defined network 
C. Load balancing 
D. Direct Connect 
 

Answer: B

 

 

Which of the following should be enforced for billing recognition to allow department
members to provision their own cloud resource?
 
 
A. Sandboxing 
B. BYOL 
C. Resource tagging 
D. Reserved instances 
 

Answer: C

 

 

A requirement states that an application must be restored within six hours. Which of the
following should be included in the SLA to satisfy this requirement?
 
 
A. MTTR 
B. RPO 
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C. ROI 
D. RTO 
 

Answer: D

 

 

Which of the following models provides the SMALLEST amount of technical overhead?
 
 
A. SaaS 
B. PaaS 
C. MaaS 
D. IaaS 
 

Answer: A

 

 

Transferring all of a customer's on-premises data and virtual machines to an appliance,
and then shipping it to a cloud provider is a technique used in a:
 
 
A. phased migration approach. 
B. replatforming migration approach. 
C. rip and replace migration approach. 
D. lift and shift migration approach. 
 

Answer: B

 

 

Which of the following storage types will BEST allow data to be backed up and retained for
long periods of time?
 
 
A. Solid state storage 
B. Block storage 
C. Object storage 
D. File storage 
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Answer: C

 

 

A company is planning to use cloud computing to extend the compute resources that will
run a new resource- intensive application. A direct deployment to the cloud would cause
unexpected billing. Which of the following must be generated while the application is
running on-premises to predict the cloud budget for this project better?
 
 
A. Proof or concept 
B. Benchmark 
C. Baseline 
D. Feasibility study 
 

Answer: C

 

 

Which of the following can be used to achieve automation, environment consistency, and
standardization of computer resources in a cloud environment?
 
 
A. Content management system 
B. Automation 
C. Service-oriented architecture 
D. Infrastructure as code 
 

Answer: D

 

 

Which of the following is true about the use of technologies such as JSON and XML for
cloud data interchange and automation tasks?
 
 
A. It can cause cloud vendor lock-in 
B. The company needs to define a specific programming language for cloud management. 
C. The same message format can be used across different cloud platforms. 
D. It is considered an unsafe format of communication. 
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Answer: C

 

 

A company has defined a multicloud model.
 
 
Which of the following is the MOST important aspect to consider when defining the
company's needs?
 
 
A. Change management 
B. Data sovereignty 
C. Data portability 
D. Data classification 
 

Answer: C

 

 

A company's finance team is reporting increased cloud costs against the allocated cloud
budget. Which of the following is the BEST approach to match some of the cloud operating
costs with the appropriate departments?
 
 
A. Right-sizing 
B. Scaling 
C. Chargeback 
D. Showback 
 

Answer: C

 

 

A company has been running tests on a newly developed algorithm to increase the
responsiveness of the application. The company's monthly bills for the testing have been
much higher than expected.
 
 
Which of the following documents should the company examine FIRST?
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