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Notes:
 
NFS NFS instructor.example.com:/var/ftp/pub/rhel6/dvd
 
YUM http://instructor.example.com/pub/rhel6/dvd
 
ldap http//instructor.example.com/pub/EXAMPLE-CA-CERT
 
 
Install dialog package.
 
 

Answer: yum install dialog 

 

 

 
Install a FTP server, and request to anonymous download from /var/ftp/pub catalog. (it
needs you to configure yum direct to the already existing file server.)
 
 

Answer: see explanation below. 

Explanation:  

# cd /etc/yum.repos.d 

# vim local.repo 

[local] 

name=local.repo 

 

baseurl=file:///mnt 

enabled=1 

gpgcheck=0 

 

# yum makecache 

# yum install -y vsftpd 

# service vsftpd restart 

# chkconfig vsftpd on 

# chkconfig --list vsftpd 

# vim /etc/vsftpd/vsftpd.conf 

anonymous_enable=YES 
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✑

✑

✑

 

 

 

 

 
Configure /var/tmp/fstab Permission.
 
 
Copy the file /etc/fstab to /var/tmp/fstab. Configure var/tmp/fstab permissions as the
following:
 
Owner of the file /var/tmp/fstab is Root, belongs to group root
 
File /var/tmp/fstab cannot be executed by any user
 
User natasha can read and write /var/tmp/fstab
 
User harry cannot read and write /var/tmp/fstab
 
All other users (present and future) can read var/tmp/fstab.
 
 

Answer: see explanation below. 

Explanation:  

cp /etc/fstab /var/tmp/ 
/var/tmp/fstab view the owner setfacl -m u:natasha:rw- /var/tmp/fstab setfacl -m
u:haryy:--- /var/tmp/fstab

 
 
Use getfacl /var/tmp/fstab to view permissions 
 
 
 

 

 

 
According the following requirements to create a local directory /common/admin.
 
 

This directory has admin group.
This directory has read, write and execute permissions for all admin group
members.
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✑

✑

Other groups and users don’t have any permissions.
All the documents or directories created in the/common/admin are automatically
inherit the admin group.

 

Answer: see explanation below. 

Explanation:  

 

mkdir -p /common/admin 

chgrp admin /common/admin 

chmod 2770 /common/admin 

 

 

 

 

 

 
You are new System Administrator and from now you are going to handle the system and
your main task is Network monitoring, Backup and Restore. But you don't know the root
password. Change the root password to redhat and login in default Runlevel.
 
 

Answer: see explanation below. 

Explanation:  

When you Boot the System, it starts on default Runlevel specified in /etc/inittab: 

Id:?:initdefault: 

 

When System Successfully boot, it will ask for username and password. But you don't

know the root's password. To change the root password you need to boot the system into

single user mode. You can pass the kernel arguments from the boot loader. 

 

1. Restart the System. 

2. You will get the boot loader GRUB screen. 

3. Press a and type 1 or s for single mode ro root=LABEL=/ rhgb queit s 

4. System will boot on Single User mode. 

5. Use passwd command to change. 

6. Press ctrl+d 
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Add users: user2, user3.
 
The Additional group of the two users: user2, user3 is the admin group Password: redhat
 
 

Answer: see explanation below. 

Explanation:  

# useradd -G admin user2 

# useradd -G admin user3 

# passwd user2 

redhat 

# passwd user3 

redhat 

 

 

 

 

 

 
A YUM repository has been provided at
http://server.domain11.example.com/pub/x86_64/Server.
 
Configure your system to use this location as a default repository.
 
 

Answer: see explanation below. 

Explanation:  

vim/etc/yum.repos/base.repo 

[base] 

name=base 

baseurl= http://server.domain11.example.com/pub/x86_64/Server 

gpgcheck=0 

enable=1 

Save and Exit 

 

Use yum list for validation, the configuration is correct if list the package information. If the

Yum configuration is not correct then maybe cannot answer the following questions. 
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Create a new logical volume according to the following requirements:
 
The logical volume is named database and belongs to the datastore volume group and has
a size of 50 extents.
 
Logical volumes in the datastore volume group should have an extent size of 16 MB.
 
Format the new logical volume with a ext3 filesystem.
 
The logical volume should be automatically mounted under /mnt/database at system boot
time.
 
 

Answer: see explanation below. 

Explanation:  

 

fdisk -cu /dev/vda 

partx -a /dev/vda 

pvcreate /dev/vdax 

vgcreate datastore /dev/vdax -s 16M 

lvcreate-l 50 -n database datastore 

mkfs.ext3 /dev/datastore/database 

mkdir /mnt/database 

 

mount /dev/datastore/database /mnt/database/ df -Th 

 

vi /etc/fstab 

/dev/datastore /database /mnt/database/ ext3 defaults 0 0 mount -a 
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1. Find all sizes of 10k file or directory under the /etc directory, and copy to /tmp/findfiles
directory.
 
2. Find all the files or directories with Lucy as the owner, and copy to /tmp/findfiles
directory.
 
 

Answer: see explanation below. 

Explanation:  

 

 

(1)find /etc -size 10k -exec cp {} /tmp/findfiles \; 

(2)find / -user lucy -exec cp -a {} /tmp/findfiles \; 

Note: If find users and permissions, you need to use cp - a options, to keep file permissions

and user attributes etc. 

 

 

 

 

 

 
Upgrading the kernel as 2.6.36.7.1, and configure the system to Start the default kernel,
keep the old kernel available.
 
 

Answer: see explanation below. 

Explanation:  

# cat /etc/grub.conf 

# cd /boot 

# lftp it 

# get dr/dom/kernel-xxxx.rpm 

# rpm -ivh kernel-xxxx.rpm 

# vim /etc/grub.conf 

default=0 
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Locate all the files owned by ira and copy them to the / root/findresults directory.
 
 

Answer: see explanation below. 

Explanation:  

 

# find / -user ira > /root/findresults (if /root/findfiles is a file) 

 

# mkdir -p /root/findresults 

# find / -user ira -exec cp -a {} /root/findresults\; [ if /root/findfiles is a directory] ls

/root/findresults 

 

 

 

 

 

 
Configure your web services, download from
http://instructor.example.com/pub/serverX.html And the services must be still running after
system rebooting.
 
 

Answer: see explanation below. 

Explanation:  

cd /var/www/html 

wget http://instructor.example.com/pub/serverX.html mv serverX.html index.html

/etc/init.d/httpd restart 

chkconfig httpd on 

 

 

 

 

 

 
SELinux must be running in the Enforcing mode.
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Answer: see explanation below. 

Explanation:  

 

getenforce // Check the current mode of SELinux // SELinux runs in enforcing mode //

Check 

getenforce 1 

getenforce 

vim /etc/selinux/config selinux=enforcing // To temporarily enable SELinux 

wg 

sestatus 

 

 

 

 

 

 
Create a volume group, and set the size is 500M, the size of single PE is 16M. Create
logical volume named lv0 in this volume group, set size is 20 PE, make it as ext3 file
system, and mounted automatically under data.
 
 

Answer: see explanation below. 

Explanation:  

fdisk /dev/vda 

pvcreate /dev/vda3 

vgcreate –s 16M vg0 /dev/vda3 

lvcreate –n lv0 –l 20 vg0 

mkfs.ext3 /dev/mapper/vg0-lv0 

mkdir /data 

/etc/fstab: 

/dev/mapper/vg0-lv0 /data ext3 defaults 0 0 

mount –a 

mount | grep data 
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Create a backup file named /root/backup.tar.bz2, which contains the contents of /usr/local,
bar must use the bzip2 compression.
 
 

Answer: see explanation below. 

Explanation:  

 

cd /usr/local 

tar -jcvf /root/backup.tar.bz2* 

mkdir /test 

tar -jxvf /root/backup.tar.bz2 -C /test/ 

 

 

 

 

 

 
Your System is going use as a router for 172.24.0.0/16 and 172.25.0.0/16. Enable the IP
Forwarding.
 
1. echo "1" >/proc/sys/net/ipv4/ip_forward
 
2. vi /etc/sysctl.conf net.ipv4.ip_forward=1
 
 

Answer: see explanation below. 

Explanation:  

/proc is the virtual filesystem, containing the information about the running kernel. 

 

To change the parameter of running kernel you should modify on /proc. From Next reboot

the system, kernel will take the value from /etc/sysctl.conf. 

 

 

 

 

 

 
Install the appropriate kernel update from
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✑

✑

✑

✑

✑

http://server.domain11.example.com/pub/updates.
 
The following criteria must also be met:
 
 
The updated kernel is the default kernel when the system is rebooted
 
The original kernel remains available and bootable on the system
 
 

Answer: see explanation below. 

Explanation:  
ftp server.domain11.example.com Anonymous login

 
ftp> cd /pub/updates ftp> ls 
ftp> mget kernel* ftp> bye 

rpm -ivh kernel*
vim /etc/grub.conf

 
Check the updatted kernel is the first kernel and the orginal kernel remains available. set
default=0 
wq! 
 
 
 

 

 

 
Make on /archive directory that only the user owner and group owner member can fully
access.
 
 

Answer: see explanation below. 

Explanation:  
chmod 770 /archive
Verify using : ls -ld /archive Preview should be like:

 
 
drwxrwx--- 2 root sysuser 4096 Mar 16 18:08 /archive 
To change the permission on directory we use the chmod command. According to the
question that only the owner user (root) and group member (sysuser) can fully access the
directory so: chmod 770 /archive 
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Create a 2G swap partition which take effect automatically at boot-start, and it should not
affect the original swap partition.
 
 

Answer: see explanation below. 

Explanation:  

# fdisk /dev/sda 

p 

(check Partition table) 

n 

(create new partition: press e to create extended partition, press p to create the main

partition, and the extended partition is further divided into logical partitions) 

Enter 

+2G t 

8 I 

82 

W 

partx -a /dev/sda 

partprobe 

mkswap /dev/sda8 

 

Copy UUID 

swapon -a 

vim /etc/fstab 

UUID=XXXXX swap swap defaults 0 0 

 

(swapon -s) 
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Configure the system synchronous as 172.24.40.10.
 
 

Answer: see explanation below. 

Explanation:  

Graphical Interfaces: 

System-->Administration-->Date & Time 

 

OR 

 

# system-config-date 

 

 

 

 

 

Part 2 (on Node2 Server)
 
Task 7 [Implementing Advanced Storage Features]
 
Create a thin-provisioned filesystem with the name think_fs from a pool think_pool using
the devices.
 
The filesystem should be mounted on /strav and must be persistent across reboot
 

Answer: See the Explanation below: 

Explanation:  

*  

[root@node2 ~]# lsblk 

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT 

vdd 252:48 0 5G 0 disk 

vde 252:64 0 10G 0 disk 

vdo1 253:4 0 50G 0 vdo /vbread 

[root@node2 ~]# yum install stratis* -y 

[root@node2 ~]# systemctl enable --now stratisd.service 

[root@node2 ~]# systemctl start stratisd.service 

[root@node2 ~]# systemctl status stratisd.service 

[root@node2 ~]# stratis pool create think_pool /dev/vdd 

[root@node2 ~]# stratis pool list 

Name Total Physical Properties 
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think_pool 5 GiB / 37.63 MiB / 4.96 GiB ~Ca,~Cr 

 

* 

[root@node2 ~]# stratis filesystem create think_pool think_fs 

[root@node2 ~]# stratis filesystem list 

Pool Name Name Used Created Device UUID 

think_pool think_fs 546 MiB Mar 23 2021 08:21 /stratis/think_pool/think_fs

ade6fdaab06449109540c2f3fdb9417d 

[root@node2 ~]# mkdir /strav 

[root@node2 ~]# lsblk 

[root@node2 ~]# blkid 

/dev/mapper/stratis-1-91ab9faf36a540f49923321ba1c5e40d-thin-fs-

ade6fdaab06449109540c2f3fdb9417d: UUID="ade6fdaa-b064-4910-9540-c2f3fdb9417d"

BLOCK_SIZE="512" TYPE="xfs" 

 

*  

[root@node2 ~]# vim /etc/fstab 

UUID=ade6fdaa-b064-4910-9540-c2f3fdb9417d /strav xfs defaults,x-

systemd.requires=stratisd.service 0 0 

[root@node2 ~]# mount /stratis/think_pool/think_fs /strav/ 

[root@node2 ~]# df -hT 

/dev/mapper/stratis-1-91ab9faf36a540f49923321ba1c5e40d-thin-fs-

ade6fdaab06449109540c2f3fdb9417d xfs 1.0T 7.2G 1017G 1% /strav 

 

 

 

 

 
SELinux must run in force mode.
 
 

Answer: see explanation below. 

Explanation:  

/etc/sysconfig/selinux 

SELINUX=enforcing 
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