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Topic 1, Volume A

Analyze the screenshot below. What type of vulnerability is being attacked?
 
 

 
 
A. Windows Server service 
B. Internet Explorer 
C. Windows Powershell 
D. Local Security Authority 
 

Answer: B

 

 

A pen tester is able to pull credential information from memory on a Windows system.
Based on the command and output below, what advantage does this technique give a
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penetration tester when trying to access another windows system on the network?
 
 

 
 
A. The technique is more effective through perimeter firewalls than otherauthentication
attacks.  
B. It allows the tester to escalate the privilege level of the account,  
C. Access to the system can be gained without password guessing or cracking.  
D. Salts are removed from the hashes to allow for faster, offline cracking 
 

Answer: A

 

 

While performing a code audit, you discover a SQL injection vulnerability assuming the
following vulnerable query, what user input could be injected to make the query true and
return data?
 
 
select * from widgets where name = '[user-input]';
 
 
A. 'or 1=1 
B. ‘or l=l… 
C. 'or 1=1-- 
D. ‘or l=1’ 
 

Answer: D

 

 

Which of the following best describes a server side exploit?
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A. Attack on the physical machine 
B. Attack of a service listening on a network port 
C. Attack that escalates user privilege to root or administrator 
D. Attack of a client application that retrieves content from the network 
 

Answer: C

 

 

How does OWASP ZAP function when used for performing web application assessments?
 
 
A. It is a non-transparent proxy that sits between your web browser and the
targetapplication.  
B. It is a transparent policy proxy that sits between Java servers and |SP web pages.  
C. It is a non-transparent proxy that passively sniffs network traffic for HTTPvulnerabilities.  
D. It is a transparent proxy that sits between a target application and the backenddatabase. 
 

Answer: D

 

 

Which of the following is the feature that separates the use of Rainbow Tables from other
applications such as Cain or John the Ripper?
 
 
A. Salts are used to create massive password databases for comparison. 
B. Applications take advantage of 64-bit CPU processor and multithread the
crackingprocess. 
C. Data Is aligned efficiently in the rainbow tables making the search process quicker  
D. Raw hashed passwords are compared to pre-calculated hash tables. 
 

Answer: B

 

 

Analyze the command output below. Given this information, which is the appropriate next
step for the tester?
 
Starting Nmap4.53 (hnp://insecure.org I at2010-09-30 19:13 EDT interesting ports on
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192.163.116.101:
 
PORT STATE SERVICE
 
130/tcp filtered cisco-fna
 
131/tcp filtered cisco-tna
 
132/tcp filtered cisco-sys
 
133/tcp filtered statsrv
 
134/tcp filtered Ingres-net
 
135/tcp filtered msrpc
 
136/tcp filtered profile
 
137/tcp filtered netbios-ns
 
138/tcp filtered netbios-dgm
 
139/tcp open netbios-ssn
 
140/tcp filtered emfis-data
 
MAC Address: 00:30:1&:B8:14:8B (Shuttle)
 
warning: OSS can results may be unreliable because we could not find at least l open and l
 
closed port
 
Device type, general purpose
 
Running: Microsoft Windows XP
 
OS details: Microsoft Windows XP SP2
 
Network Distance : 1 hop
 
Nmap done: I IP address (I host up) scanned in l .263 seconds
 
 
A. Determine the MAC address of the scanned host. 
B. Send a single SYN packet to port 139/tcp on the host. 
C. Send spoofed packets to attempt to evade any firewall 
D. Request a list of shares from the scanned host. 
 

Answer: B
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How can a non-privileged user on a Unix system determine if shadow passwords are being
used?
 
 
A. Read /etc/password and look for "x" or “II” in the second colon-delimited field 
B. Read /etc/shadow and look for “x” or “II” in the second colon-delimited field 
C. Verify that /etc/password has been replaced with /etc/shadow 
D. Read /etc/shadow and look NULL values In the second comma delimited field 
 

Answer: B

 

 

Which of the following describes the direction of the challenges issued when establishing a
wireless (IEEE 802.11) connection?
 
 
A. One-way, the client challenges the access point 
B. One-way, the access point challenges the client 
C. No challenges occur (or wireless connection 
D. Two-way, both the client and the access point challenge each other 
 

Answer: D

 

 

You are conducting a penetration test for a private company located in the UK. The scope
extends to all internal and external hosts controlled by the company. You have gathered
necessary hold-harmless and non-disclosure agreements. Which action by your group can
incur criminal liability under the computer Misuse Act of 1990?
 
 
A. Sending crafted packets to internal hosts in an attempt to fingerprint the
operatingsystems  
B. Recovering the SAM database of the domain server and attempting to crackpasswords  
C. Installing a password sniffing program on an employee's personal computer
withoutconsent  
D. Scanning open ports on internal user workstations and exploiting vulnerableapplications 
 

Answer: B

Question No : 8  - (Topic 1)
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Why is OSSTMM beneficial to the pen tester?
 
 
A. It provides a legal and contractual framework for testing 
B. It provides in-depth knowledge on tools 
C. It provides report templates 
D. It includes an automated testing engine similar to Metasploit 
 

Answer: C
Reference:
 
http://www.pen-tests.com/open-source-security-testing-methodology-manual-osstmm.html
 
 
 

 

 

Analyze the command output below, what action is being performed by the tester?
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A. Displaying a Windows SAM database 
B. Listing available workgroup services 
C. Discovering valid user accounts 
D. Querying locked out user accounts 
 

Answer: C

 

 

Why is it important to have a cheat sheet reference of database system tables when
performing SQL Injection?
 
 
A. This is where sites typically store sensitive information such as credit card numbers.  
B. These tables contain a list of allowed database applications  

Question No : 13  - (Topic 1)
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C. The information in these tables will reveal details about the web application's code.  
D. These tables contain metadata that can be queried to gain additional helpful information. 
 

Answer: D
Reference:
 
http://www.rackspace.com/knowledge_center/article/sql-injection-in-mysql
 
 
 

 

 

Which of the following file transfer programs will automatically convert end-of line
characters between different platforms when placed in ASCII Mode?
 
 
A. ftp 
B. nc 
C. tftp 
D. scp 
 

Answer: A
Reference:
 
https://wiki.filezilla-project.org/Data_Type
 
 
 

 

 

Given the following Scapy information, how is default Layer 2 information derived?
 
 

 
 
A. The default layer 2 information is contained in a local scapy.cfg configuration fileon the
local system.  

Question No : 14  - (Topic 1)
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B. If not explicitly defined, the Ether type field value Is created using the hex value ofthe
destination port, in this case 80  
C. If not explicitly defined, pseudo-random values are generated for the Layer 2
defaultinformation.  
D. Scapy relies on the underlying operating system to construct Layer 2 information touse
as default. 
 

Answer: C

 

 

Which of the following is a method of gathering user names from a Linux system?
 
 
A. Displaying the owner information of system-specific binaries 
B. Reviewing the contents of the system log files 
C. Gathering listening services from the xinetd configuration files 
D. Extracting text strings from the system password file 
 

Answer: C
Reference:
 
https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/pdf/Security_Guide/Red_Hat_Enterprise_Linux-6-
Security_Guide-en-US.pdf
 
 
 

 

 

You are pen testing a system and want to use Metasploit 3.X to open a listening port on the
system so you can access it via a netcat shell. Which stager would you use to have the
system listen on TCP port 50000?
 
 
A. Reverse.tcp 
B. Bind.tcp 
C. Fincltag.ord 
D. Passivex 
 

Answer: B

 

Question No : 16  - (Topic 1)
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You have compromised a Windows XP system and Injected the Meterpreter payload into
the lsass process. While looking over the system you notice that there is a popular
password management program on the system. When you attempt to access the file that
contains the password you find it is locked. Further investigation reveals that it is locked by
the passmgr process. How can you use the Meterpreter to get access to this file?
 
 
A. Use the getuid command to determine the user context the process is runningunder,
then use the imp command to impersonate that user.  
B. use the getpid command to determine the user context the process is runningunder,
then use the Imp command to impersonate that user.  
C. Use the execute command to the passmgr executable. That will give you access to 
the file.  
D. Use the migrate command to jump to the passmgr process. That will give you accessto
the file. 
 

Answer: C

 

 

ACME corporation has decided to setup wireless (IEEE 802.11) network in it's sales branch
at Tokyo and found that channels 1, 6, 9,11 are in use by the neighboring offices. Which is
the best channel they can use?
 
 
A. 4 
B. 5 
C. 10 
D. 2 
 

Answer: D

 

 

 
In the screen shot below, which selections would you need click in order to intercept and
alter all http traffic passing through OWASP ZAP?
 
 

Question No : 18  - (Topic 1)
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A. Trap response and continue 
B. Set Break and Continue  
C. Trap request and continue 
D. Continue and drop 
 

Answer: B

 

 

How can web server logs be leveraged to perform Cross-Site Scripting (XSSI?
 
 
A. Web logs containing XSS may execute shell scripts when opened In a GUI textbrowser  
B. XSS attacks cause web logs to become unreadable and therefore are an effective DOS
attack.  
C. If web logs are viewed in a web-based console, log entries containing XSS mayexecute
on the browser.  
D. When web logs are viewed in a terminal. XSS can escape to the shell and
executecommands. 
 

Answer: C

 

Question No : 21  - (Topic 1)
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A customer has asked for a scan or vulnerable SSH servers. What is the penetration tester
attempting to accomplish using the following Nmap command?
 
 

 
 
A. Checking operating system version 
B. Running an exploit against the target 
C. Checking configuration 
D. Checking protocol version 
 

Answer: D

 

 

You have compromised a Windows workstation using Metasploit and have injected the
Meterpreter payload into the smss process. You want to dump the SAM database of the
remote system so you can crack it offline. Which Meterpreter module would you need to
load in addition to the defaults so that you can accomplish this?
 
 
A. Core 
B. Priv 
C. Stdapi 
D. Hashdump 
 

Answer: C

 

 

You've been asked to test a non-transparent proxy lo make sure it is working. After
confirming the browser is correctly pointed at the proxy, you try to browse a web site. The
browser indicates it is "loading" but never displays any part the page. Checking the proxy,
you see a valid request in the proxy from your browser. Checking the response to the
proxy, you see the results displayed in the accompanying screenshot. Which of the
following answers is the most likely reason the browser hasn't displayed the page yet?
 
 

Question No : 22  - (Topic 1)
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A. The proxy is likely hung and must be restarted. 
B. The proxy is configured to trap responses. 
C. The proxy is configured to trap requests. 
D. The site you are trying to reach is currently down. 
 

Answer: C

 

 

What is the most likely cause of the responses on lines 10 and 11 of the output below?
 
 

Question No : 25  - (Topic 1)
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A. The device at hop 10 silently drops UDP packets with a high destination port.  
B. The device at hop 10 is down and not forwarding any requests at all.  
C. The host running the tracer utility lost its network connection during the scan  
D. The devices at hops 10 and II did not return an "ICMP TTL Exceeded in Transit"
message. 
 

Answer: D

 

 

You have compromised a Windows workstation using Metasploit and have injected the
Meterpreter payload into the svchost process. After modifying some files to set up a
persistent backdoor you realize that you will need to change the modified and access times
of the files to ensure that the administrator can't see the changes you made. Which
Meterpreter module would you need to load in order to do this?
 
 
A. Core 
B. Priv 
C. Stdapi 
D. Browser 
 

Question No : 26  - (Topic 1)
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Answer: D

 

 

What problem occurs when executing the following command from within a netcat raw
shell? sudo cat /etc/shadow
 
 
A. Sudo does not work at all from a shell 
B. Sudo works fine if the user and command are both in the /etc/sudoers file 
C. The display blanks after typing the sudo command 
D. You will not be able to type the password at the password prompt 
 

Answer: A

 

 

When attempting to crack a password using Rainbow Tables, what is the output of the
reduction function?
 
 
A. A new potential chain  
B. A new potential table  
C. A new potential password 
D. A new potential hash 
 

Answer: D
Reference:
 
http://en.wikipedia.org/wiki/Rainbow_table
 
 
 

 

 

Analyze the command output below. What information can the tester infer directly from the
information shown?
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A. The administrator account has no password 
B. Null sessions are enabled on the target 
C. The target host is running Linux with Samba services 
D. Account lockouts must be reset by the Administrator 
 

Answer: C

 

 

You are pen testing a Windows system remotely via a raw netcat shell. You want to quickly
change directories to where the Windows operating system resides, what command could
you use?
 
 
A. cd systemroot 
B. cd- 

Question No : 30  - (Topic 1)
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C. cd /systemroot/ 
D. cd %systemroot% 
 

Answer: B

 

 

A penetration tester obtains telnet access to a target machine using a captured credential.
While trying to transfer her exploit to the target machine, the network intrusion detection
systems keeps detecting her exploit and terminating her connection. Which of the following
actions will help the penetration tester transfer an exploit and compile it in the target
system?
 
 
A. Use the http service's PUT command to push the file onto the target machine. 
B. Use the scp service, protocol SSHv2 to pull the file onto the target machine. 
C. Use the telnet service's ECHO option to pull the file onto the target machine 
D. Use the ftp service in passive mode to push the file onto the target machine. 
 

Answer: D

 

 

What section of the penetration test or ethical hacking engagement final report is used to
detail and prioritize the results of your testing?
 
 
A. Methodology 
B. Conclusions 
C. Executive Summary 
D. Findings 
 

Answer: C

 

 

A client with 7200 employees in 14 cities (all connected via high speed WAN connections)
has suffered a major external security breach via a desktop which cost them more than SI
72.000 and the loss of a high profile client. They ask you to perform a desktop vulnerability
assessment to identify everything that needs to be patched. Using Nessus you find tens of
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thousands of vulnerabilities that need to be patched. In the report you find workstations
running several Windows OS versions and service pack levels, anti-virus software from
multiple vendors several major browser versions and different versions of Acrobat Reader.
Which of the following recommendations should you provide with the report?
 
 
A. The client should standardize their desktop software 
B. The client should eliminate workstations to reduce workload 
C. The client should hire more people to catch up on patches 
D. The client should perform monthly vulnerability assessments 
 

Answer: C

 

 

Analyze the excerpt from a packet capture between the hosts 192.168.116.9 and
192.168.116.101. What factual conclusion can the tester draw from this output?
 
 

 
 
A. Port 135 is filtered, port 139 is open. 
B. Pons 135 and 139 are filtered. 
C. Ports 139 and 135 are open. 
D. Port 139 is closed, port 135 is open 
 

Answer: C

 

 

Which of the following is a WEP weakness that makes it easy to Inject arbitrary clear text
packets onto a WEP network?
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