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Enhanced risk management emphasizes the continual improvement of risk management
capabilities.
 
A. True 
B. False 
 

Answer: A

Explanation: Enhanced risk management emphasizes the continual improvement of risk

management capabilities1. This means that risk management is regularly reviewed and

updated to ensure its relevance, adequacy, and effectiveness. 

 

 

 

Risk management processes, outcomes, and activities should be _________.
 
A. routable 
B. executable 
C. traceable 
D. rectifiable 
 

Answer: C

Explanation:  

Risk management processes, outcomes, and activities should be traceable5. This means

that there should be a clear record of how risks were identified, analyzed, evaluated,

treated, monitored, reviewed, and communicated. 

 

 

 

 

 

 

Organizational information systems, information flows, and formal and informal decision-
making processes are all a part of establishing which type of context in regard to the
organization?
 
A. External 

Question No : 1

Question No : 2
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B. Technological 
C. Local 
D. Internal 
 

Answer: D

Explanation:  

 

According to ISO31000 (2018), clause 5., establishing the context involves defining “the

external and internal parameters to be taken into account when managing risk”. The

internal context includes “information systems, information flows and decision-making

processes” among other factors. 

 

 

 

 

 

Where does an internal auditor typically spend most of his time auditing today? 
 
A. People 
B. Process 
C. Technology 
D. Infrastructure 
 

Answer: B

Explanation: According to , page 9, one of the current trends in auditing, risk management

and compliance is “shifting from auditing people to auditing processes”. This means that

internal auditors focus more on how well an organization’s processes are designed and

implemented to achieve its objectives and manage its risks. 

 

 

 

 

 

 

 

Which of the following is a major challenge in implementing the ISO 31000:2018 risk
management framework?

Question No : 4

Question No : 5
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A. Scoping framework boundaries 
B. Improvement framework boundaries 
C. Design framework boundaries 
D. Strategic framework boundaries 
 

Answer: A

Explanation: Scoping framework boundaries is a major challenge in implementing the ISO

31000:2018 risk management framework. Scoping framework boundaries involves defining

the scope of application of risk management within the organization’s context, 

structure, and objectives. 

 

 

 

 

 

 

 

 

Which two of the following are types Integrated Processes? (Choose two)
 
A. People processes 
B. Soft processes 
C. Hard process 
D. Quality analysis 
 

Answer: A,C

Explanation:  People processes and hard processes are two types of integrated

processes3. People processes involve human factors such as culture, values, ethics, and

behavior that influence risk management. Hard processes involve technical aspects such

as methods, tools, techniques, and systems that support risk management. 

 

 

 

 

Which of the following is described in terms of consequence and likelihood?
 
A. Level of risk 

Question No : 6

Question No : 7
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B. Level of crisis 
C. Level of uncertainty 
D. Level of cohesiveness 
 

Answer: A

Explanation: Level of risk is described in terms of consequence and likelihood.

Consequence means the outcome or impact of a risk event on objectives. Likelihood

means how probable it is that a risk event will occur. 

 

 

 

 

 

 

 

Which of the following is becoming the basis for all decision making?
 
A. Risk management 
B. Crisis management 
C. Quality management 
D. Marketing management 
 

Answer: A

Explanation:  

Risk management is becoming the basis for all decision making2. Risk management helps

organizations to identify opportunities and threats, evaluate alternatives, and make

informed choices. 

 

 

 

 

 

 

Which of the following step is a critical part of risk assurance?
 
A. Evaluation Context 
B. Establishing Context 

Question No : 8

Question No : 9
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C. Communication and Consultations 
D. Monitoring and Review 
 

Answer: D

Explanation: Monitoring and review is a critical part of risk assurance5. This step involves

checking whether the risk management framework, policy, and plan are implemented,

whether they remain suitable, and whether they need improvement. 

 

 

 

 

 

 

 

ISO 31000:2018 offers a generic outline for the design of the risk management framework
and process.
 
A. True 
B. False 
 

Answer: A

Explanation: ISO 31000:2018 offers a generic outline for the design of the risk

management framework and process. ISO 31000:2018 provides guidelines that can be

adapted to any organization’s situation and circumstances. 

 

 

 

Risk management takes human and cultural factors into account.
 
A. True 
B. False 
 

Answer: A

Explanation:  

 

Risk management takes human and cultural factors into account1. Human factors include

perception, judgment, behavior, and communication that influence risk management.

Question No : 10

Question No : 11
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Cultural factors include values, beliefs, norms, and expectations that shape the

organization’s risk culture. 

 

 

 

 

 

Inclusiveness is another critical attribute of good risk management.
 
A. True 
B. False 
 

Answer: A

Explanation:  

Inclusiveness is another critical attribute of good risk management. Inclusiveness helps to

ensure that different perspectives, knowledge, and values are considered in risk

management. 

 

 

 

 

 

 

The ISO 31000:2018 process can be used to identify stakeholder risk requirements, needs,
and expectations.
 
A. True 
B. False 
 

Answer: A

Explanation: The ISO 31000:2018 process can be used to identify stakeholder risk

requirements, needs, and expectations4. This is part of establishing the context for risk

management, which involves defining the scope, objectives, criteria, roles and

responsibilities for risk management. 

 

 

 

Question No : 12
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Risk management as defined by OCEG GRC model is:
 
A. Capability to set and evaluate performance against objectives 
B. Capability to proactively identify, assess and address uncertainty and potential obstacles
to achieving objectives 
C. Capability to proactively encourage and ensure compliance with established policies and
boundaries 
 

Answer: B

Explanation:  

According to 1, OCEG GRC model is “a framework for integrating governance, risk

management, compliance and ethics/culture into a single capability”. It defines risk

management as “the capability that enables an organization to understand how uncertainty

affects its ability to achieve objectives” 2. 

 

 

 

 

 

 

Which step is the last part of the risk assessment process, which started with risk
identification then moved to risk assessment, and finally risk evaluation?
 
A. Risk evaluation 
B. Risk outsourcing 
C. Risk acceptance 
D. Risk avoidance 
 

Answer: A

Explanation: the last step of the risk assessment process, which starts with risk

identification, moves to risk assessment, and finally risk evaluation, is Risk evaluation. 

Risk evaluation involves comparing the estimated level of risk against the risk criteria

established during the risk assessment phase, to determine the significance of the risk and

whether it is acceptable or not. This decision is made in consultation with stakeholders,

who may provide additional context and information to inform the decision. 

The American Society for Quality (ASQ) describes risk evaluation as "the process of

comparing an estimated risk against given risk criteria to determine the acceptability of the

risk." [1] 

Question No : 14

Question No : 15
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Similarly, ISO/IEC 27001:2013 (Information technology — Security techniques —

Information security management systems — Requirements) defines risk evaluation as

"the process of comparing the estimated risk against given risk criteria in order to

determine the significance of the risk." [2] 

References: [1] ASQ Glossary - Risk evaluation, https://asq.org/quality-resources/risk-

evaluation [2] ISO/IEC 27001:2013, Clause

6.1.3(c), https://www.iso.org/standard/54534.html 

 

 

 

 

 

 

 

 

As part of the ISO 31000 risk management process, ‘monitoring and review’ is best thought
of as which of the following? 
 
A. An extra stage.  
B. A feedback loop. 
C. Part of risk assessment. 
 

Answer: B

Explanation: According to 3, clause 6.5., monitoring and review “is intended as a feedback

loop for checking whether any change has occurred either internally or externally that may

affect performance against objectives”. It helps to ensure that the risk management

process remains relevant and effective over time. 

 

 

 

 

 

 

 

An international bank has identified the risks associated with economic changes in the
countries in which it operates. Which of the following correctly describes these risks? 

Question No : 16

Question No : 17
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A. Internal – Infrastructure. 
B. External – Reputational. 
C. External – Marketplace.  
 

Answer: C

Explanation:  

According to 1, page 15-16, external risks are “those arising from events outside the

organization” and marketplace risks are “those arising from changes in market conditions

such as customer demand, competition, regulation”. Economic changes in different

countries can affect the market conditions for an international bank’s operations. 

 

 

 

 

 

 

 

 The organization’s resources and internal support are ________ the risk management
strategy.
 
A. adjustable to match 
B. inputs in the development of 
C. metrics used to measure the value of 
D. outcomes of the development of  
 

Answer: B

Explanation: according to page 15 of source 3, the development of a risk management

strategy takes into account the organization's resources and internal support. These

resources include factors such as human, capital, and technological resources;

organizational structure, culture, and governance; communication and consultation

mechanisms; and support from senior management and leadership. These inputs have an

impact on the feasibility and effectiveness of the risk management strategy. 

 

 

 

 

 

 

Question No : 18
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Risk management is tailored.
 
A. True 
B. False 
 

Answer: A

Explanation: Risk management is tailored4. Tailored means that risk management takes

into account the specific needs, objectives, and characteristics of each organization and its

context. 

 

 

When an operational area develops a treatment for a critical risk, the risk management
professional MUST
 
A.  add the risk to the risk map. 
B. communicate the treatment plan directly with internal audit. 
C. evaluate the dollar savings associated with the treatment.  
D. evaluate the impact upon other areas.  
 

Answer: D

Explanation: When an operational area develops a treatment for a critical risk, the risk

management professional must evaluate the impact upon other areas3. This helps to

ensure that the treatment does not create new risks or adversely affect other objectives. 

 

 

 

 

 

 

 

The accuracy and reliability of the risk assessment should be identified as clearly as
possible.
 
A. True 
B. False 
 

Answer: A

Explanation:  

Question No : 20

Question No : 21
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The accuracy and reliability of the risk assessment should be identified as clearly as

possible1. This helps to communicate the level of confidence in the risk assessment results

and to inform decision-making. 

 

 

 

 

 

 

Treatment plan becomes a living document of defining the direction of the risk treatment
and being able to monitor progress against the plan.
 
A. True 
B. False 
 

Answer: A

Explanation: Treatment plan becomes a living document of defining the direction of the

risk treatment and being able to monitor progress against the plan3. Treatment plan helps

to ensure that risk treatment actions are aligned with the changing context, objectives, and

stakeholder expectations. 

 

 

 

 

 

 

 

Who serves as the principal adviser to the CEO, business unit heads, and critical function
heads on risk matter?
 
A. Chief Risk Officer (CRO) 
B. Chief Information Officer (CIO) 
C. Quality Auditor (QA) 
D. Risk Owner (RO) 
 

Answer: A

Explanation: Chief Risk Officer (CRO) serves as the principal adviser to the CEO,

Question No : 22

Question No : 23
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business unit heads, and critical function heads on risk matter. CRO leads the development

and implementation of the organization’s risk management framework and process. 

 

 

 

 

 

Which of the following ensures that uncertainty is managed so the organization can meet
its objectives?
 
A. Extended risk management 
B. Enhanced risk management 
C. Evasive risk management 
D. Avoidance risk management 
 

Answer: B

Explanation:  

 Enhanced risk management ensures that uncertainty is managed so the organization can

meet its objectives4. Enhanced risk management involves applying a systematic and

logical process to identify, analyze, evaluate, treat, monitor, review, and communicate

risks. 

 

 

 

 

 

 

ISO 31000:2018 risk management process is ______________
 
A. descriptive 
B. prescriptive 
C. visionitive 
D. cursive 
 

Answer: A

Explanation:  

ISO 31000:2018 risk management process is descriptive6. This means that it provides

Question No : 24
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guidance on what should be done for effective risk management, but not how it should be

done. The process can be customized to any organization and its context. 

 

 

 

 

 

 

 

New definition of risk under ISO 31000 and 31010 is:
 
A. Danger that injury, damage, or loss will occur 
B. Possibility of investment loss 
C. Probability of loss to an insurer 
D. Probability of an event that will have an impact on objectives 
 

Answer: D

Explanation:  

According to ISO/IEC Guide73 (2009), clause 1., risk is defined as “the effect of uncertainty

on objectives”. This definition applies to both ISO/IEC Guide73 (2009) and ISO31000

(2018), which are standards for risk management terminology and principles respectively. 

 

 

 

Which type of risk framework is expected to improve efficiency by aligning strategy,
processes, technology and people?
 
A. Controls, risk and supervision. 
B. Corporate, governance and control. 
C. Governance, risk and compliance. 
D. Supervision, audit and compliance 
 

Answer: C

Explanation: A governance, risk and compliance (GRC) framework is expected to improve

efficiency by aligning strategy, processes, technology and people. GRC aims to integrate

these elements to achieve organisational objectives while managing risks and complying

with regulations. 

Question No : 26
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