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Which two UTM features should be used for tracking productivity and corporate user
behavior? (Choose two.)
 
A. the content filtering UTM feature 
B. the antivirus UTM feature 
C. the Web filtering UTM feature 
D. the antispam UTM feature 
 

Answer: A,C

 

 

You are asked to verify that a license for AppSecure is installed on an SRX Series device.
 
In this scenario, which command will provide you with the required information?
 
A. user@srx> show system license 
B. user@srx> show services accounting 
C. user@srx> show configuration system 
D. user@srx> show chassis firmware 
 

Answer: A

 

 

Which two statements are correct about IKE security associations? (Choose two.)
 
A. IKE security associations are established during IKE Phase 1 negotiations. 
B. IKE security associations are unidirectional. 
C. IKE security associations are established during IKE Phase 2 negotiations. 
D. IKE security associations are bidirectional. 
 

Answer: A,D

 

 

Which security policy type will be evaluated first?
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A. A zone policy with no dynamic application set 
B. A global with no dynamic application set 
C. A zone policy with a dynamic application set 
D. A global policy with a dynamic application set 
 

Answer: D

 

 

When configuring antispam, where do you apply any local lists that are configured?
 
A. custom objects 
B. advanced security policy 
C. antispam feature-profile 
D. antispam UTM policy 
 

Answer: A

Explanation:  

user@host# set security utm custom-objects url-pattern url-pattern-name

https://www.juniper.net/documentation/us/en/software/junos/utm/topics/topic-map/security-

local-list-antispam-filtering.html 

 

 

 

 

 
Which Web filtering solution uses a direct Internet-based service for URL categorization?
 
A. Juniper ATP Cloud 
B. Websense Redirect 
C. Juniper Enhanced Web Filtering 
D. local blocklist 
 

Answer: C

Explanation: Juniper Enhanced Web Filtering is a web filtering solution that uses a direct

Internet-based service for URL categorization. This service allows Enhanced Web Filtering

to quickly and accurately categorize URLs and other web content, providing real-time

protection against malicious content. Additionally, Enhanced Web Filtering is able to

provide detailed reporting on web usage, as well as the ability to define and enforce
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acceptable use policies.  

References: https://www.juniper.net/documentation/en_US/junos-space-security-

director/topics/task/configuration/security-services-web-filtering-enhanced.html 

https://www.juniper.net/documentation/en_US/junos-space-security-

director/topics/task/configuration/security-services-web-filtering-enhanced-overview.html 

 

 

 

 

 

Which two statements are correct about the default behavior on SRX Series devices?
(Choose two.)
 
A. The SRX Series device is in flow mode. 
B. The SRX Series device supports stateless firewalls filters. 
C. The SRX Series device is in packet mode. 
D. The SRX Series device does not support stateless firewall filters. 
 

Answer: A,B

 

 

What are three primary match criteria used in a Junos security policy? (Choose three.)
 
A. application 
B. source address 
C. source port 
D. class 
E. destination address 
 

Answer: A,B,E

 

 

What is the correct order in which interface names should be identified?
 
A. system slot number –> interface media type –> port number –> line card slot number 
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B. system slot number –> port number –> interface media type –> line card slot number 
C. interface media type –> system slot number –> line card slot number –> port number 
D. interface media type –> port number –> system slot number –> line card slot number 
 

Answer: C

 

 

What is the default value of the dead peer detection (DPD) interval for an IPsec VPN
tunnel?
 
A. 20 seconds 
B. 5 seconds 
C. 10 seconds 
D. 40 seconds 
 

Answer: B

Explanation: The default value of the dead peer detection (DPD) interval for an IPsec VPN

tunnel is 5 seconds. DPD is a mechanism that enables the IPsec device to detect if the

peer is still reachable or if the IPsec VPN tunnel is still active. The DPD interval determines

how often the IPsec device sends DPD packets to the peer to check the status of the VPN

tunnel. A value of 5 seconds is a common default, but the specific value can vary

depending on the IPsec device and its configuration. 
Reference:
 
Juniper Networks Technical Documentation: Configuring IPsec VPNs:
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/ipsec-vpn-
overview-srx-series.html
 
 
 
 

 

 

A security zone is configured with the source IP address 192.168.0.12/255.255.0.255
wildcard match.
 
In this scenario, which two IP packets will match the criteria? (Choose two.)
 
A. 192.168.1.21 
B. 192.168.0.1 
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C. 192.168.1.12 
D. 192.168.22.12 
 

Answer: C,D

 

 

What is an IP addressing requirement for an IPsec VPN using main mode?
 
A. One peer must have dynamic IP addressing. 
B. One peer must have static IP addressing. 
C. Both peers must have dynamic IP addresses. 
D. Both peers must have static IP addressing. 
 

Answer: D

 

 

You want to deploy a NAT solution.
 
In this scenario, which solution would provide a static translation without PAT?
 
A. interface-based source NAT 
B. pool-based NAT with address shifting 
C. pool-based NAT with PAT 
D. pool-based NAT without PAT 
 

Answer: B

Explanation: Translation of the original source IP address to an IP address from a user-

defined address pool by shifting the IP addresses. This type of translation is one-to-one,

static, and without port address translation. If the original source IP address range is larger

than the IP address range in the user-defined pool, untranslated packets are dropped.

https://www.juniper.net/documentation/us/en/software/junos/nat/topics/topic-map/nat-

security-source-and-source-pool.html 
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Which Juniper Networks solution uses static and dynamic analysis to search for day-zero
malware threats?
 
A. firewall filters 
B. UTM 
C. Juniper ATP Cloud 
D. IPS 
 

Answer: C

Explanation:  

Malware Sandboxing 

Detect and stop zero-day and commodity malware within web, email, data center, and

application traffic targeted for Windows, Mac, and IoT devices.

https://www.juniper.net/us/en/products/security/advanced-threat-prevention.html 

 

 

 

 

Corporate security requests that you implement a policy to block all POP3 traffic from
traversing the Internet firewall.
 
In this scenario, which security feature would you use to satisfy this request?
 
A. antivirus 
B. Web filtering 
C. content filtering 
D. antispam 
 

Answer: C

 

 

Which two components are part of a security zone? (Choose two.)
 
A. inet.0 
B. fxp0 
C. address book 
D. ge-0/0/0.0 
 

Answer: B,D
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When operating in packet mode, which two services are available on the SRX Series
device? (Choose two.)
 
A. MPLS 
B. UTM 
C. CoS 
D. IDP 
 

Answer: A,C

 

 

Which statement is correct about unified security policies on an SRX Series device?
 
A. A zone-based policy is always evaluated first. 
B. The most restrictive policy is applied regardless of the policy level. 
C. A global policy is always evaluated first. 
D. The first policy rule is applied regardless of the policy level. 
 

Answer: A

 

 

You are configuring an SRX Series device. You have a set of servers inside your private
network that need one-to-one mappings to public IP addresses.
 
Which NAT configuration is appropriate in this scenario?
 
A. source NAT with PAT 
B. destination NAT 
C. NAT-T 
D. static NAT 
 

Answer: D

Explanation: https://www.juniper.net/documentation/en_US/day-one-books/nat-and-pat-

en.html  
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And the specific text that would support the above answer is as follows: "Static NAT, which

requires manual configuration, is often the most appropriate configuration for mapping one

internal address to one external address." 

 

 

 

You want to enable the minimum Juniper ATP services on a branch SRX Series device.
 
In this scenario, what are two requirements to accomplish this task? (Choose two.)
 
A. Install a basic Juniper ATP license on the branch device. 
B. Configure the juniper-atp user account on the branch device. 
C. Register for a Juniper ATP account on https://sky.junipersecurity.net. 
D. Execute the Juniper ATP script on the branch device. 
 

Answer: C,D

Explanation:

https://manuals.plus/m/95fded847e67e8f456453182a54526ba3224a61a337c47177244d34

5d1f3b19e.pdf 

 

 

Which IPsec protocol is used to encrypt the data payload?
 
A. ESP 
B. IKE 
C. AH 
D. TCP 
 

Answer: A

 

 

 
Which three operating systems are supported for installing and running Juniper Secure
Connect client software? (Choose three.)
 
A. Windows 7 
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