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Topic 1, Misc. Questions

Question No : 1 - (Topic 1)

You have a Microsoft 365 tenant that uses Microsoft Exchange Online.

You need to recover deleted email messages from a user’s mailbox.

Which two PowerShell cmdlets should you use? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. Restore-Recoverableltems
B. Get-MailboxRestoreRequest
C. Restore-Mailbox

D. Get-Recoverableltems

E. Set-MailboxRestoreRequest

Answer: A,D
Reference:

https://docs.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-user-
mailboxes/recover-deleted-messages

Question No : 2 - (Topic 1)

You create a data loss prevention (DLP) policy. The Advanced DLP rules page is shown in
the Rules exhibit.

Pass Your Certification With ExamKiller Guarantee 3



Microsoft SC-400 : Practice Test

The Review your settings page is shown in the review exhibit.

You need to review the potential impact of enabling the policy without applying the actions.
What should you do?

A. Edit the policy, remove all the actions in DLP rule 1, and select I'd like to test it out first.
B. Edit the policy, remove the Restrict access to the content and Send incident report to
Administrator actions,

and then select Yes, turn it on right away.

C. Edit the policy, remove all the actions in DLP rule 1, and select Yes, turn it on right
away.

D. Edit the policy, and then select I'd like to test it out first.

Answer: D
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-dip-policy-from-a-
template?view=0365-worldwide

Question No : 3 HOTSPOT - (Topic 1)
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You have a Microsoft 365 E5 tenant that contains three groups named Groupl, Group2,
and Groups3.

You have the users shown in the following table.

You have the sensitivity labels shown in the following exhibit.

You have the label policies shown in the following table.
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For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Text

Description automatically generated
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Question No : 4 HOTSPOT - (Topic 1)

While creating a retention label, you discover that the following options are missing:

0 Mark items as a record
0 Mark items as a regulatory record

You need to ensure that the options are available when you create retention labels in the
Microsoft 365 compliance center.

How should you complete the PowerShell script? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Answer:
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Explanation:

Question No : 5 HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription that contains the users shown in the following table.
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You create the data loss prevention (DLP) policies shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select.
No.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Question No : 6 - (Topic 1)
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You have a Microsoft SharePoint Online site that contains employee contracts in a
document library named

Contracts.

The contracts must be treated as records in accordance with your company's records
management policy.

You need to implement a solution to automatically mark all the contracts as records when
they are uploaded to

Contracts.

Which two actions should you perform? Each correct answer presents part of the solution.
(Choose two.)

NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.
D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Answer: B,C
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-
labels?view=0365-worldwide

Question No : 7 - (Topic 1)

You have a Microsoft 365 tenant that contains the users shown in the following table.
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You configure a retention label to trigger a disposition review at the end of the retention
period.

Which users can access the Disposition tab in the Microsoft 365 compliance center to
review the content?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User3
E. User3 and User4

Answer: C
Reference:

D18912E1457D5D1DDCBD40AB3BF70DSD

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-
the-security-andcompliance-center?view=0365-worldwide

Question No : 8 HOTSPOT - (Topic 1)

While creating a retention label, you discover that the Mark items as a regulatory record
option is unavailable.

You need to ensure that the option is available when you create retention labels in the
Microsoft Purview compliance portal.
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How should you complete the PowerShell script? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
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Question No : 9 - (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each
guestion in the series contains a unique solution that might meet the stated goals. Some
guestion sets might have more than one correct solution, while others might not have a
correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result,
these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner
who is affected by the policy. The policy must scan for credit card numbers, and alerts must
be sent to the Microsoft Teams site of the affected department.

Solution: You use the Data Classification service inspection method and send alerts to
Microsoft Power Automate.

Does this meet the goal?

A. Yes
B. No

Answer: B
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection

https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

Question No : 10 DRAG DROP - (Topic 1)
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You need to create a trainable classifier that can be used as a condition in an auto-apply
retention label policy.

Which three actions should you perform in sequence? To answer, move the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.

Answer:

Explanation:

Question No : 11 - (Topic 1)

You are creating an advanced data loss prevention (DLP) rule in a DLP policy named
Policy 1 that will have all

locations selected.

Which two conditions can you use in the rule? Each correct answer presents a complete
solution. (Choose

two.)
NOTE: Each correct selection is worth one point.

A. Content contains

B. Content is shared from Microsoft 365
C. Document size equals or is greater than
D. Attachment's file extension is

E. Document property is
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Answer: A,B

Question No : 12 - (Topic 1)

You have a Microsoft 365 tenant.
All Microsoft OneDrive for Business content is retained roe five years.

A user named Userl left your company a year ago, after which the account of User 1 was
deleted from Azure Active Directory (Azure AD)

You need to recover an important file that was stored in the OneDrive of Userl.
What should you use?

A. the Restore-SPODeletedSite PowerShell cmdlet
B. the OneDrive recycle bin

C. the Restore-ADObject PowerShell cmdlet

D. Deleted users in the Microsoft 365 admin center

Answer: B
Reference:

https://docs.microsoft.com/en-us/onedrive/set-retention

https://docs.microsoft.com/en-us/onedrive/retention-and-deletion

Question No : 13 - (Topic 1)

You need to create a retention policy to retain all the files from Microsoft Teams channel
conversations and private chats.

Which two locations should you select in the retention policy? Each correct answer present
part of the solution.

NOTE: Each correct selection is worth one point.

A. Team channel messages
B. OneDrive accounts
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C. SharePoint sites
D. Exchange email
E. Office 365 groups
F. Team chats

Answer: B,C
Reference:

https://support.microsoft.com/en-us/office/file-storage-in-teams-df5ccO0a5-d1bb-414c-8870-
46c6eb76686a

Question No : 14 HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant.

You create sensitivity labels as shown in the Sensitivity Labels exhibit.

The Confidential/External sensitivity label is configured to encrypt files and emails when
applied to content.

The sensitivity labels are published as shown in the Published exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:
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Explanation:

Question No : 15 - (Topic 1)

You create three sensitivity labels named Sensitivityl, Sensitivity2, and Sensitivity3 and
perform the following

actions:

0 Publish Sensitivity1.
0 Create an auto-labeling policy for Sensitivity2.
You plan to create a file policy named Policyl in Microsoft Cloud App Security.

Which sensitivity labels can you apply to Microsoft SharePoint Online in Policy1?

A. Sensitivityl only

B. Sensitivityl, Sensitivity2, and Sensitivity3
C. Sensitivity2 only

D. Sensitivityl and Sensitivity2 only

Answer: D
Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-
automatically?view=0365-

worldwide

https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

Question No : 16 HOTSPOT - (Topic 1)

You have Microsoft 365 ES subscription that has data loss prevention (DLP) implemented.
You plan to export DLP activity by using Activity explorer.
The exported file needs to display the sensitive info type detected for each DLP match.

What should you do in Activity explorer before the data, and in which file exported? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
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Question No : 17 - (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each
guestion in the series contains a unique solution that might meet the stated goals. Some
guestion sets might have more than one correct solution, while others might not have a
correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result,
these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner
who is affected by the policy. The policy must scan for credit card numbers, and alerts must
be sent to the Microsoft Teams site of the affected department.

Solution: You use the Data Classification service inspection method and send alerts as
email.

Does this meet the goal?

A. Yes
B. No

Answer: B
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection

https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies
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Question No : 18 - (Topic 1)

Note: This question is part of a series of questions that present the same scenario.
Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others
might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a
result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers
are onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected
sensitive information on multiple computers. Tailspin_scanner.exe is installed locally on the
computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without
preventing the application from accessing other documents.

Solution: From the Cloud App Security portal, you mark the application as Unsanctioned.

Does this meet the goal?

A. Yes
B. No

Answer: B
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using?view=0365-
worldwide

Question No : 19 - (Topic 1)
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You have a sensitive information type based on a trainable classifier.

You are unsatisfied with the result of the result of trainable classifier.

You need to retrain the classifier.

What should you use in the Microsoft 365 compliance center?

A. Labels from Information protection

B. Labels from Information governance

C. Content explorer from Data classification
D. Content search

Answer: C
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-how-to-retrain-
content-explorer?view=0365-worldwide

Question No : 20 - (Topic 1)

You have a Microsoft 365 E5 subscription.
You create a role group named Rotel.

You need to add a role to Rolel that will enable group members to view the metadata of
records that were tagged for deletion automatically at the end of the records' retention
period. The solution must use the principle of least privilege.

Which role should you add?

A. Review

B. View-Only Retention Management
C. Retention Management

D. Disposition Management

E. Record Management

Answer: B
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Question No : 21 - (Topic 1)

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The
computers are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.
Solution: You enroll the computers in Microsoft intune.
Does this meet the goal?

A. Yes
B. No

Answer: B
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-
started?view=0365-worldwide

Question No : 22 - (Topic 1)

You have a Microsoft 365 tenant that has devices onboarded to Microsoft Defender for
Endpoint as shown in the following table.

You plan to start using Microsoft 365 Endpoint data loss protection (Endpoint DLP).
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Which devices support Endpoint DLP?

A. Device5 only

B. Device2 only

C. Device 1, Device2, Device3, Device4, and Device5
D. Device3 and Device4 only

E. Devicel and Device2 only

Answer: B
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-
about?view=0365-worldwide

Question No : 23 HOTSPOT - (Topic 1)

You have a Microsoft SharePoint Online site named Sitel and a sensitivity label named
Sensitivityl. Sensitivityl adds a watermark and a header to content.

You create a policy to automatically apply Sensitivityl to emails in Microsoft Exchange
Online and Sitel.

How will Sensitivityl mark matching emails and Sitel documents? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer:

Explanation:
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Question No : 24 - (Topic 1)

You create a retention label that has a retention period of seven years.

You need to ensure that documents containing a credit card number are retained for seven
years. Other documents must not be retained.

What should you create?

A. a retention label policy of type publish

B. a retention policy that retains files automatically
C. aretention policy that deletes files automatically
D. a retention label policy of type auto-apply

Answer: D
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-retention-labels-
automatically?view=0365-worldwide

Question No : 25 - (Topic 1)

You have a Microsoft OneDrive for Business folder that contains the files shown in the
following table.

Type Number of files
JPg >0
docx 300
txt 50
ZIp 20

In Microsoft Cloud App Security, you create a file policy to automatically apply a
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classification.

What is the effect of applying the policy?

A. The policy will apply to only the .docx and .txt files. The policy will classify the files within
24 hours.

B. The policy will apply to all the files. The policy will classify only 100 files daily.

C. The policy will apply to only the .docx files. The policy will classify only 100 files daily.

D. The policy will apply to only the .docx and .txt files. The policy will classify the files
immediately.

Answer: C
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

Question No : 26 - (Topic 1)

You have a Microsoft 365 tenant.

You have a Microsoft SharePoint Online site that contains employment contracts in a folder
named

EmploymentContracts. All the files in EmploymentContracts are marked as records.

You need to recommend a process to ensure that when a record is updated, the previous
version of the record

is kept as a version of the updated record.

What should you recommend?

A. Upload an updated file plan that contains the record definition.
B. Unlock the record, modify the record, and then lock the record.

C. Create a copy of the record and enter a version in the file metadata.
D. Create a new label policy associated to an event that will apply to the record.

Answer: B
Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/record-versioning?view=0365-
worldwide

Question No : 27 HOTSPOT - (Topic 1)

You are implementing Microsoft Office 365 Message Encryption (OME) for a Microsoft 365
tenant named contoso.com.

You need to meet the following requirements:
* All email to a domain named fabhkam.com must be encrypted automatically.
» Encrypted emails must expire seven days after they are sent-

What should you configure for each requirement? To answer, select the appropriate
options

NOTE: Each correct selection is worth one point.

Answer:
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Explanation:
Graphical user interface, text, application

Description automatically generated

Question No : 28 HOTSPOT - (Topic 1)

You create a sensitivity label as shown in the Sensitivity Label exhibit.

You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit.

A user sends the following email:

From: userl@contoso.com
To: user2@fabrikam.com
Subject: Address List

Message Body:

Here are the lists that you requested.

Attachments:
<<Filel.docx>>

<<File2.xml>>
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