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Question No : 1 

Which of the following Incident handling process phases is responsible for defining rules, collaborating 

human workforce, creating a back-up plan, and testing the plans for an enterprise?  

 

A. Preparation phase  

 

B. Eradication phase  

 

C. Identification phase  

 

D. Recovery phase  

 

E. Containment phase  

 

Answer: A  

 

 

Question No : 2  

Which of the following statements are true about netcat?  

Each correct answer represents a complete solution. Choose all that apply.  

 

A. It provides special tunneling, such as UDP to TCP, with the possibility of specifying all network 

parameters.  

 

B. It can be used as a file transfer solution.  

 

C. It provides outbound and inbound connections for TCP and UDP ports.  

 

D. The nc -z command can be used to redirect stdin/stdout from a program.  

 

Answer: A,B,C  

 

 

Question No : 3  

Which of the following is a reason to implement security logging on a DNS server?  

 

A. For preventing malware attacks on a DNS server  

 

B. For measuring a DNS server's performance  

 



SANS SEC504 Exam 

 

                             Leading the way in IT testing and certification tools, www.examkiller.net 

C. For monitoring unauthorized zone transfer  

 

D. For recording the number of queries resolved  

 

Answer: C  

 

 

Question No : 4 

The Klez worm is a mass-mailing worm that exploits a vulnerability to open an executable attachment 

even in Microsoft Outlook's preview pane. The Klez worm gathers email addresses from the entries of the 

default Windows Address Book (WAB). Which of the following registry values can be used to identify this 

worm?  

 

A. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices  

 

B. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run  

 

C. HKEY_CURRENT_USER\Software\Microsoft\WAB\WAB4\Wab File Name = "file and pathname of the 

WAB file"  

 

D. HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run  

 

Answer: C  

 

 

Question No : 5  

You work as a Network Administrator for Net Perfect Inc. The company has a Windows-based network. 

The company wants to fix potential vulnerabilities existing on the tested systems. You use Nessus as a 

vulnerability scanning program to fix the vulnerabilities. Which of the following vulnerabilities can be fixed 

using Nessus?  

Each correct answer represents a complete solution. Choose all that apply.  

 

A. Misconfiguration (e.g. open mail relay, missing patches, etc.)  

 

B. Vulnerabilities that allow a remote cracker to control sensitive data on a system  

 

C. Vulnerabilities that allow a remote cracker to access sensitive data on a system  

 

D. Vulnerabilities that help in Code injection attacks  

 

Answer: A,B,C  
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Question No : 6  

Adam works as a Security Analyst for Umbrella Inc. Company has a Windows-based network. All 

computers run on Windows XP. Manager of the Sales department complains Adam about the unusual 

behavior of his computer. He told Adam that some pornographic contents are suddenly appeared on his 

computer overnight. Adam suspects that some malicious software or Trojans have been installed on the 

computer. He runs some diagnostics programs and Port scanners and found that the Port 12345, 12346, 

and 20034 are open. Adam also noticed some tampering with the Windows registry, which causes one 

application to run every time when Windows start. Which of the following is the most likely reason behind 

this issue?  

 

A. Cheops-ng is installed on the computer.  

 

B. Elsave is installed on the computer.  

 

C. NetBus is installed on the computer.  

 

D. NetStumbler is installed on the computer.  

 

Answer: C  

 

 

Question No : 7  

Which of the following tools is used for vulnerability scanning and calls Hydra to launch a dictionary 

attack?  

 

A. Whishker  

 

B. Nessus  

 

C. SARA  

 

D. Nmap  

 

Answer: B  

 

 

Question No : 8  

In which of the following scanning methods do Windows operating systems send only RST packets 

irrespective of whether the port is open or closed?  

 

A. TCP FIN  

 

B. FTP bounce  
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C. XMAS  

 

D. TCP SYN  

 

Answer: A 

 

 

Question No : 9  

Which of the following malicious software travels across computer networks without the assistance of a 

user?  

 

A. Worm  

 

B. Virus  

 

C. Hoax  

 

D. Trojan horses  

 

Answer: A  

 

 

Question No : 10  

Which of the following types of attack can guess a hashed password?  

 

A. Brute force attack  

 

B. Evasion attack  

 

C. Denial of Service attack  

 

D. Teardrop attack  

 

Answer: A  

 

 

Question No : 11  

Adam, a malicious hacker is running a scan. Statistics of the scan is as follows:  

Scan directed at open port: ClientServer  

192.5.2.92:4079 ---------FIN--------->192.5.2.110:23192.5.2.92:4079  

<----NO RESPONSE------192.5.2.110:23  

Scan directed at closed port:  

Client Server  
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192.5.2.92:4079 ---------FIN--------->192.5.2.110:23  

192.5.2.92:4079<-----RST/ACK----------192.5.2.110:23  

Which of the following types of port scan is Adam running?  

 

A. ACK scan  

 

B. FIN scan  

 

C. XMAS scan  

 

D. Idle scan  

 

Answer: B  

 

 

Question No : 12  

Who are the primary victims of smurf attacks on the contemporary Internet system?  

 

A. IRC servers are the primary victims to smurf attacks  

 

B. FTP servers are the primary victims to smurf attacks  

 

C. SMTP servers are the primary victims to smurf attacks  

 

D. Mail servers are the primary victims to smurf attacks  

 

Answer: A  

 

 

Question No : 13  

You have inserted a Trojan on your friend's computer and you want to put it in the startup so that 

whenever the computer reboots the Trojan will start to run on the startup. Which of the following registry 

entries will you edit to accomplish the task?  

 

A. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Startup  

 

B. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Auto  

 

C. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices  

 

D. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Start  

 

Answer: C  
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Question No : 14  

John, a part-time hacker, has accessed in unauthorized way to the www.yourbank.com banking Website 

and stolen the bank account information of its users and their credit card numbers by using the SQL 

injection attack. Now, John wants to sell this information to malicious person Mark and make a deal to get 

a good amount of money. Since, he does not want to send the hacked information in the clear text format 

to Mark; he decides to send information in hidden text. For this, he takes a steganography tool and hides 

the information in ASCII text by appending whitespace to the end of lines and encrypts the hidden 

information by using the IDEA encryption algorithm. Which of the following tools is John using for 

steganography? 

 

A. Image Hide  

 

B. 2Mosaic  

 

C. Snow.exe  

 

D. Netcat  

 

Answer: C  

 

 

Question No : 15  

Adam works as a Senior Programmer for Umbrella Inc. A project has been assigned to him to write a 

short program to gather user input for a Web application. He wants to keep his program neat and simple. 

His chooses to use printf(str) where he should have ideally used printf("%s", str).  

What attack will his program expose the Web application to?  

 

A. Format string attack  

 

B. Cross Site Scripting attack  

 

C. SQL injection attack  

 

D. Sequence++ attack  

 

Answer: A  

 

 

Question No : 16  

You run the following bash script in Linux:  

for i in 'cat hostlist.txt' ;do  

nc -q 2 -v $i 80 < request.txt done  

Where, hostlist.txt file contains the list of IP addresses and request.txt is the output file. Which of the 
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following tasks do you want to perform by running this script?  

 

A. You want to put nmap in the listen mode to the hosts given in the IP address list.  

 

B. You want to perform banner grabbing to the hosts given in the IP address list.  

 

C. You want to perform port scanning to the hosts given in the IP address list.  

 

D. You want to transfer file hostlist.txt to the hosts given in the IP address list.  

 

Answer: B  

 

 

Question No : 17  

Which of the following characters will you use to check whether an application is vulnerable to an SQL 

injection attack?  

 

A. Dash (-)  

 

B. Double quote (")  

 

C. Single quote (')  

 

D. Semi colon (;)  

 

Answer: C  

 

 

Question No : 18  

Adam has installed and configured his wireless network. He has enabled numerous security features 

such as changing the default SSID, enabling WPA encryption, and enabling MAC filtering on his wireless 

router. Adam notices that when he uses his wireless connection, the speed is sometimes 16 Mbps and 

sometimes it is only 8 Mbps or less. Adam connects to the management utility wireless router and finds 

out that a machine with an unfamiliar name is connected through his wireless connection. Paul checks the 

router's logs and notices that the unfamiliar machine has the same MAC address as his laptop.  

Which of the following attacks has been occurred on the wireless network of Adam?  

 

A. NAT spoofing  

 

B. DNS cache poisoning  

 

C. MAC spoofing  
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D. ARP spoofing  

 

Answer: C  

 

 

Question No : 19  

Which of the following tools can be used to detect the steganography?  

 

A. Dskprobe  

 

B. Blindside  

 

C. ImageHide  

 

D. Snow  

 

Answer: A  

 

 

Question No : 20  

Which of the following statements are true about session hijacking?  

Each correct answer represents a complete solution. Choose all that apply.  

 

A. Use of a long random number or string as the session key reduces session hijacking.  

 

B. It is used to slow the working of victim's network resources.  

 

C. TCP session hijacking is when a hacker takes over a TCP session between two machines.  

 

D. It is the exploitation of a valid computer session to gain unauthorized access to information or services 

in a computer system.  

 

Answer: A,C,D  

 

 

Question No : 21  

Which of the following types of attacks is the result of vulnerabilities in a program due to poor 

programming techniques?  

 

A. Evasion attack  

 

B. Denial-of-Service (DoS) attack  
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C. Ping of death attack  

 

D. Buffer overflow attack  

 

Answer: D  

 

 

Question No : 22 

Adam works as an Incident Handler for Umbrella Inc. His recent actions towards the incident are not up to 

the standard norms of the company. He always forgets some steps and procedures while handling 

responses as they are very hectic to perform.  

Which of the following steps should Adam take to overcome this problem with the least administrative 

effort?  

 

A. Create incident manual read it every time incident occurs.  

 

B. Appoint someone else to check the procedures.  

 

C. Create incident checklists.  

 

D. Create new sub-team to keep check.  

 

Answer: C  

 

 

Question No : 23  

Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the 

server of DataSoft Inc. to hone his hacking skills. The company has a Windows-based network. Jason 

successfully enters the target system remotely by using the advantage of vulnerability. He places a Trojan 

to maintain future access and then disconnects the remote session. The employees of the company 

complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that some computers are 

very slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans are 

present on the computers. He suspects that a malicious hacker has accessed the network. Mark takes the 

help from Forensic Investigators and catches Jason.  

Which of the following mistakes made by Jason helped the Forensic Investigators catch him?  

 

A. Jason did not perform a vulnerability assessment.  

 

B. Jason did not perform OS fingerprinting.  

 

C. Jason did not perform foot printing.  

 

D. Jason did not perform covering tracks.  
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E. Jason did not perform port scanning.  

 

Answer: D  

 

 

Question No : 24 

Which of the following is a technique of using a modem to automatically scan a list of telephone numbers, 

usually dialing every number in a local area code to search for computers, Bulletin board systems, and fax 

machines?  

 

A. Demon dialing  

 

B. Warkitting  

 

C. War driving  

 

D. Wardialing  

 

Answer: D  

 

 

Question No : 25 CORRECT TEXT  

Fill in the blank with the appropriate term.  

_______is the practice of monitoring and potentially restricting the flow of information outbound from one 

network to another  

 

Answer: Egress filtering  

 

 

Question No : 26  

You run the following command while using Nikto Web scanner:  

perl nikto.pl -h 192.168.0.1 -p 443  

What action do you want to perform?  

 

A. Using it as a proxy server  

 

B. Updating Nikto  

 

C. Seting Nikto for network sniffing  

 

D. Port scanning  

 

Answer: D  




