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Topic 1, Mix Questions

While setting up an AWS managed VPN connection, a SysOps administrator creates a
customer gateway resource in AWS. The customer gateway device resides in a data center
with a NAT gateway in front of it.
 
What address should be used to create the customer gateway resource?
 
 
A. The private IP address of the customer gateway device 
B. The MAC address of the NAT device in front of the customer gateway device 
C. The public IP address of the customer gateway device 
D. The public IP address of the NAT device in front of the customer gateway device 
 

Answer: D

 

 

A company uses an Amazon CloudFront distribution to deliver its website Traffic togs for
the website must be centrally stored and all data must be encrypted at rest
 
Which solution will meet these requirements?
 
A. Create an Amazon OpenSearch Service (Amazon Elasttcsearch Service) domain with
internet access and server-side encryption that uses the default AWS managed key
Configure CloudFront to use the Amazon OpenSearch Service (Amazon Elasticsearch
Service) domain as a log destination 
B. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with
VPC access and server-side encryption that uses AES-256 Configure CloudFront to use
the Amazon OpenSearch Service (Amazon Elastcsearch Service) domain as a log
destination 
C. Create an Amazon S3 bucket that is configured with default server side encryption that
uses AES-256 Configure CloudFront to use the S3 bucket as a log destination 
D. Create an Amazon S3 bucket that is configured with no default encryption Enable
encryption in the CloudFront dtstnbubon and use the S3 bucket as a log destination 
 

Answer: C
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A company wants to collect data from an application to use for analytics. For the first 90
days, the data will be infrequently accessed but must remain highly available. During this
time, the company's analytics team requires access to the data in milliseconds. However,
after 90 days, the company must retain the data for the long term at a lower cost. The
retrieval time after 90 days must be less than 5 hours.
 
Which solution will meet these requirements MOST cost-effectively?
 
A. Store the data in S3 Standard-Infrequent Access (S3 Standard-IA) for the first 90 days.
Set up an S3 Lifecycle rule to move the data to S3 Glacier Flexible Retrieval after 90 days. 
B. Store the data in S3 One Zone-Infrequent Access (S3 One Zone-IA) for the first 90 days.
Set up an S3 Lifecycle rule to move the data to S3 Glacier Deep Archive after 90 days. 
C. Store the data in S3 Standard for the first 90 days. Set up an S3 Lifecycle rule to move
the data to S3 Glacier Flexible Retrieval after 90 days. 
D. Store the data in S3 Standard for the first 90 days. Set up an S3 Lifecycle rule to move
the data to S3 Glacier Deep Archive after 90 days. 
 

Answer: A

Explanation: Glacier Deep Archive retrieval time more than 5 hours (it's 12 hours), so B&D

out. S3 Standard IA is cheaper than S3 Standard. https://aws.amazon.com/tw/s3/pricing/  

 

 

A company hosts several write-intensive applications. These applications use a MySQL
database that runs on a single Amazon EC2 instance. The company asks a SysOps
administrator to implement a highly available database solution that is ideal for multi-tenant
workloads.
 
Which solution should the SysOps administrator implement to meet these requirements?
 
A. Create a second EC2 instance for MySQL. Configure the second instance to be a read
replica. 
B. Migrate the database to an Amazon Aurora DB cluster. Add an Aurora Replica. 
C. Migrate the database to an Amazon Aurora multi-master DB cluster. 
D. Migrate the database to an Amazon RDS for MySQL DB instance. 
 

Answer: C

 

 

A SysOps administrator needs to give users the ability to upload objects to an Amazon S3
bucket. The SysOps administrator creates a presigned URL and provides the URL to a

Question No : 4  - (Topic 1)
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user, but the user cannot upload an object to the S3 bucket. The presigned URL has not
expired, and no bucket policy is applied to the S3 bucket.
 
Which of the following could be the cause of this problem?
 
 
A. The user has not properly configured the AWS CLI with their access key and secret
access key. 
B. The SysOps administrator does not have the necessary permissions to upload the
object to the S3 bucket. 
C. The SysOps administrator must apply a bucket policy to the S3 bucket to allow the user
to upload the object. 
D. The object already has been uploaded through the use of the presigned URL, so the
presigned URL is no longer valid. 
 

Answer: B

 

 

A company has a critical serverless application that uses multiple AWS Lambda functions.
Each Lambda function generates 1 GB of log data daily in tts own Amazon CloudWatch
Logs log group. The company's security team asks for a count of application errors,
grouped by type, across all of the log groups.
 
What should a SysOps administrator do to meet this requirement?
 
 
A. Perform a CloudWatch Logs Insights query that uses the stats command and count
function. 
B. Perform a CloudWatch Logs search that uses the groupby keyword and count function. 
C. Perform an Amazon Athena query that uses the SELECT and GROUP BY keywords. 
D. Perform an Amazon RDS query that uses the SELECT and GROUP BY keywords. 
 

Answer: A

 

 

 
A company plans to deploy a database on an Amazon Aurora MySQL DB cluster. The
database will store data for a demonstration environment. The data must be reset on a
daily basis. 
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What is the MOST operationally efficient solution that meets these requirements? 
 
 
 
 
A. Create a manual snapshot of the DB cluster after the data has been populated. Create
an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS Lambda
function on a daily basis. Configure the function to restore the snapshot and then delete the
previous DB cluster.  
B. Enable the Backtrack feature during the creation of the DB cluster. Specify a target
backtrack window of 48 hours. Create an Amazon EventBridge (Amazon CloudWatch
Events) rule to invoke an AWS Lambda function on a daily basis. Configure the function to
perform a backtrack operation.  
C. Export a manual snapshot of the DB cluster to an Amazon S3 bucket after the data has
been populated. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to
invoke an AWS Lambda function on a daily basis. Configure the function to restore the
snapshot from Amazon S3.  
D. Set the DB cluster backup retention period to 2 days. Create an Amazon EventBridge
(Amazon CloudWatch Events) rule to invoke an AWS Lambda function on a daily basis.
Configure the function to restore the DB cluster to a point in time and then delete the
previous DB cluster.  
 

Answer: D

Explanation:  

Create an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS

Lambda function on a daily basis. Configure the function to restore the DB cluster to a point

in time and then delete the previous DB cluster. This is the most operationally efficient

solution that meets the requirements, as it will allow the company to reset the database on

a daily basis without having to manually take and restore snapshots. The other solutions

(creating a manual snapshot of the DB cluster, enabling the Backtrack feature, or exporting

a manual snapshot of the DB cluster to Amazon S3) will require additional steps and

resources to reset the database on a daily basis. 

 

 

A company hosts an application on an Amazon EC2 instance in a single AWS Region. The

application requires support for non-HTTP TCP traffic and HTTP traffic. 

The company wants to deliver content with low latency by leveraging the AWS network.

The company also wants to implement an Auto Scaling group with an 

Elastic Load Balancer. 

How should a SysOps administrator meet these requirements? 

A. Create an Auto Scaling group with an Application Load Balancer (ALB). Add an Amazon

CloudFront distribution with the ALB as the origin. 

B. Create an Auto Scaling group with an Application Load Balancer (ALB). Add an

accelerator with AWS Global Accelerator with the ALB as an endpoint. 
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C. Create an Auto Scaling group with a Network Load Balancer (NLB). Add an Amazon

CloudFront distribution with the NLB as the origin. 

D. Create an Auto Scaling group with a Network Load Balancer (NLB). Add an accelerator

with AWS Global Accelerator with the NLB as an endpoint. 

 

Answer: D 

 

AWS Global Accelerator and Amazon CloudFront are separate services that use the AWS

global network and its edge locations around the world. CloudFront improves performance

for both cacheable content (such as images and videos) and dynamic content (such as API

acceleration and dynamic site delivery). Global Accelerator improves performance for a

wide range of applications over TCP or UDP by proxying packets at the edge to

applications running in one or more AWS Regions. Global Accelerator is a good fit for non-

HTTP use cases, such as gaming (UDP), IoT (MQTT), or Voice over IP, as well as for

HTTP use cases that specifically require static IP addresses or deterministic, fast regional

failover. Both services integrate with AWS Shield for DDoS protection. 

https://medium.com/awesome-cloud/aws-difference-between-application-load-balancer-

and-network-load-balancer-cb8b6cd296a4 https://aws.amazon.com/global-

accelerator/faqs/?nc1=h_ls 

 

 

 

 

 

A recent organizational audit uncovered an existing Amazon RDS database that is not
currently configured for high availability. Given the critical nature of this database, it must
be configured for high availability as soon as possible.
 
How can this requirement be met?
 
 
A. Switch to an active/passive database pair using the create-db-instance-read-replica with
the --availability-zone flag. 
B. Specify high availability when creating a new RDS instance, and live-migrate the data. 
C. Modify the RDS instance using the console to include the Multi-AZ option. 
D. Use the modify-db-instance command with the --na flag. 
 

Answer: C
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A SysOps administrator noticed that the cache hit ratio for an Amazon CloudFront
distribution is less than 10%.
 
Which collection of configuration changes will increase the cache hit ratio for the
distribution? (Select TWO.)
 
 
A. Ensure that only required cookies, query strings, and headers are forwarded in the
Cache Behavior Settings. 
B. Change the Viewer Protocol Policy to use HTTPS only. 
C. Configure the distribution to use presigned cookies and URLs to restrict access to the
distribution. 
D. Enable automatic compression of objects in the Cache Behavior Settings. 
E. Increase the CloudFront time to live (TTL) settings in the Cache Behavior Settings. 
 

Answer: A,E

Explanation:

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-

ratio.html#cache-hit-ratio-http-streaming  

 

 

A company uses Amazon S3 to aggregate raw video footage from various media teams
across the US. The company recently expanded into new geographies in Europe and
Australia. The technical teams located in Europe and Australia reported delays when
uploading large video tiles into the destination S3 bucket m toe United States.
 
What are the MOST cost-effective ways to increase upload speeds into the S3 bucket?
(Select TWO.)
 
A. Create multiple AWS Direct Connect connections between AWS and branch offices in
Europe and Australia tor He uploads into the destination S3 bucket 
B. Create multiple AWS Site-to-Site VPN connections between AWS and branch offices in
Europe and Australia for file uploads into the destination S3 bucket. 
C. Use Amazon S3 Transfer Acceleration for file uploads into the destination S3 bucket. 
D. Use AWS Global Accelerator for file uploads into the destination S3 bucket from the
branch offices in Europe and Australia. 
E. Use multipart uploads for file uploads into the destination S3 bucket from the branch
offices in Europe and Australia. 
 

Answer: C,E

 

Question No : 9  - (Topic 1)
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A company has an application that is running on Amazon EC2 instances in a VPC. The
application needs access to download software updates from the internet. The VPC has
public subnets and private signets. The company's security policy requires all ECS
instances to be deployed in private subnets
 
What should a SysOps administrator do to meet those requirements?
 
A. Add an internet gateway to the VPC In the route table for the private subnets, odd a
route to the interne; gateway. 
B. Add a NAT gateway to a private subnet. In the route table for the private subnets, add a
route to the NAT gateway. 
C. Add a NAT gateway to a public subnet in the route table for the private subnets, add a
route to the NAT gateway. 
D. Add two internet gateways to the VPC. In The route tablet for the private subnets and
public subnets, add a route to each internet gateway. 
 

Answer: C

 

 

A SysOps administrator wants to upload a file that is 1 TB in size from on-premises to an
Amazon S3 bucket using multipart uploads. What should the SysOps administrator do to
meet this requirement?
 
A. Upload the file using the S3 console. 
B. Use the s3api copy-object command. 
C. Use the s3api put-object command. 
D. Use the s3 cp command. 
 

Answer: D

Explanation: It's a best practice to use aws s3 commands (such as aws s3 cp) for

multipart uploads and downloads, because these aws s3 commands automatically perform

multipart uploading and downloading based on the file size. By comparison, aws s3api

commands, such as aws s3api create-multipart-upload, should be used only when aws s3

commands don't support a specific upload need, such as when the multipart upload

involves multiple servers, a multipart upload is manually stopped and resumed later, or

when the aws s3 command doesn't support a required request parameter.

https://aws.amazon.com/premiumsupport/knowledge-center/s3-multipart-upload-cli/  
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A SysOps administrator Is troubleshooting an AWS Cloud Formation template whereby
multiple Amazon EC2 instances are being created The template is working In us-east-1.
but it is failing In us-west-2 with the error code:
 
 

 
How should the administrator ensure that the AWS Cloud Formation template is working in
every region?
 
 
A. Copy the source region's Amazon Machine Image (AMI) to the destination region and
assign it the same ID. 
B. Edit the AWS CloudFormatton template to specify the region code as part of the fully
qualified AMI ID. 
C. Edit the AWS CloudFormatton template to offer a drop-down list of all AMIs to the user
by using the aws :: EC2:: ami :: imageiD control. 
D. Modify the AWS CloudFormation template by including the AMI IDs in the "Mappings"
section. Refer to the proper mapping within the template for the proper AMI ID. 
 

Answer: A

 

 

A company is rolling out a new version of its website. Management wants to deploy the
new website in a limited rollout to 20% of the company's customers. The company uses
Amazon Route 53 for its website's DNS solution.
 
Which configuration will meet these requirements?
 
A. Create a failover routing policy. Within the policy, configure 80% of the website traffic to
be sent to the original resource. Configure the remaining 20% of traffic as the failover
record that points to the new resource. 
B. Create a multivalue answer routing policy. Within the policy, create 4 records with the
name and IP address of the original resource. Configure 1 record with the name and IP
address of the new resource. 
C. Create a latency-based routing policy. Within the policy, configure a record pointing to
the original resource with a weight of 80. Configure a record pointing to the new resource
with a weight of 20. 
D. Create a weighted routing policy. Within the policy, configure a weight of 80 for the
record pointing to the original resource. Configure a weight of 20 for the record pointing to
the new resource. 

Question No : 13  - (Topic 1)
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Answer: C

 

 

A company uses an AWS CloudFormation template to provision an Amazon EC2 instance
and an Amazon RDS DB instance A SysOps administrator must update the template to
ensure that the DB instance is created before the EC2 instance is launched
 
What should the SysOps administrator do to meet this requirement?
 
 
A. Add a wait condition to the template Update the EC2 instance user data script to send a
signal after the EC2 instance is started 
B. Add the DependsOn attribute to the EC2 instance resource, and provide the logical
name of the RDS resource 
C. Change the order of the resources in the template so that the RDS resource is listed
before the EC2 instance resource 
D. Create multiple templates Use AWS CloudFormation StackSets to wait for one stack to
complete before the second stack is created 
 

Answer: B

Explanation: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-

attribute-dependson.html 

Syntax The DependsOn attribute can take a single string or list of strings. "DependsOn" : [

String, ... ] Example The following template contains an AWS::EC2::Instance resource with

a DependsOn attribute that specifies myDB, an AWS::RDS::DBInstance. When

CloudFormation creates this stack, it first creates myDB, then creates Ec2Instance. 

 

 

A SysOps administrator has created an AWS Service Catalog portfolio and has shared the
portfolio with a second AWS account in the company. The second account is controlled by
a different administrator.
 
Which action will the administrator of the second account be able to perform?
 
A. Add a product from the imported portfolio to a local portfolio. 
B. Add new products to the imported portfolio. 
C. Change the launch role for the products contained in the imported portfolio. 
D. Customize the products in the imported portfolio. 
 

Question No : 15  - (Topic 1)
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Answer: A

 

 

A company is managing many accounts by using a single organization in AWS
Organizations. The organization has all features enabled. The company wants to turn on
AWS Config in all the accounts of the organization and in all AWS Regions. 
 
 
What should a Sysops administrator do to meet these requirements in the MOST
operationally efficient way? 
 
 
 
 
A. Use AVVS CloudFormation StackSets to deploy stack instances that turn on AWS
Config in all accounts and in all Regions.  
B. Use AWS CloudFormation StackSets to deploy stack policies that turn on AWS Config
in all accounts and in all Regions.  
C. Use service control policies (SCPs) to configure AWS Config in all accounts and in all
Regions.  
D. Create a script that uses the AWS CLI to turn on AWS Config in all accounts in the
organization. Run the script from the organization's management account. 
 

Answer: C

 

 

A company needs to view a list of security groups that are open to the internet on port
3389.
 
What should a SysOps administrator do to meet this requirement?
 
A. Configure Amazon GuardDuty to scan security groups and report unrestricted access on
port 3389. 
B. Configure a service control policy (SCP) to identify security groups that allow
unrestricted access on port 3389. 
C. Use AWS Identity and Access Management Access Analyzer to find any instances that
have unrestricted access on port 3389. 
D. Use AWS Trusted Advisor to find security groups that allow unrestricted access on port
3389 
 

Answer: D

Question No : 17  - (Topic 1)
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A SysOps administrator is responsible for a legacy. CPU-heavy application The application
can only be scaled vertically Currently, the application is deployed on a single t2 large
Amazon EC2 instance The system is showing 90% CPU usage and significant
performance latency after a few minutes
 
What change should be made to alleviate the performance problem?
 
 
A. Change the Amazon EBS volume to Provisioned lOPs 
B. Upgrade to a compute-optimized instance 
C. Add additional 12 large instances to the application 
D. Purchase Reserved Instances 
 

Answer: B

 

 

A SysOps administrator is configuring an application on Amazon EC2 instances for a
company Teams in other countries will use the application over the internet. The company
requires the application endpoint to have a static pubic IP address.
 
How should the SysOps administrator deploy the application to meet this requirement?
 
A. Behind an Amazon API Gateway API 
B. Behind an Application Load Balancer 
C. Behind an internet-facing Network Load Balancer 
D. In an Amazon CloudFront distribution 
 

Answer: C

 

 

A SysOps administrator is deploying a test site running on Amazon EC2 instances. The
application requires both incoming and outgoing connectivity to the internet.
 
Which combination of steps are required to provide internet connectivity to the EC2
instances? (Choose two.)

Question No : 19  - (Topic 1)
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A. Add a NAT gateway to a public subnet. 
B. Attach a private address to the elastic network interface on the EC2 instance. 
C. Attach an Elastic IP address to the internet gateway. 
D. Add an entry to the route table for the subnet that points to an internet gateway. 
E. Create an internet gateway and attach it to a VPC. 
 

Answer: D,E

Explanation:

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html 

 

 

 

 

A company uses AWS Organizations to manage multiple AWS accounts. The company's
SysOps team has been using a manual process to create and manage 1AM roles. The
team requires an automated solution to create and manage the necessary 1AM roles for
multiple AWS accounts.
 
What is the MOST operationally efficient solution that meets these requirements?
 
A. Create AWS CloudFormation templates. Reuse the templates to create the necessary
1AM roles in each of the AWS accounts. 
B. Use AWS Directory Service with AWS Organizations to automatically associate the
necessary 1AM roles with Microsoft Active Directory users. 
C. Use AWS Resource Access Manager with AWS Organizations to deploy and manage
shared resources across the AWS accounts. 
D. Use AWS CloudFormation StackSets with AWS Organizations to deploy and manage
1AM roles for the AWS accounts. 
 

Answer: D

 

 

A company maintains a large set of sensitive data in an Amazon S3 bucket. The
company's security team asks a SyeOps administrator to help verify that all current objects
in the S3 bucket are encrypted.
 
What is the MOST operationally efficient solution that meets these requirements?
 
A. Create a script that runs against the S3 bucket and outputs the status of each object. 

Question No : 22  - (Topic 1)
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B. Create an S3 Inventory configuration on the S3 bucket Induce the appropriate status
fields. 
C. Provide the security team with an IAM user that has read access to the S3 bucket. 
D. Use the AWS CLI to output a list of all objects in the S3 bucket. 
 

Answer: D

 

 

An organization created an Amazon Elastic File System (Amazon EFS) volume with a file
system ID of fs-85ba4Kc. and it is actively used by 10 Amazon EC2 hosts The organization
has become concerned that the file system is not encrypted
 
How can this be resolved?
 
 
A. Enable encryption on each host's connection to the Amazon EFS volume Each
connection must be recreated for encryption to take effect 
B. Enable encryption on the existing EFS volume by using the AWS Command Line
Interface 
C. Enable encryption on each host's local drive Restart each host to encrypt the drive 
D. Enable encryption on a newly created volume and copy all data from the original volume
Reconnect each host to the new volume 
 

Answer: D

Explanation: https://docs.aws.amazon.com/efs/latest/ug/encryption.html 

Amazon EFS supports two forms of encryption for file systems, encryption of data in transit

and encryption at rest. You can enable encryption of data at rest when creating an Amazon

EFS file system. You can enable encryption of data in transit when you mount the file

system. 

 

 

 

A company needs to deploy a new workload on AWS. The company must encrypt all data
at rest and must rotate the encryption keys once each year. The workload uses an Amazon
RDS for MySQL Multi-AZ database for data storage.
 
Which configuration approach will meet these requirements?
 
A. Enable Transparent Data Encryption (TDE) in the MySQL configuration file. Manually

Question No : 24  - (Topic 1)
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rotate the key every 12 months. 
B. Enable RDS encryption on the database at creation time by using the AWS managed
key for Amazon RDS. 
C. Create a new AWS Key Management Service (AWS KMS) customer managed key.
Enable automatic key rotation. Enable RDS encryption on the database at creation time by
using the KMS key. 
D. Create a new AWS Key Management Service (AWS KMS) customer managed key.
Enable automatic key rotation. Enable encryption on the Amazon Elastic Block Store
(Amazon EBS) volumes that are attached to the RDS DB instance. 
 

Answer: C

Explanation: This configuration approach will meet the requirement of encrypting all data

at rest and rotating the encryption keys once each year. By creating a new AWS KMS

customer managed key and enabling automatic key rotation, the encryption keys will be

rotated automatically every year. By enabling RDS encryption on the database at creation

time using the KMS key, all data stored in the RDS for MySQL Multi-AZ database will be

encrypted at rest. This approach provide more control over key management and rotation

and provide additional security benefits. 

 

 

 

A company is tunning a website on Amazon EC2 instances thai are in an Auto Scaling
group When the website traffic increases, additional instances lake several minutes to
become available because ot a long-running user data script that installs software A
SysOps administrator must decrease the time that is required (or new instances to become
available
 
Which action should the SysOps administrator take to meet this requirement?
 
 
A. Reduce the scaling thresholds so that instances are added before traffic increases 
B. Purchase Reserved Instances to cover 100% of the maximum capacity of the Auto
Scaling group 
C. Update the Auto Scaling group to launch instances that have a storage optimized
instance type 
D. Use EC2 Image Builder to prepare an Amazon Machine Image (AMI) that has pre-
installed software 
 

Answer: D

Explanation: automated way to update your image. Have a pipeline to update your image.

When you boot from your AMI updates = scrits are already pre-installed, so no need to

complete boot scripts in boot process. https://aws.amazon.com/image-builder/ 

Question No : 26  - (Topic 1)
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A company needs to view a list of security groups that are open to the internet on port
3389.
 
What should a SysOps administrator do to meet this requirement?
 
A. Configure Amazon GuardDuly to scan security groups and report unrestricted access on
port 3389. 
B. Configure a service control policy (SCP) to identify security groups that allow
unrestricted access on port 3389 
C. Use AWS Identity and Access Management Access Analyzer to find any instances that
have unrestricted access on port 3389. 
D. Use AWS Trusted Advisor to find security groups that allow unrestricted access on port
3389. 
 

Answer: D

 

 

A database is running on an Amazon RDS Mufti-AZ DB instance. A recent security audit
found the database to be out of compliance because it was not encrypted. Which approach
will resolve the encryption requirement?
 
A. Log in to the RDS console and select the encryption box to encrypt the database 
B. Create a new encrypted Amazon EBS volume and attach it to the instance 
C. Encrypt the standby replica in the secondary Availability Zone and promote it to the
primary instance. 
D. Take a snapshot of the RDS instance, copy and encrypt the snapshot and then restore
to the new RDS instance 
 

Answer: D

 

 

A SysOps administrator needs to configure a solution that will deliver digital content to a set

Question No : 27  - (Topic 1)

Question No : 28  - (Topic 1)

Question No : 29  - (Topic 1)

Amazon Web Services SOA-C02 : Practice Test

17



of authorized users through Amazon CloudFront. Unauthorized users must be restricted
from access.
 
Which solution will meet these requirements?
 
 
A. Store the digital content in an Amazon S3 bucket that does not have public access
blocked. Use signed URLs to access the S3 bucket through CloudFront. 
B. Store the digital content in an Amazon S3 bucket that has public access blocked. Use
an origin access identity (OAI) to deliver the content through CloudFront. Restrict S3
bucket access with signed URLs in CloudFront. 
C. Store the digital content in an Amazon S3 bucket that has public access blocked. Use
an origin access identity (OAI) to deliver the content through CloudFront. Enable field-level
encryption. 
D. Store the digital content in an Amazon S3 bucket that does not have public access
blocked. Use signed cookies for restricted delivery of the content through CloudFront. 
 

Answer: B

 

 

A SysOps administrator configures an Amazon S3 gateway endpoint in a VPC. The private
subnets inside the VPC do not nave outbound internet access. A user logs in to an Amazon
EC2 instance in one of the private subnets and cannot upload a file to an Amazon S3
bucket in the same AWS Region
 
Which solution will solve this problem?
 
A. Update the EC2 instance role policy to allow s3:PutObjed access to the target S3
bucket. 
B. Update the EC2 security group to allow outbound traffic to 0.0.0.070 for port 80. 
C. Update the EC2 subnet route table to include the S3 prefix list destination routes to the
S3 gateway endpoint. 
D. Update the S3 bucket policy to allow s3 PurObject access from the private subnet CIDR
block. 
 

Answer: C

 

 

A company runs us Infrastructure on Amazon EC2 Instances that run In an Auto Scaling
group. Recently, the company promoted faulty code to the entire EC2 fleet. This faulty code
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caused the Auto Scaling group to scale the instances before any of the application logs
could be retrieved.
 
What should a SysOps administrator do to retain the application logs after instances are
terminated?
 
 
A Configure an Auto Scaling lifecycle hook to create a snapshot of the ephemeral storage
upon termination of the instances.
 
B. Create a new Amazon Machine Image (AMI) that has the Amazon CloudWatch agent
installed and configured to send logs to Amazon CloudWatch Logs. Update the launch
template to use the new AMI.
 
C. Create a new Amazon Machine Image (AMI) that has a custom script configured to send
logs to AWS CloudTrail. Update the launch template to use the new AMI.
 
D. Install the Amazon CloudWatch agent on the Amazon Machine Image (AMI) that is
defined in the launch template. Configure the CloudWatch agent to back up the logs to
ephemeral storage.
 
 
 

Answer: B 

 

 

A company runs a web application on three Amazon EC2 instances behind an Application
Load Balancer (ALB). The company notices that random periods of increased traffic cause
a degradation in the application's performance. A SysOps administrator must scale the
application to meet the increased traffic.
 
Which solution meets these requirements?
 
 
A. Create an Amazon CloudWatch alarm to monitor application latency and increase the
size of each EC2 instance If the desired threshold is reached. 
B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to monitor
application latency and add an EC2 instance to the ALB if the desired threshold is reached. 
C. Deploy the application to an Auto Scaling group of EC2 instances with a target tracking
scaling policy. Attach the ALB to the Auto Scaling group. 
D. Deploy the application to an Auto Scaling group of EC2 instances with a scheduled
scaling policy. Attach the ALB to the Auto Scaling group. 
 

Answer: C

Explanation: docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-target-
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