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Which two fields combine to create the Urgency of a notable event?
 
 
A. Priority and Severity. 
B. Priority and Criticality. 
C. Criticality and Severity. 
D. Precedence and Time. 
 

Answer: A
Reference: https://docs.splunk.com/Documentation/ES/6.4.1/User/Howurgencyisassigned
 
 
 

 

 

What is the main purpose of the Dashboard Requirements Matrix document?
 
A. Identifies on which data model(s) each dashboard depends. 
B. Provides instructions for customizing each dashboard for local data models. 
C. Identifies the searches used by the dashboards. 
D. Identifies which data model(s) depend on each dashboard. 
 

Answer: D

 

 

What is the bar across the bottom of any ES window?
 
A. The Investigator Workbench. 
B. The Investigation Bar. 
C. The Analyst Bar. 
D. The Compliance Bar. 
 

Answer: B
Reference: https://docs.splunk.com/Documentation/ES/6.4.1/User/Startaninvestigation
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Which of these Is a benefit of data normalization?
 
A. Reports run faster because normalized data models can be optimized for better
performance. 
B. Dashboards take longer to build. 
C. Searches can be built no matter the specific source technology for a normalized data
type. 
D. Forwarder-based inputs are more efficient. 
 

Answer: A

 

 

Where is detailed information about identities stored?
 
 
A. The Identity Investigator index. 
B. The Access Anomalies collection. 
C. The User Activity index. 
D. The Identity Lookup CSV file. 
 

Answer: C

 

 

A set of correlation searches are enabled at a new ES installation, and results are being
monitored. One of the correlation searches is generating many notable events which, when
evaluated, are determined to be false positives.
 
 
What is a solution for this issue?
 
 
A. Suppress notable events from that correlation search. 
B. Disable acceleration for the correlation search to reduce storage requirements. 
C. Modify the correlation schedule and sensitivity for your site. 
D. Change the correlation search's default status and severity. 
 

Answer: A
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What feature of Enterprise Security downloads threat intelligence data from a web server?
 
 
A. Threat Service Manager 
B. Threat Download Manager 
C. Threat Intelligence Parser 
D. Therat Intelligence Enforcement 
 

Answer: B

Explanation: "The Threat Intelligence Framework provides a modular input (Threat

Intelligence Downloads) that handles the majority of configurations typically needed for

downloading intelligence files & data. To access this modular input, you simply need to

create a stanza in your Inputs.conf file called “threatlist”." 

 

 

 

 

 

Which of the following are the default ports that must be configured for Splunk Enterprise
Security to function?
 
A. SplunkWeb (8068), Splunk Management (8089), KV Store (8000) 
B. SplunkWeb (8390), Splunk Management (8323), KV Store (8672) 
C. SplunkWeb (8000), Splunk Management (8089), KV Store (8191) 
D. SplunkWeb (8043), Splunk Management (8088), KV Store (8191) 
 

Answer: C

Explanation:

https://docs.splunk.com/Documentation/Splunk/8.1.2/Security/SecureSplunkonyournetwork 

 

 

 

Which lookup table does the Default Account Activity Detected correlation search use to
flag known default accounts?
 
A. Administrative Identities 
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B. Local User Intel 
C. Identities 
D. Privileged Accounts 
 

Answer: C

 

 

An administrator is asked to configure an “Nslookup” adaptive response action, so that it
appears as a selectable option in the notable event’s action menu when an analyst is
working in the Incident Review dashboard. What steps would the administrator take to
configure this option?
 
 
A. Configure -> Content Management -> Type: Correlation Search -> Notable -> Nslookup 
B. Configure -> Type: Correlation Search -> Notable -> Recommended Actions ->
Nslookup 
C. Configure -> Content Management -> Type: Correlation Search -> Notable -> Next
Steps -> Nslookup 
D. Configure -> Content Management -> Type: Correlation Search -> Notable ->
Recommended Actions -> Nslookup 
 

Answer: D

 

 

The Add-On Builder creates Splunk Apps that start with what?
 
A. DA- 
B. SA- 
C. TA- 
D. App- 
 

Answer: C
Reference:
https://dev.splunk.com/enterprise/docs/developapps/enterprisesecurity/abouttheessolution/
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Which of the following steps will make the Threat Activity dashboard the default landing
page in ES?
 
A. From the Edit Navigation page, drag and drop the Threat Activity view to the top of the
page. 
B. From the Preferences menu for the user, select Enterprise Security as the default
application. 
C. From the Edit Navigation page, click the 'Set this as the default view" checkmark for
Threat Activity. 
D. Edit the Threat Activity view settings and checkmark the Default View option. 
 

Answer: C

 

 

Which of the following would allow an add-on to be automatically imported into Splunk
Enterprise Security?
 
 
A. A prefix of CIM_ 
B. A suffix of .spl 
C. A prefix of TECH_ 
D. A prefix of Splunk_TA_ 
 

Answer: D
Reference:
https://dev.splunk.com/enterprise/docs/developapps/enterprisesecurity/planintegrationes/
 
 

 

 

What role should be assigned to a security team member who will be taking ownership of
notable events in the incident review dashboard?
 
 
A. ess_user 
B. ess_admin 
C. ess_analyst 
D. ess_reviewer 
 

Answer: B
Reference: https://docs.splunk.com/Documentation/ES/6.1.0/User/Triagenotableevents
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What does the risk framework add to an object (user, server or other type) to indicate
increased risk?
 
A. An urgency. 
B. A risk profile. 
C. An aggregation. 
D. A numeric score. 
 

Answer: D
Reference: https://docs.splunk.com/Documentation/ES/6.1.0/User/RiskScoring
 
 

 

 

What does the summariesonly=true option do for a correlation search?
 
 
A. Searches only accelerated data. 
B. Forwards summary indexes to the indexing tier. 
C. Uses a default summary time range. 
D. Searches summary indexes only. 
 

Answer: A
Reference: https://community.splunk.com/t5/Splunk-Enterprise-Security/Why-do-
correlation-searches-in- Enterprise-Security-not-use-quot/m-p/262622
 
 
 

 

 

After installing Enterprise Security, the distributed configuration management tool can be
used to create which app to configure indexers?
 
 
A. Splunk_DS_ForIndexers.spl 
B. Splunk_ES_ForIndexers.spl 
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C. Splunk_SA_ForIndexers.spl 
D. Splunk_TA_ForIndexers.spl 
 

Answer: D
Reference: https://docs.splunk.com/Documentation/ES/6.1.0/Install/InstallTechnologyAdd-
ons
 
 

 

 

 
Which column in the Asset or Identity list is combined with event security to make a notable
event’s urgency?
 
 
A. VIP 
B. Priority 
C. Importance 
D. Criticality 
 

Answer: B
Reference: https://docs.splunk.com/Documentation/ES/6.1.0/User/Howurgencyisassigned
 
 

 

 

Where is it possible to export content, such as correlation searches, from ES?
 
 
A. Content exporter 
B. Configure -> Content Management 
C. Export content dashboard 
D. Settings Menu -> ES -> Export 
 

Answer: B
Reference: https://docs.splunk.com/Documentation/ES/6.1.0/Admin/Export
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Which of the following features can the Add-on Builder configure in a new add-on?
 
 
A. Expire data. 
B. Normalize data. 
C. Summarize data. 
D. Translate data. 
 

Answer: B
Reference:
https://docs.splunk.com/Documentation/AddonBuilder/3.0.1/UserGuide/Overview
 
 

 

 

Which of the following is a risk of using the Auto Deployment feature of Distributed
Configuration Management to distribute indexes.conf?
 
 
A. Indexes might crash. 
B. Indexes might be processing. 
C. Indexes might not be reachable. 
D. Indexes have different settings. 
 

Answer: A
Reference: https://docs.splunk.com/Documentation/Splunk/8.0.2/Admin/Indexesconf
 
 

 

 

Which of the following ES features would a security analyst use while investigating a
network anomaly notable?
 
 
A. Correlation editor. 
B. Key indicator search. 
C. Threat download dashboard. 
D. Protocol intelligence dashboard. 
 

Answer: D
Reference: https://www.splunk.com/en_us/products/premium-solutions/splunk-enterprise-
security/ features.html
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Where is the Add-On Builder available from?
 
 
A. GitHub 
B. SplunkBase 
C. www.splunk.com 
D. The ES installation package 
 

Answer: B
Reference:
https://docs.splunk.com/Documentation/AddonBuilder/3.0.1/UserGuide/Installation
 
 

 

 

If a username does not match the ‘identity’ column in the identities list, which column is
checked next?
 
 
A. Email. 
B. Nickname 
C. IP address. 
D. Combination of Last Name, First Name. 
 

Answer: A

 

 

When installing Enterprise Security, what should be done after installing the add-ons
necessary for normalizing data?
 
A. Configure the add-ons according to their README or documentation. 
B. Disable the add-ons until they are ready to be used, then enable the add-ons. 
C. Nothing, there are no additional steps for add-ons. 
D. Configure the add-ons via the Content Management dashboard. 
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