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Topic 1, Exam Set 1

A company recently experienced an attack during which its main website was Directed to
the attacker's web server, allowing the attacker to harvest credentials from unsuspecting
customers, Which of the following should the
 
company implement to prevent this type of attack from occurring In the future?
 
A. IPsec 
B. SSL/TLS 
C. ONSSEC 
D. SMIME 
 

Answer: B

Explanation: To prevent attacks where the main website is directed to the attacker's web

server and allowing the attacker to harvest credentials from unsuspecting customers, the

company should implement SSL/TLS (Secure Sockets Layer/Transport Layer Security) to

encrypt the communication between the web server and the clients. This will prevent

attackers from intercepting and tampering with the communication, and will also help to

verify the identity of the web server to the clients. 

 

 

 

A security analyst must enforce policies to harden an MDM infrastructure. The
requirements are as follows:
 
* Ensure mobile devices can be tracked and wiped.
 
* Confirm mobile devices are encrypted.
 
Which of the following should the analyst enable on all the devices to meet these
requirements?
 
A. A Geofencing 
B. Biometric authentication 
C. Geolocation 
D. Geotagging 
 

Answer: A
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✑

✑

Explanation: Geofencing is a technology used in mobile device management (MDM) to

allow administrators to define geographical boundaries within which mobile devices can

operate. This can be used to enforce location-based policies, such as ensuring that devices

can be tracked and wiped if lost or stolen. Additionally, encryption can be enforced on the

devices to ensure the protection of sensitive data in the event of theft or loss. References: 
CompTIA Security+ Study Guide, Exam SY0-601, 4th Edition, Chapter 7

 
 

 

 

Certain users are reporting their accounts are being used to send unauthorized emails and
conduct suspicious activities. After further investigation, a security analyst notices the
following:
 
 
• All users share workstations throughout the day. 
 
• Endpoint protection was disabled on several workstations throughout the network.
 
• Travel times on logins from the affected users are impossible.
 
• Sensitive data is being uploaded to external sites.
 
• All user account passwords were forced to be reset and the issue continued.
 
 
Which of the following attacks is being used to compromise the user accounts?
 
A. Brute-force 
B. Keylogger 
C. Dictionary 
D. Rainbow 
 

Answer: B

Explanation:  

The symptoms suggest a keylogger is being used to compromise the user accounts,

allowing the attackers to obtain the users' passwords and other sensitive information.

References: 
CompTIA Security+ Study Guide Exam SY0-601, Chapter 6
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An organization would like to remediate the risk associated with its cloud service provider
not meeting its advertised 99.999% availability metrics. Which of the following should the
organization consult for the exact requirements for the cloud provider?
 
 
A. SLA 
B. BPA 
C. NDA 
D. MOU 
 

Answer: A

Explanation:  

The Service Level Agreement (SLA) is a contract between the cloud service provider and

the organization that stipulates the exact requirements for the cloud provider. It outlines the

level of service that the provider must deliver, including the minimum uptime percentage,

support response times, and the remedies and penalties for failing to meet the agreed-

upon service levels. 

 

 

 

 

Which of the following authentication methods sends out a unique password to be used
within a specific number of seconds?
 
A. TOTP 
B. Biometrics 
C. Kerberos 
D. LDAP 
 

Answer: A

Explanation: Time-based One-Time Password (TOTP) is a type of authentication method

that sends out a unique password to be used within a specific number of seconds. It uses a

combination of a shared secret key and the current time to generate a one-time password.

TOTP is commonly used for two-factor authentication (2FA) to provide an additional layer

of security beyond just a username and password. 
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Which of the following is a physical security control that ensures only the authorized user is
present when gaining access to a secured area?
 
 
A. A biometric scanner 
B. A smart card reader 
C. APKItoken 
D. A PIN pad 
 

Answer: A

Explanation:  

A biometric scanner uses physical characteristics such as fingerprints to identify an

individual user. It is used to ensure that only the authorized user is present when gaining

access to a secured area. 

 

 

 

 
A security analyst needs an overview of vulnerabilities for a host on the network. Which of
the following is the BEST type of scan for the analyst to run to discover which vulnerable
services are running?
 
 
A. Non-credentialed 
B. Web application 
C. Privileged 
D. Internal 
 

Answer: C

Explanation: Privileged scanning, also known as credentialed scanning, is a type of

vulnerability scanning that uses a valid user account to log in to the target host and

examine vulnerabilities from a trusted user’s perspective. It can provide more accurate and

comprehensive results than unprivileged scanning, which does not use any credentials and

only scans for externally visible vulnerabilities. 
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Which of the following involves the inclusion of code in the main codebase as soon as it is
written? 
 
 
 
 
A. Continuous monitoring  
B. Continuous deployment  
C. Continuous Validation  
D. Continuous integration 
 

Answer: D

Explanation:  

Detailed Explanation: Continuous Integration (CI) is a practice where developers integrate

code into a shared repository frequently, preferably several times a day. Each integration is

verified by an automated build and automated tests. CI allows for the detection of errors

early in the development cycle, thereby reducing overall development costs. 

 

 

 

A security analyst has been tasked with creating a new WiFi network for the company. The
requirements received by the analyst are as follows:
 
•Must be able to differentiate between users connected to WiFi
 
•The encryption keys need to change routinely without interrupting the users or forcing
reauthentication
 
•Must be able to integrate with RADIUS
 
•Must not have any open SSIDs
 
Which of the following options BEST accommodates these requirements?
 
A. WPA2-Enterprise 
B. WPA3-PSK 
C. 802.11n 
D. WPS 
 

Answer: A

Explanation:  

Question No : 8  - (Topic 1)
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Detailed Explanation: WPA2-Enterprise can accommodate all of the requirements listed.

WPA2-Enterprise uses 802.1X authentication to differentiate between users, supports the

use of RADIUS for authentication, and allows for the use of dynamic encryption keys that

can be changed without disrupting the users or requiring reauthentication. Additionally,

WPA2-Enterprise does not allow for open SSIDs. 

References: CompTIA Security+ Study Guide: Exam SY0-601, Chapter 7: Securing

Networks, p. 317 

 

 

 

 

Developers are writing code and merging it into shared repositories several times a day,
where it is tested automatically. Which of the following concepts does this BEST represent?
 
 
A. Functional testing 
B. Stored procedures 
C. Elasticity 
D. Continuous integration 
 

Answer: D

Explanation: Continuous integration is a software development practice where developers

merge their code into a shared repository several times a day, and the code is tested

automatically. This ensures that code changes are tested and integrated continuously,

reducing the risk of errors and conflicts. 

 

 

 

 

An organization wants to integrate its incident response processes into a workflow with
automated decision points and actions based on predefined playbooks. Which of the
following should the organization implement?
 
 
A. SIEM 
B. SOAR 
C. EDR 
D. CASB 

Question No : 10  - (Topic 1)
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Answer: B

Explanation:  

Security Orchestration, Automation, and Response (SOAR) should be implemented to

integrate incident response processes into a workflow with automated decision points and

actions based on predefined playbooks. References: CompTIA Security+ Study Guide,

Exam SY0-601, Chapter 9 

 

 

 

 

After a phishing scam fora user's credentials, the red team was able to craft payload to
deploy on a server. The attack allowed the installation of malicious software that initiates a
new remote session
 
Which of the following types of attacks has occurred?
 
A. Privilege escalation 
B. Session replay 
C. Application programming interface 
D. Directory traversal 
 

Answer: A

Explanation:  

"Privilege escalation is the act of exploiting a bug, design flaw, or configuration oversight in

an operating system or software application to gain elevated access to resources that are

normally protected from an application or user." In this scenario, the red team was able to

install malicious software, which would require elevated privileges to access and install.

Therefore, the type of attack that occurred is privilege escalation. References: CompTIA

Security+ Study Guide, pages 111-112 

 

 

 

 
A company would like to set up a secure way to transfer data between users via their
mobile phones The company's top pnonty is utilizing technology that requires users to be in
as close proximity as possible to each other. Which of the following connection methods
would BEST fulfill this need?
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A. Cellular 
B. NFC 
C. Wi-Fi 
D. Bluetooth 
 

Answer: B

Explanation:  

NFC allows two devices to communicate with each other when they are in close proximity

to each other, typically within 5 centimetres. This makes it the most secure connection

method for the company's data transfer requirements. 

 

 

 

 

A security engineer is installing a WAF to protect the company's website from malicious
web requests over SSL. Which of the following is needed to meet the objective?
 
A. A reverse proxy 
B. A decryption certificate 
C. A spill-tunnel VPN 
D. Load-balanced servers 
 

Answer: B

Explanation:  

A Web Application Firewall (WAF) is a security solution that protects web applications from

various types of attacks such as SQL injection, cross-site scripting (XSS), and others. It is

typically deployed in front of web servers to inspect incoming traffic and filter out malicious

requests. 

To protect the company’s website from malicious web requests over SSL, a decryption

certificate is needed to decrypt the SSL traffic before it reaches the WAF. This allows the

WAF to inspect the traffic and filter out malicious requests. 
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The Chief Technology Officer of a local college would like visitors to utilize the school's
WiFi but must be able to associate potential malicious activity to a specific person. Which
of the following would BEST allow this objective to be met?
 
A. Requiring all new, on-site visitors to configure their devices to use WPS 
B. Implementing a new SSID for every event hosted by the college that has visitors 
C. Creating a unique PSK for every visitor when they arrive at the reception area 
D. Deploying a captive portal to capture visitors' MAC addresses and names 
 

Answer: D

Explanation: A captive portal is a web page that requires visitors to authenticate or agree

to an acceptable use policy before allowing access to the network. By capturing visitors'

MAC addresses and names, potential malicious activity can be traced back to a specific

person. 

 

 

 

 
As part of the building process for a web application, the compliance team requires that all
PKI certificates are rotated annually and can only contain wildcards at the secondary
subdomain level. Which of the following certificate properties will meet these requirements?
 
 
A. HTTPS://.comptia.org, Valid from April 10 00:00:00 2021 - April 8 12:00:00 2022 
B. HTTPS://app1.comptia.org, Valid from April 10 00:00:00 2021-April 8 12:00:00 2022 
C. HTTPS:// app1.comptia.org, Valid from April 10 00:00:00 2021-April 8 12:00:00 2022 
D. HTTPS://.comptia.org, Valid from April 10 00:00:00 2021 - April 8 12:00:00 
 

Answer: A

Explanation:  

PKI certificates are digital certificates that use public key infrastructure (PKI) to verify the

identity and authenticity of a sender and a receiver of data1. PKI certificates can be used to

secure web applications with HTTPS, which is a protocol that encrypts and protects the

data transmitted over the internet1. 

One of the properties of PKI certificates is the domain name, which is the name of the

website or web application that the certificate is issued for2. The domain name can be

either a specific name, such as app1.comptia.org, or a wildcard name, such as

*.comptia.org2. A wildcard name means that the certificate can be used with multiple

subdomains of a domain, such as payment.comptia.org or contact.comptia.org2. 

Another property of PKI certificates is the validity period, which is the time span during

which the certificate is valid and can be used3. The validity period is determined by the

Question No : 16  - (Topic 1)
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certificate authority (CA) that issues the certificate, and it usually ranges from one to three

years3. The validity period can be checked by looking at the valid from and valid to dates

on the certificate3. 

Based on these properties, the certificate that will meet the requirements of rotating

annually and only containing wildcards at the secondary subdomain level is A.

HTTPS://*.comptia.org, Valid from April 10 00:00:00 2021 - April 8 12:00:00 2022. This

certificate has a wildcard character (*) at the secondary subdomain level, which means it

can be used with any subdomain of comptia.org2. It also has a validity period of one year,

which means it needs to be rotated annually3. 

 

 

 

 

 

 

 

A bad actor tries to persuade someone to provide financial information over the phone in
order to gain access to funds. Which of the following types of attacks does this scenario
describe?
 
 
A. Vishing 
B. Phishing 
C. Spear phishing 
D. Whaling 
 

Answer: A

Explanation: Vishing is a social engineering attack that uses phone calls or voicemail

messages to trick people into divulging sensitive information, such as financial information

or login credentials. 

 

 

 

A company is implementing a new SIEM to log and send alerts whenever malicious activity
is blocked by its antivirus and web content filters. Which of the following is the primary use
case for this scenario?
 

Question No : 17  - (Topic 1)
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A. Implementation of preventive controls 
B. Implementation of detective controls 
C. Implementation of deterrent controls 
D. Implementation of corrective controls 
 

Answer: B

Explanation:  

A Security Information and Event Management (SIEM) system is a tool that collects and

analyzes security-related data from various sources to detect and respond to security

incidents. References: CompTIA Security+ Study Guide 601, Chapter 5 

 

 

 

 

 
Which of the following BEST describes a technique that compensates researchers for
finding vulnerabilities?
 
 
A. Penetration testing 
B. Code review 
C. Wardriving 
D. Bug bounty 
 

Answer: D

Explanation:  

A bug bounty is a technique that compensates researchers for finding vulnerabilities in

software or systems. A bug bounty program is an initiative that offers rewards, usually

monetary, to ethical hackers who report security flaws to the owners or developers of the

software or system. Bug bounty programs are often used by companies such as Meta

(formerly Facebook), Google, Microsoft, and others to improve the security of their products

and services 

Bug bounty programs compensate researchers, often financially, for finding vulnerabilities

in software, websites, or other technology. These programs provide an additional layer of

security testing and incentivize researchers to report vulnerabilities instead of exploiting

them. 
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An organization recently acquired an ISO 27001 certification. Which of the following would
MOST likely be considered a benefit of this certification?
 
 
A. It allows for the sharing of digital forensics data across organizations 
B. It provides insurance in case of a data breach 
C. It provides complimentary training and certification resources to IT security staff. 
D. It certifies the organization can work with foreign entities that require a security
clearance 
E. It assures customers that the organization meets security standards 
 

Answer: E

Explanation:  

ISO 27001 is an international standard that outlines the requirements for an Information

Security Management System (ISMS). It provides a framework for managing and protecting

sensitive information using risk management processes. Acquiring an ISO 27001

certification assures customers that the organization meets security standards and follows

best practices for information security management. It helps to build customer trust and

confidence in the organization's ability to protect their sensitive information. References:

CompTIA Security+ Certification Exam Objectives, Exam Domain 1.0: Attacks, Threats,

and Vulnerabilities, 1.2 Given a scenario, analyze indicators of compromise and determine

the type of malware, p. 7 

 

 

 

 

 
A user attempts to load a web-based application, but the expected login screen does not
appear A help desk analyst troubleshoots the issue by running the following command and
reviewing the output on the user's PC
 
 

 
 
The help desk analyst then runs the same command on the local PC
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✑

✑

✑

✑

Which of the following BEST describes the attack that is being detected?
 
 
A. Domain hijacking 
B DNS poisoning 
C MAC flooding 
B. Evil twin 
 

Answer: B

Explanation:  

DNS poisoning, also known as DNS spoofing or DNS cache poisoning, is a form of

computer security hacking in which corrupt Domain Name System (DNS) data is introduced

into the DNS resolver’s cache, causing the name server to return an incorrect result record,

such as an IP address. This results in traffic being diverted to the attacker’s computer (or

any other malicious destination). 

DNS poisoning can be performed by various methods, such as: 
Intercepting and forging DNS responses from legitimate servers
Compromising DNS servers and altering their records
Exploiting vulnerabilities in DNS protocols or implementations
Sending malicious emails or links that trigger DNS queries with poisoned
responses

 
According to CompTIA Security+ SY0-601 Exam Objectives 1.4 Given a scenario, analyze
potential indicators to determine the type of attack: 
“DNS poisoning, also known as DNS spoofing or DNS cache poisoning, is a form of
computer security hacking in which corrupt Domain Name System (DNS) data is introduced
into the DNS resolver’s cache, causing the name server to return an incorrect result
record.” 
References: https://www.comptia.org/certifications/security#examdetails
https://www.comptia.org/content/guides/comptia-security-sy0-601-exam-objectives
https://www.cloudflare.com/learning/dns/dns-cache-poisoning/ 
 

 

 

 
As part of annual audit requirements, the security team performed a review of exceptions to
the company policy that allows specific users the ability to use USB storage devices on
their laptops The review yielded the following results.
 
• The exception process and policy have been correctly followed by the majority of users
 
• A small number of users did not create tickets for the requests but were granted access
 
• All access had been approved by supervisors.

Question No : 22  - (Topic 1)
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• Valid requests for the access sporadically occurred across multiple departments.
 
• Access, in most cases, had not been removed when it was no longer needed
 
Which of the following should the company do to ensure that appropriate access is not
disrupted but unneeded access is removed in a reasonable time frame?
 
A. Create an automated, monthly attestation process that removes access if an employee's
supervisor denies the approval 
B. Remove access for all employees and only allow new access to be granted if the
employee's supervisor approves the request 
C. Perform a quarterly audit of all user accounts that have been granted access and verify
the exceptions with the management team 
D. Implement a ticketing system that tracks each request and generates reports listing
which employees actively use USB storage devices 
 

Answer: A

Explanation: According to the CompTIA Security+ SY0-601 documents, the correct

answer option is A. Create an automated, monthly attestation process that removes access

if an employee’s supervisor denies the approval12. 

This option ensures that appropriate access is not disrupted but unneeded access is

removed in a reasonable time frame by requiring supervisors to approve or deny the

exceptions on a regular basis. It also reduces the manual workload of the security team

and improves the compliance with the company policy. 

 

 

 

 

 

A security analyst reports a company policy violation in a case in which a large amount of
sensitive data is being downloaded after hours from various mobile devices to an external
site. Upon further investigation, the analyst notices that successful login attempts are being
conducted with impossible travel times during the same time periods when the
unauthorized downloads are occurring. The analyst also discovers a couple of WAPs are
using the same SSID, but they have non-standard DHCP configurations and an
overlapping channel. Which of the following attacks is being conducted?
 
A. Evil twin 
B. Jamming 
C. DNS poisoning 
D. Bluesnarfing 
E. DDoS 

Question No : 23  - (Topic 1)
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✑

Answer: A

Explanation:  

The attack being conducted is an Evil twin attack. An Evil twin attack involves creating a

rogue wireless access point (WAP) with the same Service Set Identifier (SSID) as a

legitimate WAP to trick users into connecting to it. Once connected, the attacker can

intercept traffic or steal login credentials. The successful login attempts with impossible

travel times suggest that an attacker is using a stolen or compromised credential to access

the external site to which the sensitive data is being downloaded. The non-standard DHCP

configurations and overlapping channels of the WAPs suggest that the attacker is using a

rogue WAP to intercept traffic. References: CompTIA Security+ Certification Exam

Objectives, Exam Domain 1.0: Attacks, Threats, and Vulnerabilities, 1.4 Compare and

contrast types of attacks, p. 8 

 

 

 

 

During a security assessment, a security finds a file with overly permissive permissions.
Which of the following tools will allow the analyst to reduce the permission for the existing
users and groups and remove the set-user-ID from the file?
 
 
A. 1s 
B. chflags 
C. chmod 
D. lsof 
E. setuid 
 

Answer: C

Explanation:  

The chmod command is used to change the permissions of a file or directory. The analyst

can use chmod to reduce the permissions for existing users and groups and remove the

set-user-ID bit from the file. References: 
CompTIA Security+ Study Guide Exam SY0-601, Chapter 6
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An organization discovered a disgruntled employee exfiltrated a large amount of PII data by
uploading files Which of the following controls should the organization consider to mitigate
this risk?
 
 
A. EDR 
B. Firewall 
C. HIPS 
D. DLP 
 

Answer: D

Explanation: DLP stands for data loss prevention, which is a set of tools and processes

that aim to prevent unauthorized access, use, or transfer of sensitive data. DLP can help

mitigate the risk of data exfiltration by disgruntled employees or external attackers by

monitoring and controlling data flows across endpoints, networks, and cloud services. DLP

can also detect and block attempts to copy, print, email, upload, or download sensitive data

based on predefined policies and rules. 

References: https://www.comptia.org/certifications/security#examdetails

https://www.comptia.org/content/guides/comptia-security-sy0-601-exam-objectives

https://www.forcepoint.com/cyber-edu/data-loss-prevention-dlp 

 

 

 

 

 

Which of the following would produce the closet experience of responding to an actual
incident response scenario?
 
 
A. Lessons learned 
B. Simulation 
C. Walk-through 
D. Tabletop 
 

Answer: B

Explanation:  

A simulation exercise is designed to create an experience that is as close as possible to a

real-world incident response scenario. It involves simulating an attack or other security

incident and then having security personnel respond to the situation as they would in a real

incident. References: CompTIA Security+ SY0-601 Exam Objectives: 1.1 Explain the

importance of implementing security concepts, methodologies, and practices. 
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✑

 

 

 

 

 
A security architect is implementing a new email architecture for a company. Due to
security concerns, the Chief Information Security Officer would like the new architecture to
support email encryption, as well as provide for digital signatures. Which of the following
should the architect implement?
 
 
A. TOP 
B. IMAP 
C. HTTPS 
D. S/MIME 
 

Answer: D

Explanation: S/MIME (Secure/Multipurpose Internet Mail Extensions) is a protocol that

enables secure email messages to be sent and received. It provides email encryption, as

well as digital signatures, which can be used to verify the authenticity of the sender.

S/MIME can be used with a variety of email protocols, including POP and IMAP. 

References: 
https://www.comptia.org/content/guides/what-is-smime
CompTIA Security+ Study Guide, Sixth Edition (SY0-601), page 139

 
 

 

 

Which of the following environments typically hosts the current version configurations and
code, compares user-story responses and workflow, and uses a modified version of actual
data for testing?
 
 
A. Development 
B. Staging 
C. Production 
D. Test 
 

Answer: B
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